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ABSTRACT The recent state of the art innovations in technology enables the development of low-cost
sensor nodes with processing and communication capabilities. The unique characteristics of these low-cost
sensor nodes such as limited resources in terms of processing, memory, battery, and lack of tamper resistance
hardware make them susceptible to clone node or node replication attack. The deployment of WSNs in the
remote and harsh environment helps the adversary to capture the legitimate node and extract the stored
credential information such as ID which can be easily re-programmed and replicated. Thus, the adversary
would be able to control the whole network internally and carry out the same functions as that of the
legitimate nodes. This is the main motivation of researchers to design enhanced detection protocols for
clone attacks. Hence, in this paper, we have presented a systematic literature review of existing clone node
detection schemes. We have also provided the theoretical and analytical survey of the existing centralized
and distributed schemes for the detection of clone nodes in staticWSNs with their drawbacks and challenges.

INDEX TERMS Wireless sensor networks (WSNs), clone attack, clone attack detection schemes, systematic
literature review (SLR).

I. INTRODUCTION
Wireless Sensor Networks (WSNs) is gaining immense atten-
tion from the researchers due to its enormous applications
in different areas such as flood detection, weather predic-
tion, vehicle tracking, localization, target tracking. WSN is
a type of technology which can perceive data and accomplish
actions through the sensors [1]. One of the primary and
fundamental components ofWSN are sensor nodes which can
become faulty/unreliable anytime. A typical sensor usually
comprises four basic components i.e. power supply, a proces-
sor, a radio and an actuator. Moreover, these are not resilient
to tampering. Fig. 1 depicts the general structural design of
a sensor node. According to [2], [3], sensor nodes are so
economical that thousands of these can be installed in the
preferred locations and can be used to collect and monitor
data. Various types of sensors that can monitor environment,
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FIGURE 1. General architecture of wireless sensor node.

industries, smart homes, etc. are depicted in Fig. 2. Moreover,
these sensors can also detect/ monitor items that are not prac-
tically existent and even invisible, like gas and temperature.

Although these nodes are economical and highly needed,
they do have certain constraints with respect to the hardware
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FIGURE 2. Various types of sensors monitoring environment, industries, smart homes etc.

FIGURE 3. Taxonomy of attacks on WSNs.

structure, lack of robust security mechanisms, etc., that needs
to be addressed [1]. It was also pointed out that conventional
security methods deployed in conventional devices cannot be
directly deployed in the devices with these sensor nodes [4].
One of the most challenging tasks of devices operated within
sensor networks is, they face the risk of being damaged by
physical attacks like node replication. This will facilitate the
enemy to attack the node and duplicate them into several
clones and hence, taking charge of the whole network. This
makes the clone recognition a very crucial aspect to sense the
illicit copies and safeguard the sensor networks; while clones
have a major effect on network routing, data accumulation,
key distribution, etc. Hence, networks should be protected

and be able to assess the exposure to risks and attacks [2].
Fig. 3 shows that sensor networks could either be vulnerable
to layer dependent or layer independent attacks. The twomost
hazardous layer independent attacks are clone node ( which is
also called node replication) and Sybil attack [5], [6]. In Sybil
attack, attacker generates several IDs for a single node by
sneaking into the existing ones from a corrupted node. Such
attacks can be minimized by methods and protocols based on
RSSI [7] or by knowledge-based authentication mechanisms
of a fixed key set [8]–[12]. On the other hand, in the clone
node attack, the attacker physically captures a node, then
generate clones or duplicates of it and finally deploy these
clones in strategic positions of the WSNs.
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A more alarming feature is that the attackers are so intelli-
gent that they can interact with the newly generated clones
easily by pretending as legal nodes within a short span of
time [13]. This may explain why the conventional secured
routing system [14], [15] and validation schemes [16]–[21]
will never be capable of assessing or minimizing clone dam-
age from the occurrence. Many schemes are proposed for the
detection of clone nodes but most of them are not effective.
The only exemption is the distributed witness node based
techniques that seem to have promising results until now
and this is the main focus of this paper. But these tech-
niques do have their own limitations such as the deterministic
selection of witness nodes, uneven distribution of witness
nodes (crowded center problem) and a trade-off between high
detection probability with high communication and memory
costs.

Compared to the existing studies, to the best of our knowl-
edge, this study is the first survey that has explored advanced
pattern for conducting survey in the area of clone node
detection through systematic literature review (SLR). In this
survey, the main aim is to develop the theoretical understand-
ing of centralized and distributed based clone node detec-
tion schemes in static WSNs. The classification of current
detection approaches in light of the literature review is high-
lighted. We have also identified challenges and drawbacks
in the prominence of WSNs security through the Research
Questions (RQ).

The organisation of the paper as follows. Section 2 pro-
vides a detailed background about WSNs and clone node
attack. Section 3 describes in detail the conducted SLR along
with clone detection schemes with obtained results and chal-
lenges. Finally, Section 4 concludes the paper.

II. BACKGROUND
In this section, we have highlighted the procedure for carrying
out the clone node attack and provided a brief overview of
clone detection techniques used in static Wireless Sensor
Networks.

A. CLONE NODE ATTACK
WSNs are primarily categorised into two types i.e, Static and
Mobile WSNs. In Static WSN, once the sensor nodes are
deployed, their position remains fixed compared to Mobile
WSNwhere nodes canmove freely after deployment. In other
words, we can say StaticWSNs use fixed flooding/routing for
data distribution whereasMobileWSNs use dynamic routing.
Both of these categories of WSN are prone to clone node
attacks.

Clone node attack is regarded as one of the most hazardous
attacks on WSNs. In a clone attack, the attacker initially tar-
gets and captures a legal node, extracts the stored credentials
using some specialized tools in less than one minute [13].
The attacker then creates clones using the credentials and
deploys them to several important locations of the network
to carry out internal attacks like denial of service (DoS),
a black hole or even wormhole attack [22]. Subsequently,

FIGURE 4. Stages of node clone/replication attack in WSNs.

the attacker will isolate the acquired legal node from the
network and implement the clones and thus be able to cap-
ture and may even cancel the node withdrawal scheme [23].
Hence, to minimize further damage, clones must be detected
in minimal time, which is not an easy task due to several
factors such as nodes having legal IDs, information, etc.
However, as the sensor nodes of the static WSNs have fixed
positions, it becomes easier to detect if there are any node
replicas or clones compared to Mobile WSN. This is usually
done by analysing whether a logical ID of a legitimate node is
associated with more than one node in the network. However,
in mobile WSNs the scenario is different, as the nodes roam
around in the network, so even if an ID is detected in a certain
position, it may be difficult to assume that there is a clone if
the ID is found again in another place, as the node may be
roaming. More details about Mobile WSNs clone detection
techniques can be found in [24].

To carry out the CloneNode attack, the following four steps
are undertaken:

1. The primary and initial step is that an adversary capture
the legal nodes in the network physically.

2. Afterward, the attacker acquires all the confidential
credentials (i.e. IDs, information, data, etc.) of the captured
node.

3.Then attacker utilizes all the information obtained to
generate new nodes using the same identities of the grabbed
legal nodes.

4. Finally, the last step involves mounting the clone nodes
into key positions throughout the network.

Once the above-mentioned procedure is accomplished,
the attacker can then perform various actions with the help of
these clones, or carry out more internal attacks to the network.
The entire process of launching and detection of clone attacks
is depicted in a flow chart shown in Fig. 4.
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TABLE 1. Centralized clone detection techniques.

B. THREAT MODEL
InWSNs, the attacker may possibly launch active and passive
attacks. In this work, we consider the existence of an active
attack, in which the attacker can launch a clone node attack
by compromising a subclass of nodes and producing large
amount of replicas for distribution all over the network. Upon
compromising a node ‘n’, the attacker may produce a group
of replicas n′ = n′1, n

′

2, n
′

3, . . . .n
′
r of which the IDs and secret

credentials are the same as the original node n. Replicas
can easily override the authenticity and integrity of existing
cryptographic security mechanisms because they can sign,
encrypt, and decrypt messages to execute the rule, just like
original vulnerable node. Once replicas are identified as a
legitimate part of the network, they can launch a variety of
attacks, such as Sybil attack, selective forwarding attacks,
incorrect data injection, protocol interruptions and traffic
jams.

C. CLONE DETECTION TECHNIQUES IN STATIC WSNs
There have been numerous techniques proposed for Clone
Detection in Static WSNs which can be categorised into
centralized and distributed techniques.
• Centralized Clone Detection Techniques:
Apart from being complex and having low over-
heads, these techniques mainly rely on powerful Base

Station (BS) for information convergence and decision
making, where the nodes send their position claims to
the BS with the help of their neighbors. Then the BS will
check the node IDs, and if one ID is found in more than
one location, an alarm is set up to give alertness about
the presence of a clone attack. These techniques are
capable enough to detect clone attacks. Yet, this does not
mean that private information of the sensor is secured,
where the attacker can domany negative things to spy on
the transmitted information between the sink and sensor
node. Thus, there may still be a threat to the network.
Another problem is that the lifetime of the network may
decrease quickly due to the fact that the nodes which are
closer to the sink node lose their energy faster.
The static WSNs centralized detection techniques can
be categorized into one of these six categories, i.e. key
usage-based, base station based, neighborhood social
signature based, cluster head based, zone-based and
neighbor ID-based technique [2], [22], [25]–[35] and
their comparison is shown in Table 1.

• Distributed Clone Detection Techniques: The main dif-
ference here is that the process of clone detection is done
by all the network nodes, which means that there is no
central node of authority assigned to do the work. This
also means that even the nodes that are located in distant
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TABLE 2. Distributed clone detection techniques.
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TABLE 3. String searching.

TABLE 4. Track result.

TABLE 5. Inclusion/exclusion criteria.

positions in the network are involved in this process.
Focusing on the Static WSNs, there are seven different
types of detection techniques, which are node to net-
work broadcasting (N2N), witness node-based, group
or generation-based, neighbor-based, clustering-based,
witness path-based and cluster head-based techniques
[36]–[59] and their comparison is shown in Table 2.

III. SYSTEMATIC LITERATURE REVIEW
We conducted a SLR to find the challenges and answer the
questions raised in our research domain. SLR is a protocol
based research approach conducted to shortlist and assess
the most relevant studies used to answer RQs. In case of
the WSNs security domain, SLR is a stimulating research
method for data collection. For this, we followed SLR guide-
lines [60]–[62]. Detailed steps are as given in following sub-
sections.

A. SEARCH STRING FORMATION
The most important step in SLR is the searching and filtering
process [63]–[66]. Following Search Filters (SF) have been
used in our study for the creation of customized Search
Questions (RQs).

SFs 1: We derived the major search terms from the RQs.
These terms are (1) Clone Node Detection (2) Centralized
Approach (3) Distributed Approach.

SFs 2: Identification of synonyms for the significant
terms. clone node detection: (‘‘clone node detection’’ OR
‘‘replica node detection’’ OR ‘‘node compromise attack’’),
centralized approach: (‘‘centralized approach’’ OR ‘‘central-
ized technique’’ OR ‘‘centralized scheme’’ OR ‘‘centralized
method’’), distributed approach: (‘‘distributed approach’’ OR

‘‘distributed technique’’ OR ‘‘distributed scheme’’ OR ‘‘dis-
tributed method’’).

SFs 3: Verification of the keywords in the relevant papers.
(‘‘Clone node detection’’, ‘‘replica node detection’’, ‘‘node
compromise attack’’).

SFs 4: The operator AND, OR are used along with
search strings. Track: (‘‘clone node detection’’ OR ‘‘replica
node detection’’ OR ‘‘node compromise attack’’) AND
(‘‘centralized approach’’ OR ‘‘centralized technique’’ OR
‘‘centralized scheme’’ OR ‘‘centralized method’’) AND
(‘‘distributed approach’’ OR ‘‘distributed technique’’ OR
‘‘distributed scheme’’ OR ‘‘distributed method’’), where
Track denotes a search string that is intended to search the
literature specific to clone node detection in the context of
WSNs security.

B. ONLINE SEARCH VENUES (DIGITAL LIBRARIES)
Based on SF4, Table 3 shows selected digital libraries for
searching the relevant studies. Tables 3,4 and 6 depict the
details of the digital libraries. A total of 33,444 research
articles have been retrieved and six papers are identified via
a snowballing method. By adopting the Tollgate approach,
we selected 123 papers in the first phase based on the research
title and abstract via inclusion/exclusion criteria. In phase 2,
we reviewed these research articles and refined them to
37 articles.

C. INCLUSION/EXCLUSION CRITERIA
The findings of the search string Track are further evaluated
to confirm that the filtered research articles meet the inclusion
and exclusion principle defined in Table 5.
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TABLE 6. Publication search details in various digital libraries.

TABLE 7. Publication quality assessment.

D. PUBLICATION QUALITY ASSESSMENT
Every paper was tested against the Quality Assessment (QA)
standards shown in Table 7 along-with scores. The aim of
the QA was to know the quality of the research papers
selected. We performed the QA during the data extraction
phase. Every QA criterion has 3 possible values: Yes, Partial
and No with marks of 1, 0.5, and 0, respectively. Detailed
scores of the 37 papers finally selected are given in Appendix,
where R1 and R2 represent the respondent’s Author 2 and 3
respectively.

For each given item QA1 to QA4 the evaluation is per-
formed as follows:
• The research article that answers to the checklist queries
are assigned 1 point.

• The research articles containing some of the answers to
the checklist questions were assigned 0.5 points.

• If there is no answer to the checklist, queries were
assigned 0 points.

Question 4 intends to seek the method(s), through which
the reported challenges have been identified. If the method(s)
is clearly mentioned, then it is marked as Yes = 1; otherwise
marked as Partial = 0.5 or No = 0. Similar criteria are used
by [67], [68].

E. DATA EXTRACTION PROCESS
This is an important step in SLR, inwhich the data is extracted
from already selected research articles. The criteria adopted
for extraction are purely based on RQs. The predefined rules

for data extraction are paper ID, title, reference, year, research
database, quality of the publication, the country where the
research was performed, context, schemes, methods and also
pros and cons of each technique.

F. DATA SYNTHESIS
As per the SLR protocol, we performed a synthesis of the data
extracted from already filtered research articles and created
different categories of the challenges. Initially, we identified
14 challenges, but the further classification was performed
and few challenges were merged. Finally, a list of 6 chal-
lenges were identified which are discussed in Table 8. Out of
these 6 challenges, 4 challenges are considered as critical with
a frequency of more than 10% while the remaining 2 having
a frequency of less than 10% are considered non-critical.

G. RESULTS
Table 8, discusses the challenges along with frequency range.
As discussed earlier, critical challenges are the ones whose
frequency range is more than 10%. The formula for finding
frequency is the total number of challenges identified in the
34 papers finally selected, multiplied with 100 and divided
by the total number of papers, i.e., 34.

H. CHALLENGES IDENTIFICATION VIA THE
SLR PROCESS RQ
A final sample of 34 papers are selected and data is summa-
rized from them. A list of 6 challenges, as depicted in Table 8,
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TABLE 8. List of the identified challenges.

were shortlisted through the SLR from that summarized data.
Out of these 6 challenges, 4 were identified as critical accord-
ing to 10% frequency criteria. Following is the description of
those 6 challenges:

1) COMMUNICATION COST
Communication costs can be defined as the average number
of location claims sent and received by every node during
each iteration of a clone detection protocol. Communication
cost is the most essential and important performance metric
of clone detection protocols because during communication,
sensors nodes consume more energy than any other opera-
tions in WSN’s [69]. Table 8 indicates that ‘‘Communication
Cost’’, having the highest frequency of 47.06% and can be
labeled as the first challenge. Moreover, this research found
that various detection protocols [27], [30], [32], [35], [36],
[38], [42]–[44], [46], [47], [50], [53]–[55], [57] suffer from
the challenge of high communication cost during the clone
nodes detection process.

2) SINGLE POINT OF FAILURE
In a centralized scheme, all nodes in the network send their
ID and location to a single trusted node (e.g., base station or
sink), which checks for the conflict (i.e., the same ID with
different locations) to detect the clone nodes in the network.
The single trusted node introduces many challenges as it’s
neighboring nodes suffer from high communication cost and
due to its important role in clone detection, this node becomes
the prime target of the attackers. Therefore, failure of the
single trusted node results in a single point of failure and
most of the proposed centralized clone detection schemes
are suffering from this challenge [2], [22], [25], [27]–[35].
According to Table 8, ‘‘Single Point of Failure’’, is found to
be the second most quoted challenge having the frequency
of 35.29%.

3) DETECTION PROBABILITY
Detection probability is defined as the total number of suc-
cessful detection of clone nodes during each iteration of
the protocol, divided by the total number of iterations of
the protocol. High and successful detection probability is the
most significant performance metric for any clone detection
protocol. However, most of the proposed clone detection
protocols suffer from low detection probability with high
cost in terms of communication and memory [29], [33], [36],

[38], [41], [56], [58]. This study concludes that ‘‘Detection
Probability’’, with a frequency of 20.59%, can be regarded
as the third-significant challenge in the clone node detection
mechanism.

4) MEMORY/STORAGE COST
Memory cost can be described as the total number of location
claims, that are stored by every node in the network during
each iteration of the clone detection protocol. The low-cost
wireless sensor nodes have limited resources in terms of
energy and storage but on the other hand, for achieving a high
clone detection rate, the clone detection protocols require
large memory to store location claims. The fourth challenge,
according to Table 8, is ‘‘Memory or Storage Cost’’, with
a frequency of 14.71%. Therefore achieving high detection
probability with lower memory cost is challenging and most
of the current clone detection protocols suffer from high
memory costs [27], [28], [42], [46], [48].

5) DETERMINISTIC SELECTION OF WITNESS NODES
The witness nodes are the most significant and fundamental
elements in Claimer-Reporter-Witness based clone detection
techniques as they are responsible for detecting clones in
the network. The selection of these witness nodes is a very
important and challenging task. If the selection of witnesses
is deterministic, an enemy can easily identify, locate and
comprise them to neutralize the detection process. In the
literature, the selection of witness nodes in many proposed
witness node based distributed schemes, [25], [34], [45] is
deterministic. The study shows that ‘‘Deterministic’’ with a
frequency of 8.82% is identified as a serious challenge in
clone node detection techniques.

6) REDUNDANCY
In WSNs, nodes are heavily deployed in the area of interest
to gather the required information. Sensors detect similar data
and forward it to the sink. The reliable data is needed in the
analysis, evaluation and predicting of system behavior while
bad quality data can lead to inaccurate results in decision
making. Such similar data can produce redundancy at the
sink. The outcome of redundant data results in more accu-
racy, reliability and safety while elimination helps in energy
saving, as most of the energy of the sink node, is wasted
in dealing with the redundant data. However, data accuracy
still needs to be well-kept even if there is an increase in
network cost and/or time. Another challenge in the clone
node detection technique is ‘‘Redundancy’’ with a frequency
of 2.94% which is the absence of redundant data for the
purpose of decision making [49].

IV. CONCLUSION
In this article, a systematic review of clone detection tech-
niques was conducted. From the literature, it was found that
due to the characteristics of the WSNs such as limited pro-
cessing, memory, battery, lack of tamper resistance hardware
etc., the sensor nodes are prone to various attacks such as
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clone node or node replication attack. To counter clone node
attacks, different techniques such as network-based detection
techniques, centralised based detection and distributed based
detection techniques have been proposed. Some of the sub-
techniques within centralised detection approach include key
usage, base station, neighbourhood social signature, clus-
ter head, zone and neighbour based techniques. Similarly,
few potential clone detection techniques under a distributed
based approach include node to network broadcasting, wit-
ness node, generation based techniques etc. Finally, the key
challenges with respect to clone detection were highlighted.

APPENDIX
POINT TABLE OF QUALITY ASSESSMENT CRITERIA
Detailed scores of each selected paper of SLR against the
questions of quality assessment criteria.
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