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Abstract 

New technologies are critical for sustained economic growth in contemporary organisations. 

However, the success of new technologies is dependent upon the relationship with users. Using a 

human factors framework, this paper examines contemporary approaches to the assessment of 

human-technology interactions, highlighting the lack of integration and the need for a 

comprehensive approach that considers user contributions, including skills, capabilities, and 

dispositions; technological contributions, including dependencies, reliability, complexity, and 

accuracy; and organisational contributions through training assessment, organisational climate 

and culture, and leadership. The successful integration of new technologies in the workplace is 

likely to lead to a more productive and enjoyable interaction for employees and customers, 

together with systems that are more resilient to the complexities and threats that are likely to 

emerge in the future work environment. 
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Optimising the Future of Technology in Organisations: A Human Factors Perspective 

Human Factors is a multidisciplinary construct that incorporates a range of disciplines, 

including psychology, education, medicine, and engineering, to identify and implement strategies 

that optimise the relationship between humans and the systems and tools with which they engage 

(Wilson, 2014). In the business context, the intent of human factors is to ensure that the information 

on which both customers and employees depend is perceived at the appropriate time, interpreted 

accurately, is easily processed, and guides behaviour accurately and efficiently.  

For customers in the technology-led economies of the future, the effective application of 

human factors principles will be evident in interfaces such as websites and ‘apps’, where user 

experience and usability embodied in designs, enable optimal interaction. Amongst employees, 

the effective application of human factors will be evident in systems and procedures that support 

job roles and tasks, and ensure accurate and efficient performance on a consistent basis. This 

requires a comprehensive, integrated understanding of human behaviour in engaging and 

responding to advances in technology. 

Contemporary approaches to human factors have generally targeted specific systems or 

industrial contexts, often in direct response to system failures. While this strategy has led to the 

development of general principles that are intended to ensure optimal interaction between users 

and systems, it has often precluded the empirical evaluation of prescriptive, theoretical models that 

might be engaged to guide the successful development and introduction of advanced technology 

systems.   

The aim of this paper is to consider how existing principles, practices, and theoretical 

models that underpin human factors might support human-centred technologies of the future. The 
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paper begins with an overview of current and future technologies that are likely to impact human 

performance. This provides a juxtaposition against the demands that are likely to be imposed on 

the workforce of the future which, in turn demonstrates the potential limitations of contemporary 

approaches to human factors in the workplace. The paper concludes with the proposition that a 

comprehensive, integrated approach to human factors must incorporate aspects of organisational 

climate and culture, information processing, training and development, and systems theory.  

 

Technology and Human Performance in the Workplace 

 Across a range of industries from law to medical practice, technological innovation is 

advancing at a pace that is already resulting in less reliance on human intervention, and a 

considerably greater reliance on advanced technology. In medicine, for example, complex surgical 

operations are being undertaken by robots (Catchpole et al., 2018), artificially intelligent systems 

are being designed to interpret medical images (Jha and Topol, 2018), and autonomous aerial 

vehicles are being trialled to distribute medical supplies (Bamburry, 2015). This technology is 

arguably contributing to fewer errors and greater efficiency than has previously been the case. 

In radiology, where technology is advancing rapidly, physicians can control and utilise 

computer-aided systems that classify abnormalities. A conventional classification system used 

widely in practice is Computer-Aided Detection (CAD). CAD is a tool that acts as a ‘second 

reader’ with the goal of increasing the rate of detection, thereby reducing the frequency of errors 

in digital radiology (Mohammad et al., 2017).  

Although the introduction of advanced technology systems has undoubtedly improved the 

reliability and efficiency of complex industrial systems, it has also introduced profound changes 

in both the nature and behaviour of the workforce. For example, in the aviation and rail industries, 
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the introduction of automated systems has shifted the role of pilots and drivers respectively from 

active controllers to system monitors (Boer and Dekker, 2017). These distinctive roles place 

different demands on cognitive and perceptual capabilities, including sustained attention, decision-

making, and situation assessment.  

As a system controller, a feedback loop is engaged whereby preceding exposure to the 

system provides a baseline against which changes to the system state can be compared (Loft and 

Remington, 2010; Toner et al., 2015). The nature and severity of these changes directs both the 

type of response and the speed with which a response needs to be initiated. For example, an 

experienced driver who observes the illumination of brake lights in preceding vehicles will 

immediately initiate a deceleration commensurate with the perceived deceleration of these 

vehicles. This suggests that there is a level of sustained attention afforded by continuous 

engagement with a system that facilitates timely situation assessment which, in turn prompts 

decision-making (Xu et al., 2018). 

As a system monitor, engagement with the system only occurs in the rare circumstance that 

the system itself is unable to resolve an issue (Eriksson and Stanton, 2017). For example, the 

majority of metropolitan railway systems worldwide are progressing towards a system of 

automatic routing, where signals for a train are prescribed automatically based on the particular 

stopping pattern to which the train has been allocated (Yin et al., 2017). However, where a train is 

running behind schedule, it may be necessary for a controller to intervene and change the 

prescribed stopping pattern to return the train to its schedule. In some areas and on some railway 

lines, this type of intervention may be rare, so that train controllers spend much of their time 

observing the network but with little interaction. 
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There is strong evidence to suggest that human performance is most effective and efficient 

at moderate levels of cognitive demand (Endsley, 2016; Endsley and Kaber, 1999; Freeman et al., 

2004; Horrey et al., 2017; Parasuraman and Manzey, 2010). If the cognitive demand is too high, 

performance over an extended period will deteriorate as there are insufficient resources to acquire, 

interpret, and process the information available (Head and Helton, 2014; Thomson et al., 2015). 

However, performance will also deteriorate over an extended period if the demands of the task are 

too low (Lim and Kwok, 2016). While there are competing explanations as to why this occurs, it 

remains the case that, in the absence of continuous interaction, humans will likely disengage from 

a task. Therefore, when changes do occur, responses tend to be slower and increase the risk of 

error, either in implementing an incorrect response, or in failing to respond within the time 

available (Jipp, 2016).      

The transition from system control to system monitoring, increasingly evident in a range 

of industrial settings, raises issues concerning the competencies and capabilities of both existing 

and future workforces. For example, amongst the existing workforce, many employees will have 

acquired a level of expertise that may not be directly transferable to new technologies since new 

technologies may not only change the processes through which systems are controlled, but may 

obfuscate the features that have previously been employed to interpret the state of the system. The 

impact of these types of changes is especially evident in process-driven industries such as 

insurance and banking where changes in computer systems can change markedly the human-

machine interface (Edmondson et al., 2001). Importantly, it suggests the need for theoretical 

models, principles and practices that clearly articulate the optimal strategies necessary to facilitate 

the adaptation to, and interaction with, new technologies as they are introduced (Geels and Smit, 

2000). 
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Future Workforce Demands 

For the future workforce, there is a need to consider new competency frameworks that 

explicitly target skills, including the capacity for sustained attention, the management of cognitive 

load, and rapid and accurate situation assessment. This calls for new models of employee selection 

that account for the demands imposed by what is likely to be the introduction of further advances 

in technology on a regular and routine basis. For example, the acceptance of organisational change, 

the willingness to adapt to new operational demands, and the capacity to adapt to those demands 

are likely to emerge as significant considerations in the selection of the future workforce, 

irrespective of the industrial context (Colbert, Yee, and George, 2016; Kanfer and Blivin, 2019).  

Aligned to the introduction of new technologies is the need to ensure the development and 

retention of a detailed understanding of the system in the absence of continuous engagement and 

the reinforcement of skills. Where deteriorations in performance may once have become evident 

through active engagement in a task, such as driving or surgery, the loss of skills may be more 

difficult to identify, yet more likely to occur with the introduction of advanced technologies that 

obviate the need for regular interaction (Kluge and Frank, 2014). As a consequence, new 

techniques are necessary that capture the task-specific cognitive, perceptual and psychomotor 

demands that are inherent in the application of skilled performance.  

While competency-based approaches may be appropriate in some contexts, particularly 

those involving a greater reliance on perceptual or psychomotor activities, assessing performance 

on tasks that demand cognitive skills tends to be more difficult due to the combination of activities 

involved. For example, amongst train drivers, the cognitive skills demanded include situation 

assessment, vigilance, decision-making, risk assessment, fatigue management, and the 

development of a joint mental model (Cox et al., 2003; Darwent et al., 2008; Jay et al., 2008; 
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Klockner and Toft, 2018). New approaches to the assessment of cognitive skills need to be capable 

of quickly and accurately discerning the specific skill set engaged so that interventions can be 

targeted, thereby managing the costs of retraining and enabling genuine improvements in 

performance. 

Where the assessment of cognitive skills occurs in contemporary organisations, it tends to 

involve scenario-based activities using simulation (Boulet and Murray, 2010; Lammers et al., 

2009; Robertson, Dias, Yule, and Smink, 2017; Rogmans and Abaza, 2019). Simulation 

technology has advanced significantly so that, from aviation to medicine, there is an opportunity 

to engage in activities that closely mimic the operational environment. However, while the 

introduction of simulation technology has provided an ideal opportunity to engage in high-fidelity 

recreations, there remain a number of risks that need to be explored. For example, models of 

training and assessment have yet to be adapted to the opportunities afforded by simulation. 

Landing a simulated aircraft safely following an emergency, or stabilising a simulated patient’s 

condition following a complication, is the product of a range of skills, each of which contributes 

to the successful (or unsuccessful) outcome. To create efficiencies, instructional systems need to 

be designed to discern which, if any, of the range of skills engaged during the task require remedial 

action. 

In advanced technology environments, discerning gaps in knowledge and skills is further 

complicated by the nature of the relationship between the user and the types of technology that are 

engaged during the performance of a task. For example, robotic technology is now employed in 

surgery, military operations, and space travel (Endsley, 2016). However, while some robots 

operate autonomously, with human oversight but little engagement, others function more 

cooperatively, with humans complementing the behaviour of robots. Developments in artificial 



FUTURE TECHNOLOGY IN ORGANISATIONS 
 

 

9 

intelligence also allude to a future where robots assist, rather than supplant human 

involvement(Belkadi et al., 2019). In these operational environments, employees need to be both 

willing to work with robotic technology and be capable of working cooperatively with an 

‘intelligent’ machine (Trautman et al., 2015). 

Organisational Factors, Individual Differences, and Technology      

In addition to new techniques to assess performance, there is a need to model individual 

differences in the rate at which complex skills are acquired and the rate at which they are likely to 

decay. Since both assessment and training initiatives are likely to impose significant organisational 

costs in the future, adopting a risk-based approach that accounts for, and anticipates, individual 

differences is likely to result in the allocation of resources more efficiently and better meet the 

developmental needs of individuals. Importantly, it will also ensure that the organisation is 

equipped to manage successfully any threats to the safety of employees and their operational 

capability. 

Despite improvements in efficiency, the combination of a reduction in crewing and changes 

in roles has introduced new opportunities for errors, where the joint role with technology in 

managing a task is misinterpreted or misunderstood. For example, there have been a number of 

cases where aircraft pilots, using advanced technology systems, have misunderstood the mode of 

control into which the aircraft had been placed (Johnson et al., 2016). Similarly, in the medical 

context, so-called ‘mode errors’ have occurred in the programming of intravenous pumps, 

resulting in the administration of incorrect doses of medication to patients (Keers et al., 2013). The 

apparent misuse of these systems likely reflects designs that are not consistent with human 

perception and cognition, thereby perpetuating what might otherwise be referred to as ‘human 

error’. 
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With fewer staff exercising oversight over greater parts of an organisational network in the 

future, there is the potential that system flaws will have an impact over much greater parts of a 

network than was previously the case. For example, the opening of Terminal 5 at Heathrow 

International Airport in March 2008, resulted in the cancellation of in excess of 500 flights as a 

flaw in the design of the baggage handling system rendered it incapable of coping with the various 

scenarios associated with the movement of luggage with passengers (Davies et al., 2016). 

The experience at Heathrow Airport reflects a broader tendency within organisations to 

place trust in technology, often on the assumption that it improves productivity and safeguards 

against human error. Lippert and Swiercz (2005) present a complex model of trust in technology 

as a combination of inherent predispositions towards trust, the extent to which trust is embodied 

within the context of the organisation culture and practices, and the utility and usability of the 

technology itself. However, while establishing trust in technology is important for the future 

development of organisations, it should not be at the expense of investments in employee 

advancement.  

Changes in job roles as a result of advances in technology will require new approaches to 

employee development, including to the nature and frequency of training, mechanisms for 

employee engagement, and career advancement. The introduction of these initiatives will also 

impact interactions between the various components of an organisation, creating new 

dependencies, the recognition of which is critical in managing the risks of a system failure 

(Hollnagel, 2008). This requires two approaches, the first of which involves the development of 

proactive models of engagement where levels of dependence can be identified and managed to the 

greatest extent possible (Bernardes et al., 2018). For example, identifying tight coupling within an 

organisation, where successful performance is dependent upon centralised systems, creates a 
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heightened risk should one or more of these systems fail (Cook and Rasmussen, 2005). The process 

is illustrated by the experience of FoxMeyer, a healthcare service company in the United States 

that sought to improve the efficiency of its supply chain network through automated, real-time 

inventory management. However, the system was not supported by changes in other business 

processes, there was a lack of engagement from end-users, and there was no redundancy should 

the system fail, leading to inefficiencies, with FoxMeyer eventually filing for bankruptcy (Scott, 

1999).  

In highly centralised systems, the solution to tight coupling is typically a degree of 

redundancy where alternative technologies and/or human resources are available to supplement 

services in the event of a system failure. Ensuring that human resources in particular, are capable 

of responding, requires a proactive strategy of training and engagement, even though the 

application of these skills may rarely if ever be required in practice. This presents a challenging 

cost-benefit analysis for commercial organisations where investments in the development of 

employees may be considered unnecessary. 

The second approach to understanding complex interactions both within, and between 

organisations is a reactive strategy that normally involves a comprehensive evaluation of the 

precursors to an adverse event (Klockner and Toft, 2018; Lee and Chung, 2018; Underwood and 

Waterson, 2014). This approach is based on the view that an adverse event is driven by a root-

cause and that the relationship is both cumulative and linear. In most cases, the targets are the 

specific causal factors with a view towards their management or removal (Way et al., 2003). This 

ensures that the revised process is more accurate and/or more efficient and certainly, less prone to 

system failure.  
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Alternatives to root-cause-analysis are approaches that are designed to capture the breadth 

of relationships between different components of a system, rather than identify a ‘root-cause’. 

These are intended to reflect non-linear relationships between causal factors and outcomes, and 

are based on the assumption that failures in a complex system are inevitable (Lee and Chung, 2018; 

Underwood and Waterson, 2014). In establishing the range of paths through which a failure may 

have occurred, interventions can be developed to either reduce the probability with which a 

component with fail, and/or protect the system from the failure of that component (Dekker, 2003; 

Perry et al., 2007). 

An illustration of this approach can be drawn from the retrospective analyses of a serious 

level crossing accident that occurred near the Victorian town of Kerang on June 5th, 2007. The 

train was en-route to Melbourne from Swan Hill and was travelling at approximately 100 km/h 

when it collided with a truck, the driver of which had either not perceived or had ignored a range 

of warnings (Salmon et al., 2013). These warnings included road signs indicating the presence of 

a level crossing, and flashing lights and auditory warnings to indicate that a train was approaching. 

Eleven passengers received fatal injuries as a result of the collision. 

Using the Event Analysis of System Teamwork (EAST) descriptive methodology, Salmon 

et al. (2013) identified a range of causal factors associated with the collision, all of which were 

likely to have contributed, in some measure, to the outcome. For example, the driver of the truck 

was particularly familiar with the route and, together with the time that he already spent driving, 

was likely to have misperceived or failed to perceive the warnings. Further, as a passive level-

crossing, there were no boom gates that would otherwise have prevented the truck from entering 

the rail corridor. A series of design solutions that emerged as a consequence of the analysis have 
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been subjected to empirical evaluation to identify the optimal solution in those circumstances 

where drivers become de-sensitised to passive level crossings (Beanland et al., 2015). 

 In addition to reported cases, models such as EAST can be applied prospectively to cases 

where imagined events are examined to identify interdependencies and risks (Salmon et al., 2016). 

Establishing the risks and those dimensions of the system that embody tighter coupling enables 

their prioritisation and management to ensure that the organisation is resilient to failure. 

Importantly, it is based on an assumption that complex systems incorporate complex interactions 

between technology and users that differ depending upon the nature of the conditions and 

individual skills, capabilities, and dispositions. 

A Complementary Approach to Technological Advances 

While contemporary approaches to the management of systems embody a degree of utility, 

their accuracy depends upon both the identification of dependencies and the accurate estimation 

of the risks that the dependency will fail. In some domains, these risks can be generated accurately 

on the basis of historical data. For example, given particular weather conditions, together with the 

time of day, and knowledge of previous incidents, it is possible to estimate with a reasonable 

degree of accuracy, the likelihood of a collision between motor vehicles at a particular geographic 

location (Greibe, 2003). Depending upon the outcomes, the availability of resources, and the risks 

imposed at other locations, policy-makers have the capacity to prioritise interventions. 

In the absence of historical data, estimates of risk are usually generated from subject-matter 

experts. While methods, including the aggregation of responses from experts, can be used to 

improve the correspondence between assessments, the reliance on subjective estimates raises a 

number of issues, including the features that are used to ascribe expertise (Graham et al., 2003). 

Although qualifications and years of experience are often employed as markers of expertise, their 
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predictive validity is a matter of some debate (Crane et al., 2018; Hambrick et al., 2014; Loveday 

et al., 2012, 2014). Further, there is often no objective criterion beyond which a skilled performer 

might be considered a genuine, domain expert. Finally, expertise is typically task-specific and 

notions of reliability and risk are conceptualised in the context of a targeted activity, rather than 

broad assessments of probability (Carrigan et al., 2019).      

To overcome the reliance on subjective assessments, future approaches to the management 

of systems need to integrate prospective representations of systems with data-driven models that 

enable the accurate and reliable calculation of risks (Pickup et al., 2017). Depending upon the 

nature of the organisations, data might be drawn from a range of sources, including employee 

perceptions of wellbeing, training outcomes, employee assessment outcomes, the proportion of 

deliveries that are on, or ahead of time, the availability of resources, the frequency of work health 

and safety incidents, the rate of staff turnover, profitability, and costs. Sampling data frequently 

will enable the identification of changes in behaviour that will prompt a more detailed analysis. In 

conjunction with a prospective model of the system, likely dependencies can be identified to 

establish whether changes have occurred that may impact the overall performance of the system. 

 A rudimentary data-driven approach to the management of a complex system is already in 

place in some airlines where aircraft performance data are recorded during every approach and 

landing. Referred to as a Quick Access Recorder, the data are examined for anomalies including 

excessive control inputs or an unstabilised approach path (Wang et al., 2014). Although a landing 

may have been successful, repeated, excessive inputs on the part of a pilot may be indicative of an 

underlying issue associated with the control of the aircraft. A prospective representation that 

associates landing performance with weather conditions and training offers targets for 



FUTURE TECHNOLOGY IN ORGANISATIONS 
 

 

15 

investigation that may subsequently reveal risks associated with a particular combination of 

weather conditions that have yet to be identified and addressed during training.    

The introduction of new technology into an organisation provides an ideal opportunity to 

develop prospective models of organisational dependencies integrated with new forms of data. 

Employees, in particular, need to be considered both the source and the generators of these data. 

For example, in the context of cybersecurity threats, it is reports from employees that often alerts 

an organisation to the presence of attack (Pfleeger and Caputo, 2012). Employees who receive 

phishing emails can respond in a number of ways, including responding to the email, deleting the 

emails, and/or reporting the email. Encouraging the reporting of emails diligently provides the 

organisation with information pertaining to both the nature and scope of the attack, and enables 

the appropriate allocation of resources to respond and prevent future attacks. 

Reflecting the dependencies within an organisation, employees’ willingness to report 

phishing emails appears to be influenced by the organisational culture instilled by managers 

(Arachchilage and Love, 2014; Williams et al., 2018). Therefore, changes in organisational culture 

likely impact vulnerabilities in an organisation’s cybersecurity. Since organisational culture is 

driven largely by leadership, it may be the case that different approaches to leadership, or changes 

in the nature of leadership, can be used as a barometer of organisational health and resilience to 

the threat of cybersecurity attacks. 

In the contemporary business environment, the highest levels of performance are expected 

of staff. Errors or failures within any aspect of the business enterprise can result in lost 

opportunities and the loss of customers, culminating in potentially significant financial losses for 

the organisation. However, errors and failures more generally, may be symptomatic of systems, 

procedures, and technologies within an organisation that are clumsy, unnecessarily complicated, 
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error-prone, or overly time-consuming (Frese and Keith, 2015; Mitchell et al., 2014; McDonald, 

2006). The resulting workarounds, short-cuts, and lapses may constitute an inevitable outcome of 

employees seeking to achieve the organisational goals while at the same time being constrained 

by organisational and operational impediments (Bellamy et al., 2008). 

Where errors do occur within an organisation, it is often difficult to differentiate the role 

of the system from the role of the individual in error causation, particularly when the conditions 

for deteriorations in performance may have occurred over an extended period. Poor rostering, 

unreasonable demands, unreliable equipment, and clumsy systems all contribute to progressive 

deteriorations in employee capabilities (Keers et al., 2013). However, the lack of predictability 

between cause and outcome often means that these error-producing conditions remain unnoticed. 

For example, individual differences in capability often belie the fact that a system is inefficient, 

overly-demanding, and/or bureaucratic. Highly capable users will tend to adapt to the conditions 

under which they are engaged (Dekker, 2003; Flach et al., 2017). As a result, vulnerabilities within 

the system will often only become apparent when there is an inability to cope with the demands. 

From an organisational perspective, a failure is likely to occur unless a change is initiated either in 

the capabilities of users, or in the demands imposed by the system. 

For emergency physicians, the work environment is one that is characterised by 

unanticipated events, interruptions, the management of ad-hoc teams, an ill-defined hierarchy, and 

emotionally-charged situations (Walter et al., 2017; Westbrook et al., 2018). They may be 

combatting the impact of fatigue, poorly designed workspaces, a lack of supervisory support, 

and/or differences in the skills and capabilities of colleagues (Douglas et al., 2017). In these types 

of situations, a greater frequency of errors might be anticipated and the remediation of performance 

in these contexts can appear almost intractable. The solution involves a wide range of interventions 
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from equipment design to organisational culture, procedures, selection, assessment, and training. 

However, interventions that target these constructs in isolation and fail to consider their 

interactions, are unlikely to enhance performance, especially over the longer term. 

Complex interactions within an organisation can often act as barriers to improvement, since 

an intervention at one level of the organisation fails to account for impediments at another. For 

example, training is often employed as a means of improving performance. However, a training 

intervention that is implemented within a part of the organisation that lacks a training culture, is 

unlikely to yield successful outcomes (Egan et al., 2004). Similarly, a positive organisational 

culture can be undermined by cumbersome procedures and/or poor design (Miles and Perrewe, 

2011). The solution relies on paths that are complementary. However, ensuring complementarity 

requires institutional or organisational leadership and a holistic approach towards improving 

organisational performance. 

For customers, the experience of an inefficient or inaccurate system can be sufficiently 

frustrating to a point where they are no longer willing to engage with an organisation. This negative 

experience relates to the activities and associated demands that are imposed in achieving their 

goals. It has become a particularly pervasive commercial issue as organisations have transitioned 

to a greater reliance on online transactions. While the advantage for business includes a reduction 

in the costs associated with shop-fronts, there is a potential disadvantage in the ease with which 

customers can transition between, and potentially compare, suppliers (Chang and Wang, 2011). In 

the absence of social interaction and the sunk cost in having travelled to a physical location, 

customers are largely in control of the exchange. Therefore, a positive user experience is the 

primary means through which an online retail business satisfies its commercial goals (Bilgihan, 

2016).  
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Since user experience is impacted significantly by usability, a series of principles has been 

devised that are intended to guide the design of online interfaces (Preece et al., 2013). These 

principles are also referred to as ‘heuristics’ and have since become a standard against which the 

usability of websites can be evaluated (Zhang et al., 2003). However, these heuristics, while useful, 

are not described at the level of detail that would enable an objective assessment. Rather, they 

constitute ideals, the interpretation of which is dependent upon the assessor. The consequence is 

an iterative and potentially costly process of web design where each version of an interface needs 

to be evaluated, the results interpreted, and conclusions drawn as to what, and how the interface 

might be changed to further improve usability and, by association, user experience (Edwards et 

al., 2008; Schmettow et al., 2017). 

Given their largely subjective nature, the principles of usability are augmented by standards 

issued by a range of organisations that are intended to provide appropriate metrics against which 

an interface might be evaluated (Edworthy et al., 2017). However, these standards generally refer 

to the responsiveness of an interface, such as display refresh times, acknowledgement of key 

inputs, and the amount of clutter on a display (Abran et al., 2003). They do not necessarily relate 

to the process of information acquisition, interpretation and response, and more importantly, they 

do not account for individual differences. 

Like commercial interfaces, poorly designed internal systems have an impact on the 

efficiency of an organisation. Usability issues with human resources, finance, or travel booking 

interfaces impose opportunity costs that are often overlooked in preference to commercially-facing 

interfaces (Ivergård and Hunt, 2005). Since the workplace of the future is likely to be heavily 

dependent upon the quality and effectiveness of user interfaces both for customer and for internal 

purposes, one of the most significant issues for future developments in the workplace is whether 
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interfaces can be developed that adapt to individual differences in information processing 

(Hermawati and Lawson, 2016; Li et al., 2009; Quiñones and Rusu, 2017; Zhang et al., 2017). 

At present, interfaces can be adapted to reflect preferences in the location, display, and 

even the sequence in which information is presented. However, preferences and performance do 

not always coincide so that, on occasion, users adapt interfaces in a way that impedes their 

performance under particular conditions (Lavie and Meyer, 2010). For example, co-located icons 

that embody similar characteristics may be differentiated accurately when there is no urgency. 

However, under time-constraints and where the consequences of an error may be catastrophic, 

errors of commission are likely to occur where the correct action is performed on the wrong device 

or in response to the wrong instrument (Besnard and Cacitti, 2005; Nachreiner et al., 2006).  

As job-related interfaces become more flexible, workers need to be aware of their own 

capabilities and limitations in processing information under different conditions, and be provided 

with advice as to the configurations that are likely to lead to optimal performance. This interaction 

between individual differences in information processing and the optimal configuration of task-

related interfaces is critical to ensure that future work environments are optimised to reduce the 

likelihood of error and ensure the highest levels of performance (Baxter et al., 2007; Besnard and 

Cacitti, 2005).  

In capitalising on individual differences, interfaces are being developed to offer support to 

better match individual capabilities with the environmental conditions. For example, amongst less 

experienced practitioners, electronic support systems can acquire, interpret, and respond to task-

related information and, depending upon the conditions, may recommend or even execute a 

response to maintain the performance of the system (Baysari et al., 2011; Belkadi et al., 2019; 

Sauer and Rüttinger, 2007). However, for newly qualified and competent practitioners, an 
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electronic support system might acquire and interpret task-related information, but provide a range 

of options from which a response might be selected. Finally, where practitioners are more 

experienced, a support system might acquire and present the information enabling the information 

to be interpreted and an optimal response initiated (Chavaillaz et al., 2019). While levels of 

experience might be predetermined, it will also be possible for an electronic support system to 

surmise a level of expertise on the basis of patterns of behaviour that are exhibited during preceding 

interactions with the system. 

A human-machine interface that is responsive to interactions could also detect and respond 

to the impact of performance shaping factors including fatigue, preoccupation, vigilance 

decrement, and distraction. Already, behavioural and neural indicators have been identified that 

signify a loss of attention, anxiety, and/or cognitive decline (Carter et al., 2013; Fishburn et al., 

2014). An adaptive interface would not only facilitate the progression to expertise amongst less 

experienced practitioners, but would also adapt to ageing workers who may experience specific 

deficits that, unless supported, would be unlikely to retain the capabilities necessary for their 

positions. 

Demands for the Workplace of the Future 

While a cooperative approach to the introduction of advanced technology is ideal, it 

depends upon a sophisticated understanding of the nature of human performance and, at what point 

and in what form, advanced technology can offer support. In turn, this is dependent upon 

methodologies that are sufficiently sensitive to identify the points at which humans and technology 

best converge. The present, ‘all or nothing’ approach to the application of advanced technology 

potentially undervalues the contribution to the management of complex systems that could be 

afforded by capitalising on the capabilities of both human agents and technological advances.   
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As a multidisciplinary construct, the contemporary focus of human factors ranges from 

ergonomics and anthropometrics to higher-order cognition and technological automation. Each of 

these constructs has significant implications for human behaviour, either in the prevention of error 

or in enhancing the productivity of a system. However, there is a tendency to target different 

constructs in isolation, potentially underestimating the interactions that might be afforded by 

coalescing different aspects of features that comprise a complex system. This targeting of 

constructs is evident through a range of initiatives including experimental evaluations that assess 

the impact of changes to system design, evaluations of the impact of safety climate (Griffin & 

Neal, 2000; Hinckfuss et al., 2015), and organisational culture (Griffin and Curcuruto, 2015), and 

the development and evaluations of tools to assess and provide feedback on safety-related skills 

(Watkinson et al., 2018; Wiggins, 2012; Wiggins et al., 2019). The difficulty lies in establishing 

the nature of the relationships between variables and then isolating causal interactions that might 

impact performance. The contribution of the discipline in the future lies in developing analytical 

and methodological tools that are capable addressing the complexities of system dynamics, 

together with interactions with intelligent systems. 

The experience of contemporary organisations is such that the adverse impact of poorly 

designed models of interaction between system components may only become evident over time 

or under particular conditions (Årstad and Aven, 2017). Therefore, future models that prescribe 

the characteristics of interactions between system components need to be appropriately accurate 

and account for the range of conditions and situations during which interactions are likely to occur. 

The nature of this interaction needs to be supported by standards that are clearly articulated and 

that integrate engineering with human cognition and behaviour. This is best achieved through a 
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proactive approach where the conditions for system failures are identified and remediated before 

they can occur. 

A proactive approach to the management of system performance is a theme that is 

reasonably well-established in fields such as systems engineering, but has only emerged recently 

in human factors-related research. This is likely due to the difficulties in anticipating the type, 

occurrence, and impact of performance shaping factors such as fatigue and anxiety. However, 

rather than attempting to anticipate and thereby forestall specific threats to the integrity of a system, 

an alternative and potentially more productive approach is to consider whether a system is 

sufficiently resilient to respond to future demands.  

A resilient system is one where resources can be marshalled as necessary to respond to a 

threat (Hoffman and Hancock, 2017). This requires readily available resources, the timely 

recognition of a threat, and a capability to transfer resources to the location of the threat. From a 

business perspective, the difficulty with a resilience-based approach is the need to retain resources 

necessary to respond to a threat that may or may not emerge. This is the opportunity afforded by 

human factors and the introduction of advanced technology, since the retention of these resources 

is an intrinsic part of the system. For example, Airbus has built into its aircraft, the principle of an 

‘electronic cocoon’ (Amalberti, 1992). In effect, the system is sufficiently flexible to allow the 

pilot to operate the aircraft as required. However, exceeding specific parameters will invoke the 

electronic cocoon that prevents an error on the part of the pilot that might result in a system failure.  

Airbus’ electronic cocoon is a resource that remains latent until it is necessary. It is 

conceived as an intrinsic part of the system, rather than a cost and is designed to complement the 

activities of the pilot, although it is not impervious to deliberate workarounds (Amalberti and 

Deblon, 1992). Similarly, assisted reverse parking on motor vehicles comprises a resource that is 
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used on those occasions where a driver needs to negotiate confined parking locations (Reimer et 

al., 2016). Like Airbus’ electronic cocoon and Computer Assisted Diagnosis (CAD), it 

complements the performance of what otherwise is an activity under the control of the practitioner. 

In future work roles, technology that complements human performance, rather than blindly 

removing humans from the operation of system, is likely to be preferable (Autor, 2015). For 

example, while fully automated vehicles may be appropriate in some contexts such as rapid transit, 

they may not be appropriate for drivers who purchase a vehicle for the enjoyment of driving. 

Further, there are some environments where fully automated systems may impede performance, at 

least during the initial introduction of technology. A case in point involves the introduction of fully 

automated vehicles where collisions have occurred due to a failure to account for variations in the 

features of obstacles (Endsley, 2017). 

Increasing capabilities in artificial intelligence may provide a solution to the issue of how 

and when to complement human performance in practice. Intelligent systems will eventually be 

able to identify changes in human behaviour and respond to these changes quickly and effectively 

(Belkadi et al., 2019). However, while this capability offers benefits in ensuring the maintenance 

of system performance, it may also result in the degradation of skills, particularly where support 

is provided on too regular a basis. In this case, there is no opportunity for engagement in the activity 

which would otherwise enable the re-acquisition or further development of skills that may have 

deteriorated. In the absence of remediation, the loss of skills may be perpetuated to a point where 

an artificial system undertakes completely the activity that was once undertaken by a human. 

For some workers, a technological system that relieves the cognitive load imposed by 

particular activity may be perceived as advantageous, particularly during the early stages of skill 

acquisition. However, unless there is strategy that manages the level and type of support provided, 
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there is a possibility that the worker will become perpetually reliant on the support system and 

never develop the skills necessary to respond effectively should the occasion arise where an 

automated or artificially intelligent system is incapable of acting or acting inappropriately (Sauer 

and Chavaillaz, 2017). In this case, the worker has become obsolete, even though there may be an 

organisational expectation that humans constitute a viable resource in the event of a technological 

failure and/or when there are moral or ethical issues that might prevent a purely automated 

response (Kvalnes, 2019). 

Like individual workers, organisations can reach a point where technology is considered 

sufficiently reliable to reduce the investment in training and development. The lack of investment 

in training following the introduction of advanced technology stems from a combination of the 

perceived active involvement of workers in the day-to-day management of the system, and the 

lack of corporate knowledge concerning the history of interventions. Tracking the type and 

frequency of worker engagement provides both a guide for development and the basis for new 

skills that might be necessary to manage the range of situations that are emerging or that are likely 

to emerge in the future. 

Requirements for Future Development 

 The introduction of advanced technology systems is critical for the future growth of 

industrial economies. However, much of this technology will be human-centred, either in meeting 

the needs of users or in ensuring that employees are capable of sustained, accurate, and efficient 

performance. The implication is that in developing technologies, designers need to be cognisant 

of human capabilities and limitations, and the role of the organisation in supporting and sustaining 

the effective and efficient interaction between humans and the systems with which they engage. 
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 The present approach to human factors in the workplace targets isolated features but 

requires an integrated theoretical model that can guide the introduction of technology and monitor 

the interaction. This requires: (a) an understanding of the impact of organisational culture and 

climate on information processing in the context of a range of advanced technologies; (b) models 

of training and development that account for roles that are associated with system monitoring and 

maintenance; (c) leadership strategies that incorporate the management of interactions between 

employees and technological systems; (d) approaches to motivation, employee engagement, and 

career development that support technology-led industrial environments; and (e) a capability to 

model interdependencies proactively within and between organisations so that risks attributed to 

tight coupling can be identified and solutions advanced that safeguard performance in the event of 

a system failure. In effect, future approaches to human factors in the workplace need to consider 

the interaction between users and technologies at different levels of analysis and from different 

perspectives. Importantly, these approaches need to be integrated and generalisable through 

accurate and reliable standards that can inform future designers (see Figure 1). 

 

Figure 1. A conceptual illustration of the integration between user contributions, technological 

capabilities, and organisational influences necessary for optimal human-machine interaction.   
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Conclusion 

Addressing human factors in organisations of the future, requires an integrated, 

comprehensive strategy that yields an empirically-driven theoretical model that can guide the 

development and introduction of advanced technology. Cognisance of individual differences is 

necessary, especially in the acceptance of, and capabilities to employ, new technologies. This 

represents an opportunity for future research since future technologies will demand an enhanced 

capacity for sustained attention, the management of cognitive load, and rapid and accurate situation 

assessment. From an organisational perspective, these new and refined capabilities require the 

development and evaluation of new methods of assessment and ongoing evaluation of employees, 

together with new approaches to the development and maintenance of these capabilities through 

new methods of training and education.  

The transition to new technologies also requires research that assists in the discovery of 

newly created dependencies that might emerge and create new sources of error. This requires a 

systems theory approach in which individual differences, organisational factors, and performance 

shaping factors are integrated to both inform and evaluate the relationship between users and 

advanced technology. The goal is to ensure a resilient system whereby the introduction of new 

technology complements, rather than impedes organisational performance, providing the optimal 

foundation for future organisational growth and sustainability. 
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