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Abstract

In order to facilitate human decision making, trust evaluation has received
widespread attention in many fields, especially for online services. Most of
the existing methods consider trust in a person as a value which does not vary
across different scenarios without any attention to the distinction of domains or
communities where trust is derived. However, the notion of context is a signifi-
cant and indispensable factor for trust evaluation in practice. Due to the lack of
the consideration of context, traditional methods cannot resolve the issue that
arises when a highly trustworthy person in one domain is likely to dominate the
results of trust assessment in others where the person is in fact less authorita-
tive. To solve this problem, in this paper, we develop a general approach to
accomplish topic-sensitive trust evaluation by considering the context of trust.
We first propose a general framework which presents the well-organized archi-
tecture of topic-sensitive trust evaluation in online communities. Then, a user-
topic model is proposed to automatically extract topic data from user-generated
content based on the Labeled Latent Dirichlet Allocation (LLDA) model. To
compare the topic differences between users, we design a topic coverage function
for revealing their trust relationships in diverse topics. Moreover, we employ
two traditional methods and extend them to accomplish trust prediction for
people with multiple domain knowledge. Experiments based on a real-world
dataset show that extended topic-sensitive approaches are more adaptive and
accurate than those topic-free trust evaluation approaches, especially when the
trust application scenario features multiple topics.
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1. Introduction

With the fast development of networking infrastructure, there is a rapid
growth of users joining online communities along with an enormous amount of
information distributed through the Internet daily [1]. Individuals may partic-
ipate in online communities with the expectation of sharing information in a5

reliable and secure environment, but unfortunately, they are often exposed to
a wide variety of risks and uncertainty due to the openness and large scale of
online services [2]. Participants are often required to interact with strangers in
online communities, with whom they have no face-to-face communication and
prior knowledge. To alleviate the uncertainty of such interactions and to deter-10

mine the trustworthiness of an unknown participant, trust evaluation becomes
a necessary and significant tool to assist people’s decision making [2, 3].

One common approach to maintain trust in a large-scale system is to build
a web of trust that allows users to express their trust opinions explicitly toward
others [4]. However, it is rarely possible for individuals to establish direct trust15

relationships with everyone on the system since they typically have no prior
knowledge or interaction with a majority of users online. Therefore, methods
inspired by incomplete transitivity of trust [5], known as trust propagation, are
proposed to find out whether an individual can trust an unknown person or
not by aggregating and analyzing the information possessed by his reliable ac-20

quaintances [4, 6, 7, 8]. Those methods usually maintain the web of trust based
on graph theory, some of which keep the entire trust relationships between in-
volved users, while others modify the original link structure according to their
predefined rules [9]. A significant limitation of these approaches is that they ig-
nore the distinction of various application scenarios from which trust is derived,25

and consider trust as an invariable value for a person across all domains. Prior
research shows that trust is topic-dependent, also known as context-specific,
as humans have different domain knowledge and expertise in different fields
[10, 11]. For example, an expert in computer science is unlikely to be an excel-
lent surgeon. He may be considered highly trustworthy when the topic falls in30

computer science, but when someone wants to inquire about problems of can-
cer treatment, his words can hardly be trusted due to the lack of professional
medical knowledge. This phenomenon is pretty common in reality, but it is not
taken seriously in most research, which inevitably makes it more possible for a
person who is highly trustworthy in one field to dominate the results of trust35

evaluation in other areas in which he is less authoritative actually.
Some researchers have realized this issue and started to exploit the context

in which trust is derived, and have proposed several context-aware trust ap-
proaches [12, 13, 14, 15]. Although contextual information is an essential factor
for these methods, there is no effective strategy offered to collect and gain this40

kind of data automatically. Usually, they directly use the tags of users’ trans-
actions given by service providers as topic information to achieve the goal of
being context-aware [12, 13]. However, this approach is not practical in most
occasions as this information is not always explicitly available. Besides, these
methods do not delve deep into the notion of context itself. Since a person’s pro-45
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fessional background is not always related to the products he bought or services
he received, the context information used in these methods is not necessarily
the real source of topic data.

To address this issue, in this paper, we propose a general approach to accom-
plish topic-sensitive trust evaluation by analyzing the real source of data that50

harbors the topic information. We first propose a general framework to iron out
a well-organized architecture of topic-sensitive trust analysis. The main thrust
of the proposed approach is to develop an effective algorithm to automatically
distill user topic-related information from the user-generated content in online
communities based on a typical topic modeling method: the Labeled Latent55

Dirichlet Allocation (LLDA) model. The user-generated content is a kind of
products of individual wisdom, which implicitly contains users’ domain knowl-
edge and reveals their reliability in various topics. Furthermore, we design a
topic coverage function to process the topic data and discover the topic-related
relationships among individuals. According to these relationships, topic differ-60

ences between users are uncovered to support trust analysis further. In order
to evaluate the topic-sensitive method, we employ two traditional trust propa-
gation approaches as baselines and compare the performance of their extended
versions after integrating with the proposed approach.

The main contributions of this work are outlined as follows:65

• We propose a general framework to systematically organize the archi-
tecture of topic-sensitive trust evaluation, including the modules of data
collection and storage, topic extraction, and trust assessment.

• We develop a user-topic model based on LLDA to automatically discover
the topics in which users have expertise by analyzing the content they70

have generated in online communities.

• We formulate a topic coverage function to measure the coverage rate of
topics between users, which makes it possible to reveal and quantify the
topic relevance among users.

• We employ two traditional trust propagation approaches (i.e., TrustRank75

[16] and Appleseed [6]) and extend them to be sensitive towards different
topics utilizing the proposed approach. These two methods also show
two different ways to integrate the topic-sensitive approach into those
traditional trust evaluation methods.

• We summarize the key procedures of applying the proposed method to80

extend topic-free trust evaluation, which are suitable for most of the con-
ventional trust propagation approaches.

Our work fills the gaps of context-dependent trust analysis, which has not
been studied extensively in existing research. We conduct experiments on a real-
world dataset obtained from Stack Exchange1, and the results show that the85

1https://stackexchange.com
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extended methods outperform the existing topic-insensitive trust propagation
methods in both the ranking consistency and the trust evaluation accuracy.

The remainder of this paper is organized as follows: Section 2 introduces the
related works on trust evaluation and topic modeling. Section 3 demonstrates
the architecture of the topic-sensitive framework and discusses the details of90

building the user-topic model. Section 4 shows how to implement the proposed
approach to extend two topic-free trust propagation methods, and presents the
key steps of this extension. Experimental results and analysis are presented in
Section 5. Finally, the conclusion and future works are discussed in Section 6.

2. Related works95

Our work concerns both topic analysis and trust evaluation. Therefore, we
review the related works on trust models and topic extraction methods in this
section.

2.1. Trust propagation models

Trust evaluation has been widely studied in computer science [5, 10, 17, 11],100

and many algorithms have been proposed, among which propagative trust mod-
els are the mainstream [9]. Incomplete transitivity [5] is one of the critical prop-
erties of trust that supports trust diffusing through a network and derives new
trust relationships from known ones. Jøsang et al. [18, 19] defined the condi-
tions in detail, under which trust can be partially transitive, as the theoretical105

basis of trust propagation. By leveraging this basis, researchers have proposed
various algorithms that utilize trust propagation to facilitate trust evaluation
in diverse applications. Existing propagation methods are mostly based on
graph theory, which can be divided into two categories: simplification-based
and analogy-based approaches [10].110

2.1.1. Graph simplification-based methods

Graph simplification-based methods simplify the structure of original net-
works and use only a part of trust paths in graphs according to some predefined
rules. For example, Golbeck [20] proposed TidalTrust to calculate the degree
of trust a user can receive from others by finding the shortest and most reliable115

trust paths between them in social networks. Avsani et al. [21] presented a
trust-enhanced approach to filter the personalized trustworthy information for
users in recommendation systems by discovering the shortest trust paths from
a trustor to trustees and limiting the maximum length of indirect trust paths.
Wang and Wu [22] built a personalized model for users who can customize the120

strategy used in the trust evaluation system from multiple dimensions depend-
ing on their personal preference. Jiang et al. [23, 24] designed a trust evaluation
framework, SWTrust, to generate small trust graphs for the large-scale social
networks by applying the small-world characteristics. Liu et al. proposed two
novel algorithms called MONTE K [25] and MFPB-HOSTP [26] to find the op-125

timal trust paths in complex social networks under the concept of Quality of
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Trust. The density of networks is an important factor that decides the out-
come of trust propagation approaches. When a social network is too sparse,
it is hardly successful in finding reliable paths between two users. Kim [27]
integrated a homophily-based trust network with an expertise-based trust net-130

work to ensure the density of a trust graph can meet the requirement of trust
propagation approaches. By using the uninorm trust propagation operator over
four-tuple information (i.e., trust, distrust, hesitancy, and inconsistency), Wu et
al. [7] proposed a novel model to build the indirect trust relationships between
individuals and calculate their trust weights in social networks for group deci-135

sion making. For these two methods, when there is more than one indirect path
between a source node and its targets, paths with the shortest length and the
highest strength will be selected [28]. Based on learning automata algorithms,
Ghavipour and Meybodi [8] proposed DLATrust to predict trust values between
two individuals who do not have a direct connection in social networks. Only140

the most reliable paths to the target user are selected, where a collaborative-
filtering-based strategy is used to aggregate trust in those paths for obtaining
the final trust value.

2.1.2. Graph analogy-based methods

The crux of simplification-based methods is to find an effective strategy to145

reduce redundant trust paths and aggregate trust values from those paths. How-
ever, the impact of information loss caused by modifying the original networks
is still not clear. Therefore, graph analogy-based approaches have been devel-
oped, which keep the complete structure of trust graphs without removing any
nodes or edges [10]. By improving the random surfer model used in the PageR-150

ank algorithm [29], Gyöngyi et al. [16] proposed a semi-automatic algorithm,
TrustRank, to detect web spam, which first manually evaluates the trustwor-
thiness of a small set of seeds, and then discovers other trustworthy pages con-
necting to those reliable seeds by analyzing their link structures. Appleseed is
a trust evaluation method designed by Ziegler and Lausen [6] that attempts to155

rank people in a reasonable order according to their trust values. They were
inspired by the spreading activation models in psychology and utilized energy
flows to simulate trust propagation through networks. Based on network flow
theory, Wang and Wu [30] presented a novel method called FlowTrust that es-
timates the maximum amount of trust flowing through a trust graph. GFTrust160

[31] is another approach inspired by analyzing the similarity between trust prop-
agation and network flows, which utilizes a generalized network flow problem to
handle the trust path overlap and trust decay in the evaluation process. Jang et
al. [32] proposed a new method, called PIN-TRUST, to compute the user trust
scores using belief propagation in the process of trust evaluation, in which three165

types of interactions between users are defined as well, including explicit trust,
implicit trust, and explicit distrust. By updating the DLATrust, Ghavipour and
Meybodi [33] proposed a dynamic trust propagation approach called DyTrust to
evaluate time-varying trust between indirectly connected users. Different from
DLATrust that only utilizes the most reliable paths from the source user to the170

target user, DyTrust adopts trust opinions from all the direct neighbors of the
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target user.

2.2. Context-aware trust evaluation methods

The methods mentioned above make full use of the propagative nature of
trust. However, not paying attention to the context-dependency is one of their175

significant shortcomings. Trust is topic-dependent as humans have different
professional backgrounds in different domains [10]. For instance, an expert in
computer science may not be an excellent surgeon, or an outstanding economist,
as his educational background and work experience mainly focus on those fields
related to computer science. Therefore, investigations on the given context of180

trust help avoid the possibility that a highly trustworthy person in one domain
influences people’s trust opinions toward him for other fields, where in fact,
he is not truly reliable. Some researchers have tried to study the context of
trust. Since TrustRank cannot recognize the different topics on the Web, Wu et
al. [34] selected different seeds set for distinct topics and calculated trust scores185

separately for each topic. Then, these trust scores would be aggregated together
as the final scores to support trust ranking. The topic information used in this
method is from the Open Directory Project (ODP), which classifies the online
websites into several different categories. Wang et al. [13] proposed SocialTrust
approach to infer trust of participants in social networks, which builds a con-190

textual social network structure by taking into account the social context and
interaction context. Khani et al. [12] proposed a contextual trust evaluation
model to recognize the trustworthy service providers for different transactions
by classifying the Social Internet of Things (SIoT) environment according to
the status, environment, and types of tasks for different devices. Jiang et al.195

[14] extracted a domain-aware trust network from the initial network by mod-
eling trust relationships into a heterogeneous trust network and evaluating user
influence in different domains. The contextual information used in these three
methods is from the service records which explicitly provide the details about
the type of each transaction or the category of each product.200

These context-aware methods attempt to find an effective way to handle the
context-dependent property of trust, but they do not offer a deep analysis of the
context itself. Instead of designing a strategy to collect and analyze the involved
context and topics, they reuse the contextual information explicitly provided in
transactions. However, contextual information is not always explicitly available,205

in particular, when the trust application scenarios are not related to sales or
purchases. In most cases, the real domain knowledge of a person may not be
about the products he bought or the services he received, but it is the informa-
tion hidden in the words he said and the articles he wrote. The user-generated
content implicitly contains essential data of users, which deserves an in-depth210

analysis. Besides, the contextual information used in these methods can only
indicate whether a topic is related to a user, but it cannot disclose how relevant
the user is to the topic. So a method is required to assist context-aware trust
evaluation in extracting user topics and quantifying the topic relevance between
users.215
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2.3. Topic extraction methods
In order to analyze the user-generated content to acquire the real topic

information of users, an effective topic extraction method is required. Many
studies have been proposed to distill topics from texts and documents.

Term Frequency-Inverse Document Frequency (TF-IDF) [35] is a statisti-220

cal method used to calculate the frequency of terms in a text for determining
how important a word is to describe a document in a corpus. Two factors are
employed in TF-IDF, one of which is term frequency (TF) for counting and
weighting the number of times that a word occurs in a document, and the other
is inverse document frequency (IDF) used to reduce the impact of frequently225

occurring words in the document and increase the weights of rarely occurring
terms. Due to the excessive concerns on low-frequency words, TF-IDF often
yields poor results on many occasions. One of the significant drawbacks of TF-
IDF is that extra cluster methods and similarity calculations are usually required
to assist the generation of topics as no cluster approach is offered by TF-IDF. In230

order to yield a relatively good result, it is necessary for TF-IDF to be combined
with other approaches. For example, Zhang et al. [36] proposed a topic analysis
method based on a k-means clustering approach to predict the topic changes
in the science field. In their work, TF-IDF was employed to pre-process the
data and forecast the topic changes in the future, which produced promising235

results. Ghiasi et al. [37] combined the k-means algorithm and Jaccard func-
tion to find a similar context for transactions and evaluate the reputation of
users in e-commerce. Worse still, the analysis offered by TF-IDF is processed
at the level of words, which cannot be extended to delve into the level of topics.
TF-IDF assumes that each term only has one meaning, whereas words usually240

have distinct meanings in different usages along with various combinations of
other words. For example, consider the phrases ”the sandwich is wrapped in
aluminum foil” and ”the role of a dramatic foil is important”. The latter sen-
tence has nothing to do with the topic of cooking, although ”foil” is commonly
associated with household applications in many different scenarios. Therefore,245

instead of counting terms individually, text analysis methods are required to
capture the real meanings of words in the context of human natural language.

To better analyze potential topics in documents, probabilistic topic models
are proposed with the capability of truly delving into the semantic level of texts.
Among those models, Latent Dirichlet Allocation (LDA) based methods are the250

most popular ones. LDA is a generative model proposed by Blei et al. [38, 39]
trying to automatically capture the themes hidden in an extensive collection of
documents. In topic models, a topic is defined as a distribution over a fixed
vocabulary, and a document can exhibit multiple topics. LDA integrates clus-
ter analysis and latent semantic analysis methods into its algorithm. LDA is255

better than those conventional cluster methods, such as k-means or hierarchical
clustering, which can assign only one topic to one document. Moreover, LDA
employs Bayesian techniques to determine the probability of a document associ-
ated with different topics, which helps improve the accuracy of topic prediction,
especially when the size of the processed data is large. Due to the advantages260

of LDA, it has been widely studied and applied in research. Zhou et al. [40]
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proposed a probabilistic model based on LDA to find the experts associated
with different knowledge domains. Yau et al. [41] evaluated the performance of
LDA and its extended methods according to the clustering results of academic
papers in the same domain. Zhang et al. [42] detected the topic changes of the265

journal of Knowledge-Based Systems over the past 26 years and predicted its
future trends by combining LDA and the scientific evolutionary pathway model.
As an unsupervised text analysis method, LDA does not provide tools to adjust
the derived topics, which often causes the difficulty of interpretation in topic
clusters. To address this problem, Ramage et al. [43] extended the traditional270

LDA to incorporate the available tags into its learning process and improved
the interpretability of topics over LDA. This approach, known as LLDA, is the
base of our user-topic model. The details and reasons for choosing this method
are discussed in the next section.

Based on the above investigations and analysis from different perspectives,275

we propose a topic-sensitive approach to extend the traditional trust propaga-
tion methods. This approach can automatically extract the topic information
from user-generated data, and reveal the degree of relevance of users and their
topics of interest. Our work fills the gaps of context-dependent trust analysis,
which is a significant component of trust evaluation but it has not been studied280

extensively in existing research.

3. The topic-sensitive framework

In this section, we first describe the overall architecture of the topic-sensitive
framework for trust evaluation in a networked environment. Then we present the
details of how to build a user-topic model using a well-known topic modeling285

method: LLDA [43]. It is worth noting that topic-sensitive analysis aims to
address the context-dependent issues in trust evaluation. Usually, the term
context generally refers to the environment where the relationships or operations
exist. However, when it comes to the nature of trust, the meaning of context is
similar with that of topic, which is discussed in the scope of human knowledge290

and expertise for different people on diverse domains [10, 11].

3.1. Architecture of the topic-sensitive trust framework

Figure 1 depicts the architecture of our proposed topic-sensitive trust frame-
work for online social networks. The framework consists of three essential com-
ponents, i.e., the data collection component, the topic extraction component,295

and the trust evaluation component.
The data collection component is used to collect the user-generated data,

such as their profiles, articles, and so on. Then, these unprocessed data, which
contain the underlying interests of topics of their owners, will be sent and stored
in the raw data repository. Except for the function of storage, the raw data300

repository exchanges information with the data collector and sends data to the
topic extraction engine for further analysis. The topic extraction component is
the core module to manage the topic information of users, which receives the
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Figure 1: The architecture of the topic-sensitive trust framework

data from the collection component and prepares topic information for the trust
evaluation component. The topic extraction engine is responsible for distilling305

the latent topics from the received unprocessed data, and then sending them
to the local storage which will record these data in a local knowledge database
for trust assessment. The function of the trust evaluation component is to
implement trust prediction by choosing one or several practical trust analysis
algorithms and extending them to be sensitive towards topics.310

To the best of our knowledge, no existing study has yet proposed a complete
framework for traditional trust evaluation, but Jiang et al. [10] have summa-
rized the integrated process of trust evaluation in networked environments. We
consider that process as the prototype of the traditional trust evaluation frame-
work. In that framework, only the modules for information collection and trust315

evaluation are included, while in our framework, we design a module specially
for extracting topics from the user-generated content. After being handled by
the topic extraction engine, topic-related data will be distilled and stored in the
local knowledge database for future use, or transformed into a computable form
and integrated into the traditional methods to make them aware of various top-320

ics. The proposed framework forms a complete architecture of trust evaluation
that includes both the traditional trust evaluation and context analysis com-
ponents, and fills the gaps of context-dependent trust analysis which has been
neglected by other research [4, 6, 16]. When trust evaluation is done appro-
priately, the trust inference results of our framework can be forwarded to users325

in the network to facilitate their decision-making process in various application
scenarios.

3.2. Construction of the user-topic model

Compared with the traditional trust evaluation approaches, the topic-sensitive
trust evaluation approaches put more effort into analyzing the topic-related in-330

formation. This part of the work is fulfilled by the topic extraction engine,
where we build a user-topic model aiming to automatically recognize the top-
ics where users have knowledge based on those archives created by themselves.
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Figure 2: The graphical model for the user-topic model based on LLDA

In this paper, we adopt LLDA to automate topic discovery from a large-scale
collection of user-generated content.335

3.2.1. The user-topic model based on LLDA

LLDA is a supervised probabilistic graphical model proposed by Ramage et
al. [43] to uncover the process of labeled document generation, which considers
each user-generated content as a mixture of latent topics. In topic models, a
topic is formally defined as a distribution over a fixed vocabulary, and each text340

created by a user is a bag of words chosen from this vocabulary and simplified as
a vector of words [38]. A text can have one topic or multiple topics, depending
on the words it selects. Different from the unsupervised topic model: LDA [38]
which does not know the range of topics in advance, LLDA constrains the model
to use only those topics belonging to the observed label set.345

There are three reasons for selecting LLDA as the fundamental approach for
building the user-topic model in our framework. First, as a graphical model in
the LDA family, LLDA has an extendable capability to be further developed and
utilized in various applications. This capability makes it easy to integrate LLDA
into the trust evaluation process. Second, LLDA supports the incorporation350

of the prior labels or tags into its learning process, which can offer a decent
improvement over the traditional methods, as shown in [43]. In addition, a
well-designed tool, known as the Stanford Topic Modeling Toolbox (TMT)2, is
available to support the algorithm implementation officially developed by the
authors of LLDA from the Stanford Natural Language Processing Group. This355

tool facilitates the topic analysis on a large collection of documents. Due to
these advantages of LLDA, we build our user-topic model based on LLDA.

Figure 2 illustrates the user-topic model we design based on LLDA. Here, the
shaded nodes represent those observed variables, and an arrow between nodes
indicates a conditional dependency between them. Compared to the original360

LLDA, we make two modifications in this model. One is that we introduce a
user-related variable into the model by considering the relationships between
users and their corresponding content. After this change, the user topic distri-

2https://nlp.stanford.edu/software/tmt/tmt-0.4/
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butions can be easily obtained. The other modification is that we change the
text process method according to the quality of the available data. Sometimes,365

a text is quite short, and it cannot accurately disclose the underlying topics in
it. To ensure that the documents of users are long enough for further analysis,
we aggregate all the texts generated by the same user together into a single
document d. Both the changes transform the document-oriented LLDA-based
model into a user-oriented topic model, which make it possible to use LLDA to370

analyze the user topic features.
We assume that there is a dictionary V containing all vocabulary appearing

in user-generated texts (known as documents), and T predefined topics hiding
in those documents. D is the collection of documents for all users, where the
number of documents |D| is equal to the number of users as one document375

strictly corresponds to one user after text integration. Each document d ∈ D
is represented by a word vector w(d) = {w1, w2, · · · , wNd

}, where each wi ∈ V
and Nd is the number of words in document d. A vector Λ(d) = {l1, l2, · · · , lT }
(li ∈ {0, 1}) indicates the presence (as value 1) or absence (as value 0) of each
topic in d.380

From Figure 2, we observe that the topics of document d for user u are
drawn from a multinomial distribution θ(d) = {θ1, θ2, · · · , θT } over T topics
from a Dirichlet distribution with a parameter set α, which is restricted by a
Bernoulli distribution Λ with a labeling prior probability Ψ to strictly ensure
that each topic assignment zw of word w in document d is only limited to385

the labels observed beforehand. Each topic distribution φt ∈ φ over words is
associated with a multinomial distribution from a Dirichlet prior β. While the
distribution φ just depends on β, the distribution θ depends on both α and Λ
represented by directed edges from α and Λ to θ in the plate in Figure 2.

3.2.2. Model inference390

The user-topic model is built on three sets of parameters, i.e., the user topic
distributions θ, the topic occurrence distributions Λ in documents, and the T
topic distributions φ. After the labels Λ are observed, the rest of the model is
conditional independent from the labeling prior Ψ given Λ, and these param-
eters can be estimated using Gibbs sampling as is the case in the traditional
LDA [43]. Then, for each position in a document d, its sampling probability for
a topic is given by:

P (zi = j|z−i) ∝
nwi
−i,j + βwi

j∑
w′∈V n

w′

−i,j +
∑
w′∈V β

w′

j

×
n

(d)
−i,j + αj∑

j′∈T n
(d)
−i,j′ +

∑
j′∈T αj′

(1)

where zi = j represents that the topic assignment of the ith word in the user

document d is under topic j. Besides, nwi
−i,j and n

(d)
−i,j are the count of word wi

in topic j and the count of document d in topic j respectively, not including
the current assignment zi. β

wi
j denotes the probability of word wi belonging to

topic j under the Dirichlet distribution with a prior βj . All the parameters α
and β in Equation 1 are used to prevent the zero case in the counting process
that some kinds of assignments may not occur due to the insufficient size of
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training data [38]. Then, given the document d, the probability of a user uk
with interests in topic j is computed as in Equation 2.

P (tuk
= j|d) ∝

Nd∏
i=1

P (zi = j|z−i) (2)

After the parameters are estimated, we can obtain two matrices, one of which
is a |V | × T topic matrix over words, and the other is a |D| × T topic matrix
over user documents. From the two matrices, the topic distribution over words
φ and the topic distribution over users θ can be easily estimated by Equations 3
and 4, respectively.

φwi,j =
nwi
−i,j + βwi

j∑
w′∈V (nw

′

−i,j + βw
′

j )
(3)

θuk,j
=

n
(d)
−i,j + αj∑

j′∈T (n
(d)
−i,j′ + αj′ )

(4)

Here, φwi,j is the probability of word wi used in topic j, and θuk,j
is the

topic proportion of topic j in user uk’s document, where
∑
wi∈V φwi,j = 1 and∑

j∈T θuk,j
= 1.

4. Topic-sensitive trust propagation approaches

In this section, we present the details of how to use the topic-sensitive ap-395

proach to extend the topic-insensitive trust propagation methods and make
them aware of different topics. Ziegler and Lausen [6] divided trust evaluation
methods into two types: those using global trust metrics and those using local
trust metrics. A global trust method is to offer a universal approved list or
rank of trustees for all users, which means only one set of trustees and cor-400

responding trust values will be released to the public without distinction. In
contrast, a local trust method analyzes problems from the perspective of indi-
viduals by taking personal bias into account, and its results are disparate for
different users. The proposed topic-sensitive approach can work on both global
and local methods. In order to explain this better, we choose a global trust405

method (i.e., TrustRank [16]) and a local trust method (i.e., Appleseed [6]) as
study cases to demonstrate the usage of our approach. Then, we summarize the
main steps for extending most of the traditional trust propagation methods to
be sensitive towards various topics in general.

4.1. TrustRank and Appleseed for trust evaluation410

4.1.1. TrustRank

TrustRank, firstly proposed by Gyöngyi et al. [16], is a biased version of the
PageRank algorithm [29], which selects a certain number of good users from the
network as seeds, and then propagates trust from those seeds to the entire net-
work and obtains the trust scores for all involved users. It is an iterative method
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that makes good nodes receive higher trust values, while bad nodes receive lower
values after convergence. Although human experts are required to help manu-
ally identify the quality (i.e., good or bad) of those seeds, the number of seeds
used in TrustRank is relatively small, and the improvement of performance is
considerable [16, 34]. As TrustRank cannot generate personalized trust scores
for different people, it is a global trust evaluation method. The formula of trust
evaluation in TrustRank is as follows:

tr(j) = λ ·
∑
eij∈E

Mji · tr(i) + (1− λ) · dj (5)

where tr(j) is the trust score of node j, and Mji is the corresponding element
in the column-normalized transition matrix. eij is a directed edge from node
i to node j, and E is the set of all edges. Let eij ∈ E represent that edge eij
exists in the set E, which actually is a condition used to find out all the ancestor
nodes of node j. Trust in node i can propagate to node j, if and only if there is
a directed edge pointing from node i to node j. Here, λ ∈ [0, 1] is a decay factor
for TrustRank as the proportion of trust distributed by one node to another will
diminish when the distance between them increases. dj is a flag that indicates
whether node j is good or bad. If we define the set of good seeds as S+, then
the value of di for node si is computed as follows:

di =

{
1
|S+| if si ∈ S+

0 otherwise
(6)

where |S+| is the number of nodes in S+. Gyöngyi et al. proposed two strate-
gies for selecting seeds: inverse PageRank and high PageRank [16]. The former
method builds the seed set based on the number of outlinks, which means those
selected seeds can maximize the coverage rate of the connected structure by415

propagating trust to as many nodes as possible. The latter method selects the
seeds from those nodes with higher PageRank values since they might be more
important than others [29]. The inverse PageRank strategy tries to enlarge the
scale of reachable nodes by choosing the seeds with a high ability to distribute
trust, while the high PageRank strategy emphasizes on identifying the trust-420

worthiness of seeds with high influence as they are more likely to link to other
trustworthy nodes.

4.1.2. Appleseed

Appleseed is a local trust propagation method inspired by spreading activa-
tion models in psychology, aiming to determine the rank of users in the network425

accurately. Ziegler and Lausen [6] introduced the concept of trust into the
original model, and adopted energy transmission to simulate trust propagation.
Different from global trust methods, Appleseed would choose a person as a seed
to inject a certain amount of energy, which then flows into the network and is
distributed to those reachable nodes. After convergence, the energy conserved430

in a node is regarded as the trust score it receives.
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Compared with the original model, Appleseed is tailored in two facets to
meet the demand of trust scenarios. First, it introduces a spreading factor
λ ∈ [0, 1] to control the proportion of energy flowing into the descendant nodes
as trust decays when the spreading distance increases. Second, the edges of
backward propagation are added into the network by simply creating a directed
edge with weight w = 1 for each node from itself to the seed. By normalizing
the weights of edges pointed from the same nodes, backward propagation can
effectively avoid a poorly rated node getting a high trust score when the out-
degree of its ancestors is low. It also eliminates the zero-outlink nodes as each
node has at least one outlink [6, 10]. The value of incoming trust for a node j
is formulated as follows:

in(j) = λ ·
∑
eij∈E

(in(i) · Wij∑
e
ij

′∈EWij′
) (7)

where in(j) represents the amount of trust flowing into node j from it ancestors,
E is the set of directed edges in the graph, and eij is a directed edge pointing
from node i to node j with weight Wij . Trust in node i can flow into node j,
if and only if there is a directed edge from node i to node j. So, the condition
eij ∈ E is used to find out all the ancestor nodes of node j. Then the trust
score of node j is iteratively computed as follows:

tr(j)
′

= tr(j) + (1− λ) · in(j)
′

(8)

where tr(j)
′

is the new trust score of node j, which is equal to the sum of j’s
trust score in the previous iteration and the amount of energy kept in node
j in the current iteration. In essence, the spreading factor λ is a trade-off
between the ability to keep trust in a node itself and the ability to recommend435

other trustworthy nodes. With a low value of λ, Appleseed tends to give better
ratings to those nodes that are close to the seed, while with a high value of λ,
Appleseed allows trust to propagate further and wider in the network.

4.2. Topic coverage functions

Both TrustRank and Appleseed are graph-based methods, so a normalized440

transition matrix can be employed to represent the connectivity of nodes [6,
16]. The elements in this matrix are the normalized weights of edges in the
graph, which are usually obtained by counting the number of links between two
nodes before normalization. However, these weights cannot reflect the topic
relevance among users, which reduces the accuracy of trust evaluation when445

the application scenarios include multiple topics. In Figure 3, we present a
simple example of trust evaluation in a question-and-answer (Q&A) community
to show the limitation of those methods without a strategy to distinguish the
topics for different scenarios. Here, user1 has asked 900 questions about three
different topics (i.e., Python, Painting, and Cooking), and has received 600 and450

300 high-quality answers from user2 and user3, respectively. The weight of the
edge from user1 to user2 is 0.67, which is double of that of user1 to user3. As
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Figure 3: An example of trust evaluation in a Q&A scenario with three topics

a result, for those topic-insensitive methods, user2 will receive a higher overall
trust rating than user3 without any distinction of these three topics. However,
it is clear from the figure that user2 does not know anything about cooking,455

which means he is not reliable in this topic. Although user3 only answered
300 questions, he has 180 answers about cooking, which accounts for 60% of all
his answers. In the scenario of seeking advice about cooking, we can say that
user3 is more trustworthy than user2. Therefore, topic identification is quite
significant for trust evaluation, especially for those scenarios covering many460

knowledge domains.
To solve this problem, we use a topic coverage matrix to compensate for the

weakness of topic-free methods. In order to build the topic coverage matrix, we
need to define the topic vectors first. In Figure 3, the three colors represent the
topic distribution for each user. A topic vector for a user indicates the level of465

expertise he has in different topics, which can be considered as the distribution
over topics of that user. Fortunately, the method to obtain this distribution
has been realized, that is the user topic distribution θ in LLDA, which we have
introduced in Section 3. Then, the topic vector of user ui over T topics is
denoted as θui

= {θui,1
, θui,2

, · · · , θui,T
}. For a trust graph with N users, we470

can obtain a N × T user topic distribution matrix Θ by aggregating all user
topic vectors together, where

∑N
i=1 Θij = 1 for each topic j ∈ T by normalizing

each column.
The function of the topic coverage matrix is to estimate whether the topic

proportion of user uj can meet the demand of user ui under topic t when there
is a link from ui to uj . In order to figure it out, we define a topic coverage
function, that is for a topic t, where there is a directed edge pointed from ui to

uj , the coverage rate γ
(t)
ij of the two users is computed as follows:

γ
(t)
ij =

{
(

Θjt

Θit
)q if Θjt < Θit

1 otherwise
(9)

where q is a positive value and Θjt is uj ’s topic proportion of topic t in the
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element M
∗(t)
ij in this matrix can be defined as follows:

M
∗(t)
ij = Mij · γ(t)

ij (10)

This matrix will be normalized to ensure that the sum of elements in each
row i satisfies

∑N
j=1M

∗(t)
ij = 1. The flag vector for each topic is defined as

follows:

d
(t)
i =

{
1

|S+(t)| if si ∈ S+(t)

0 otherwise
(11)

where |S+(t)| is the number of nodes in S+(t) which contains all the good seeds
for topic t. For a trust scenario with T predefined topics, there are T topic-
related transition matrices and T flag vectors to uncover the trustworthiness of
users in different topics. Then Equation 5 is reformulated as:

tr(j)(t) = λ ·
∑
eij∈E

M
∗(t)
ji · tr(i)

(t) + (1− λ) · d∗(t)j (12)

where d
∗(t)
j is computed as:

d
∗(t)
j =

d
(t)
j · θjt∑

j′∈U d
(t)

j′
· θj′ t

(13)

Here, tr(j)(t) is the trust score of node j on topic t, and d
∗(t)
j is a normalized

factor combining the flag of node j and its topic relevance on topic t. The
pseudocode of TS-TrustRank is shown in Algorithm 1. The lines from 3 to 16
display the details of how to compute the topic transition matrix M (t) and the
new flag vector d(t) under topic t, and the lines from 17 to 23 show the process505

of iterative trust propagation in TS-TrustRank. The trust score of a user on
topic t consists of two parts, one of which is the sum of the amount of trust
received from people who know him on topic t, and the other one is the amount
of trust received from a random person who does not necessarily know him. The
algorithm does not stop until the sum of the increment of all trust scores under510

topic t between two iterations is no more than the predefined threshold. After
the convergence of the algorithm, an array of trust scores for all users under
topic t is returned.

4.4. Topic-sensitive Appleseed

Compared with the modification made on TrustRank, the procedure of im-
proving Appleseed to make it aware of topics is relatively simple. Topic-sensitive
Appleseed (TS-Appleseed) is implemented by readjusting the weight on each
edge using the topic coverage matrix, which will then change the amount of en-
ergy flowing into each node. Therefore, Equation 7 can be rewritten as follows:

in(j)(t) = λ ·
∑
eij∈E

(in(i)(t) · Wij∑
e
ij

′∈EWij′
· γ(t)
ij ) (14)
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Algorithm 1: Iterative Trust Propagation in TS-TrustRank

Input: G, trust graph G = (U,E)
M , transition matrix
l, number of seeds
λ, decay factor
Γ(t), topic coverage matrix under topic t
Θt, t

th column vector in the user topic distribution matrix
th, convergence threshold

Output: trust
(t)
k , an array that stores the trust values of nodes under

topic t after the kth iteration.
1 d(t) = 0N ;
2 k = 0;
3 for each element Mij ∈M do

4 M
∗(t)
ij = Mij · γ(t)

ij

5 end
6 select l seeds into S according to an optional strategy;
7 σ = index positions of seeds in U ;

8 O(t) = quality of each seed (good or bad) in S under topic t;
9 for each seed s ∈ S do

10 if O(σ(s))(t) is good then

11 d
(t)
σ(s) = 1;

12 end

13 end

14 for each element d
(t)
j ∈ d(t) do

15 d
∗(t)
j =

d
(t)
j ·θjt∑

j
′∈U

d
(t)

j
′ ·θj′ t

16 end
17 repeat
18 k + +;
19 for each node x ∈ U do

20 trustk(x)(t) = λ ·
∑
edge(u,x)∈EM

∗(t)
xu · trustk−1(u)(t) +(1−λ) ·d∗(t)x ;

21 end

22 increment =
∑
x∈U (trustk(x)(t) − trustk−1(x)(t));

23 until increment ≤ th;

24 return trust
(t)
k ;

where in(j)(t) is the amount of energy flowing into node j from its ancestors for515

topic t, and γ
(t)
ij is the corresponding topic coverage rate in matrix Γ(t), which

determines the topic relevance between the two nodes under topic t when trust is
propagated from node i to node j. After the modification, Equation 8 can still be
applied to TS-Appleseed for trust score calculation. The complete pseudocode of
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the trust propagation process in TS-Appleseed is shown in Algorithm 2, where520

the lines from 5 to 22 display the details of the iterative trust propagation
process. The trust score of a user on topic t consists of two parts, one of which
is the trust score under topic t calculated in the previous iteration, and the
other one is the amount of trust received from others and conserved in himself
on that topic, which is not distributed to his acquaintances. When the sum of525

the increment of trust flowing into each node is no greater than the predefined
threshold, the algorithm converges, and an array of trust scores for reachable
users of that seed under topic t is returned.

Algorithm 2: Iterative Trust Propagation in TS-Appleseed

Input: G, trust graph G = (U,E)
s, seed for energy injection where s ∈ U
e, energy flows into s
λ, spreading factor
Γ(t), topic coverage matrix under topic t
th, convergence threshold

Output: trust
(t)
k , an array that stores the trust values of nodes under

topic t after the kth iteration
1 in0(s)(t) = e;

2 trust0(s)(t) = 0;
3 k = 0;
4 U0 = {s};
5 repeat
6 k + +;
7 Uk = Uk−1;

8 set ink(x)(t) = 0 for node x ∈ Uk−1;
9 for each node x ∈ Uk−1 do

10 trustk(x)(t) = trustk−1(x)(t) + (1− λ) · ink−1(x)(t);
11 for each edge(x, u) ∈ E do
12 if node u /∈ Uk then
13 add node u into Uk;

14 set trustk(u)(t) = 0 and ink(u)(t)=0;
15 add edge(u, s) and set its weight w(u, s) = 1;

16 end

17 w̄ = w(x, u)/
∑
edge(x,u′ )∈E w(x, u

′
);

18 ink(u)(t) = ink(u)(t) + λ · ink−1(x)(t) · w̄ · γ(t)
xu ;

19 end

20 end

21 increment =
∑
x∈Uk

(trustk(x)(t) − trustk−1(x)(t));

22 until increment ≤ th;

23 return trust
(t)
k for nodes in Uk;
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4.5. Main procedures for implementing topic-sensitive trust evaluation methods

Usually, there are four main steps for extending topic-free trust propagation530

methods using the topic-sensitive analysis approach. First, topic distributions
θ over users are computed by implementing the user-topic model, which will
be used in the third step. Second, all the topic-involved components in the
original algorithms are required to be identified. For most of the trust prop-
agation methods, there is only one component that relates to the topic data,535

that is the transition matrix. However, when other factors exist for correlat-
ing the estimated results, we need to find them out as well, such as the flag d
in TrustRank. Third, the user topic distributions are utilized to construct the
topic coverage matrices for all the involved topics, and the optimal value of q is
estimated by several tests and experiments. Finally, the topic coverage matrices540

and user topic distributions are integrated into the identified components in the
original algorithms, which extend those topic-free trust propagation methods to
be sensitive towards different topics.

5. Experimental results

In Section 4, we present the implementation of two topic-sensitive trust545

evaluation methods based on two classic topic-insensitive trust propagation ap-
proaches. These methods estimate the trust rankings and trust values of in-
volved users by taking into consideration both the topic interests of individuals
and the topic relevance between them. In this section, in order to evaluate
the performance of the proposed methods, we conduct experiments over a real-550

world dataset obtained from Stack Exchange and present a detailed analysis of
the results.

5.1. Dataset

Stack Exchange [44] is an online Q&A website that allows users to ask and
answer questions in 174 different topics. On Stack Exchange, a reliable user555

gains more reputation because of his contribution to the positive development
of the Q&A community, who usually has professional knowledge in at least
one domain and behaves in a good manner on the website [44]. We select this
dataset to conduct experiments for two reasons. Firstly, Stack Exchange pro-
vides categories of topics in its directory, which is an outstanding resource of560

training labels for LLDA. Secondly, Stack Exchange focuses on the acquisition
of domain-specific knowledge rather than a subjective discussion between ques-
tioners and answers, so there is no function for users to follow someone or be
followed by others, which makes them pay more attention to the quality of users’
posts. In other words, participants tend to express their trust opinions towards565

others according to the real level of expertise users have in specific areas other
than the social relationships or social intimacy between them. Therefore, we
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conduct our experiments on the Stack Exchange dataset released by its official
team on Internet Archive3.

The original Stack Exchange dataset is quite large, which contains 174 dif-570

ferent topics and millions of records. In order to reduce the complexity and im-
prove the feasibility of the experiments, we select data of three categories from
the dataset to conduct the experiments. The three categories are Electronical
Engineering4, Physics5, and Cross V alidated6, where present Q&A regard-
ing electronics and electrical engineering, physics, statistics and data analysis,575

respectively. There are three reasons for selecting these three topics. First, the
selected three categories possess a large number of questions and answers, which
provide a prominent corpus for topic analysis in the user-topic model. Second,
these categories are relatively independent. Some of the categories on Stack
Exchange are not incompatible, which makes it difficult for users to identify the580

boundary of domain knowledge when they offer ratings to those posts. This am-
biguity makes the ratings inaccurate and influences the comparison results. The
incompatibility can effectively ensure that the user ratings of each topic solely
depend on the contributions of the corresponding topic without the influence
of others. In addition, the distinction of some overlapping categories is vague,585

which results in complicated discussions for the importance of identifying trust
on those similar categories. For example, the posts under the category of Ask
Ubuntu are Q&A about Ubuntu, and those under Unix & Linux are Q&A for
Linux systems. Some overlaps exist in these two categories as Ubuntu belongs
to the family of Linux systems, but they are not completely the same as other590

systems also exist in the Linux family. These overlaps are not easy to be de-
fined and quantified. It is also difficult to reach a consensus about the boundary
and significance of identifying the trustworthiness of users on these similar cate-
gories. Generally, when overlaps exist between different categories, we consider
that they can be divided into some smaller independent topics. Third, although595

the topics of these three categories are completely independent, there is still a
considerable size of users involved in them simultaneously, which makes it an
excellent dataset for topic-related trust evaluation.

Although there are a large number of users involved in each category, most
of them are inactive as they do not have enough interactions with others. Texts600

(including questions and answers) generated by them are insufficient for topic
analysis, so we refine the data to generate a subset by removing those users
whose number of posted questions and answers is no more than 20 in each
category. After the filtering, only 670 users are left in the subset, and the
associated questions and answers used for topic analysis in experiments are605

those generated by these users. The details of the dataset are shown in Table 1.
By ranking the users across topics according to their reputation, we find that

3https://archive.org/details/stackexchange
4https://electronics.stackexchange.com
5https://physics.stackexchange.com
6https://stats.stackexchange.com
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topic recognition is necessary before evaluating trust. The correlation matrix of
user reputation rankings under the three topics is shown in Table 2. Here, we
use Spearman’s’ coefficient ρ which will be introduced in Section 5.3 in detail.610

Significance tests show that these results are statistically significant as all the
p-values are much smaller than 0.01. It can be observed that the values of ρ
are quite low for any two topics indicating that their reputation rankings are
strongly different. If trust of a person is invariable across topics, the values of
rank correlation for different topics shall be close to 1. By checking the complete615

dataset, we observe that almost no one has the same rankings across the three
topics, which indicates that the difference of topics should not be ignored when
evaluating trust.

Table 1: Subset of Stack Exchange dataset used in experiments

Category #Users #Questions #Answers Abbreviation

Electronical Engineering 670 37,768 47,403 Elec
Physics 670 36,376 43,983 Phy
Cross Validated 670 28,631 33,852 Stats
* # represents the number of items.

Table 2: The correlation matrix of user reputation rankings on the three topics based on
Spearmans’ coefficient ρ

Spearman’s ρ
Topic

Elec Phy Stats

Topic
Elec 1.000 -0.231 -0.358
Phy -0.231 1.000 -0.260
Stats -0.358 -0.260 1.000

* 2-tailed significance tests show that all the p-values are smaller than
0.01.

5.2. Trust graph construction

The proposed approach attempts to predict trust for users under different
topics using the same link structure without topic bias. Therefore, the network
is constructed by combining all users’ Q&A relationships on all the topics. Based
on these relationships, we can build a directed graph G = (U,E) to represent
their link structure. Here, U is a set of nodes representing users, and E is a set
of directed edges recording the Q&A relationships between any two users. A
directed edge eij = (ui, uj) indicates user uj answers ui’s questions, where both
ui and uj are nodes belonging to U . Then, we can obtain a square |U | × |U |
adjacency matrix according to the graph G, where each element Aij in the
matrix represents the number of answers that uj gives to ui. Stack Exchange
allows users to answer the questions asked by themselves, which will create an
edge from a vertex to itself, known as loops [16, 29]. We eliminate these loops
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Figure 5: The trust graph of 670 users based on their Q&A relationships

from the graph as a person would always trust himself. The elimination makes
the diagonal elements of the matrix all zeros. Figure 5 illustrates the Q&A
structure of 670 users, where the node size will be bigger for a user who answers
more questions, and where an edge with larger Aij will gain a darker color and
a thicker line. Based on the adjacency matrix, the weight Wij of each edge
eij , also considered as trust weights uj received from ui, can be calculated as
follows:

Wij =


Aij∑|U|

j
′
=1
A

ij
′

if
∑|U |
j′=1

Aij′ 6= 0,

0 otherwise
(15)

620

It should be noted that Wij is usually not equal to Wji, and
∑|U |
j′=1

Wij′ = 1.

Then, we can generate the transition matrix M = [Mij ]|U |×|U | to represent the
transition probability from ui to uj , where Mij = Wij . There is no constraint
on the matrix for Appleseed and TS-Appleseed so that the original transition
matrix can be directly used. However, for TrustRank and TS-TrustRank, the625

transition matrix M must be stochastic [16], so the rows without non-zero
elements are replaced by a vector with all elements equal to 1/|U |.

5.3. Evaluation metrics

Stack Exchange has its algorithm to compute the reputation of users in
different top-level categories by counting the high-quality questions and useful630

answers of users. Votes on these posts are the primary means to gain or lose
reputation, where upvotes help improve reputation, while downvotes cause loss
of reputation [44]. Each question or answer has a score, which generally is the
number of upvotes on a post minus the number of downvotes. Since the trust
graph we use in the experiments is a subgraph extracted from the entire network635

of Stack Exchange, we use the sum of scores of users’ posts in each topic as the
ground truth of user trust scores. It is considered as a rough measurement of
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reputations for the incomplete graph to indicate how much the community can
trust a user. In order to maintain the consistency of the value range, we set
the scores given by Stack Exchange and the scores inferred by trust evaluation640

approaches in the same interval of values.
The evaluation of results is made from two aspects: the consistency of trust

rankings and the accuracy of estimated trust values. To measure the consistency
of trust rankings, we leverage Spearman’s rank correlation coefficient ρ in the
evaluation process, which can measure the similarity between any two rankings.
For two variables x and y, the full version of Spearmans formula to deal with
the tied ranks [45] is as follows:

ρ =

∑N
i=1(R(xi)−R(x̄))(R(yi)−R(ȳ))√∑N

i=1(R(xi)−R(x̄))2 ·
∑N
i=1(R(yi)−R(ȳ))2

(16)

where R(xi) and R(yi) are the corresponding rankings of value xi and value yi,
R(x̄) and R(ȳ) are the rankings of the mean values of x and y. If the rankings of
x and y are identical, the coefficient ρ = 1, while when they are fully opposed,
the coefficient ρ = −1.645

Table 3: The accuracy metrics

Metrics Computing equation

Precision |{u∈U |tr(u)≥δ and re(u)≥δ}|
|{u∈U |tr(u)≥δ}|

Recall |{u∈U |tr(u)≥δ and re(u)≥δ}|
|{u∈U |re(u)≥δ}|

True Positive Rate |{u∈U |tr(u)≥δ and re(u)≥δ}|
|{u∈U |re(u)≥δ}|

False Positive Rate |{u∈U |tr(u)≥δ and re(u)<δ}|
|{u∈U |re(u)<δ}|

* tr(u) represents the trust scores generated by the algo-
rithms, and re(u) represents the sum of scores of involved
posts for users given by Stack Exchange.

** U is the set of all users involved in the experiments, and
|U | is the number of users in U.

In order to evaluate the accuracy of estimated trust values, we formalize trust
assessment as a binary decision problem. Then, we use Precision-Recall (PR)
curves and Receiver Operator Characteristic (ROC) curves to show the perfor-
mance of trust classification of the selected methods across different thresholds.
PR curves and ROC curves are two useful measures used to evaluate the binary650

classification models [46]. Four metrics are involved in these two kinds of plots,
that is true positive rate (TPR), false positive rate (FPR), precision, and recall.
The PR curve uses recall on the x-axis and precision on the y-axis, whereas the
ROC curve uses FPR on the x-axis and TPR on the y-axis. These metrics are
usually used in machine learning, but they can be applied in trust analysis as655

well with some modifications [23, 47]. We define a trustworthy user as a person
with a trust score or reputation no less than value δ, denoted as tr(u) ≥ δ or
re(u) ≥ δ. Then all the involved metrics are defined as shown in Table 3. Here,

24











for TS-TrustRank and TrustRank, while λ = 0.95 for TS-Appleseed and Ap-
pleseed. Then the specific values of metrics can be obtained. Table 5 displays
the values of Spearman’s coefficient ρ and its corresponding p-value. For the
topics Elec and Phy, TS-TrustRank achieves the best results with ρ = 0.825750

and ρ = 0.850, respectively, and TS-Appleseed yields the second best rank cor-
relation coefficients with ρ = 0.791 and ρ = 0.816. However, for the topic Stats,
TS-Appleseed yields the best result of ρ where ρ = 0.852.

We note that Appleseed gains the second highest coefficient on the topic
Stats with ρ = 0.839, which is greater than that of TS-TrustRank with ρ =755

0.770. It seems that the Appleseed series methods are more suitable for the
data on the topic of Stats. To explain the reason for this phenomenon, we
check the data on Stats and find that the percentage of users with quite low
scores on that category is higher than those on Elec and Phy. Besides, the
mean value of Stats is also lower than those of Elec and Phy. Appleseed series760

methods are local trust metrics without a strategy to handle the unreachable
nodes of the source node (known as unreferenced nodes [16]), whereas TrustRank
series approaches are global trust metrics capable of dealing with all involved
nodes. Therefore, the predicted trust values of Appleseed series methods for
those unreachable nodes are lower than those of TrustRank series. Because765

more users’ trust values on the topic Stats locate in the smaller value range, the
discrepancies between the predicted values of Appleseed series and the ground
truth are smaller. Then, the values of rank correlations for Appleseed series are
higher than those for TrustRank series. Overall, TrustRank yields the worst
results of ρ for all the three topics. The values of ρ are always high and not770

varying much for topic-sensitive methods, while those values are usually low
and change greatly for topic-free methods. Except for the p-value of TrustRank
under the topic Elec, other p-values for all the methods across the three topics
are quite small (far less than 0.01), which means these results are typically
considered statistically significant.775

Table 5: Spearman’s rank correlations of the four methods on the three topics

Method Correlation
Topic

Elec Phy Stats

TS-TrustRank
Coefficient ρ 0.825 0.850 0.770
p-value 2.08× 10−167 1.04× 10−187 1.26× 10−132

TrustRank
Coefficient ρ −0.005 0.219 0.224
p-value 8.95× 10−1 9.88× 10−9 4.31× 10−9

TS-Appleseed
Coefficient ρ 0.791 0.816 0.852
p-value 1.79× 10−144 2.63× 10−161 3.45× 10−190

Appleseed
Coefficient ρ 0.334 0.730 0.839
p-value 6.18× 10−19 2.64× 10−112 1.24× 10−178

* The topic coverage function of TS-TrustRank is f(x) = x9, while that of TS-Appleseed is
f(x) = x6.

** The decay factor of TS-TrustRank and TrustRank is λ = 0.85, while the spreading factor of
TS-Appleseed and Appleseed is λ = 0.95.

*** The bold values indicate the best results for the three topics.
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Table 6: AUC of the four methods on the three topics

Method
AUC of PR curves AUC of ROC curves

Elec Phy Stats Elec Phy Stats
TS-TrustRank 0.905 0.787 0.917 0.976 0.935 0.981
TrustRank 0.298 0.416 0.294 0.723 0.782 0.735
TS-Appleseed 0.772 0.672 0.848 0.786 0.791 0.902
Appleseed 0.488 0.644 0.847 0.731 0.747 0.898
* The bold values indicate the best results for the three topics.

the curves of TS-TrustRank always dominate those of TrustRank in both PR780

and ROC spaces across all the three topics. On the contrary, the PR curves
of TrustRank on all three topics always stay at a low level, which indicates its
performance is not good on the selected topics. The gaps between the curves of
TS-TrustRank and TrustRank are significant in PR and ROC spaces. As shown
in Table 6, TS-TrustRank achieves better results of AUC for both curves on all785

the topics. Therefore, the performance of TS-TrusRank is superior to that of
TrustRank. The curves of TS-Appleseed also dominate the curves of Appleseed
in both PR and ROC space across the three topics. The advantages of TS-
Appleseed over Appleseed can be intuitively observed from Figure 10 for topics
Elec and Phy, where a significant gap exists between the corresponding curves of790

these two methods. From Table 6, it can be observed that TS-Appleseed obtains
higher values of AUC than those of Appleseed on all three topics in varying
degrees, which indicates that the performance of TS-Appleseed is better than
that of its topic-free version. Therefore, the proposed topic-sensitive methods
outperform those topic-insensitive approaches.795

It is worth noting that the improvement of TS-TrustRank over TrustRank is
significant and stable on all the topics, but that of TS-Appleseed over Appleseed
varies for different topics. For Stats, the distances between the curves of TS-
Appleseed and Appleseed are not distinct, and the gaps between their values of
AUC are small in both PR and ROC spaces. Two possible reasons can explain800

this phenomenon. First, as we have mentioned before, the percentage of users
with low scores on Stats is higher than those on Elec and Phy, and Appleseed
series methods would not allocate trust to those unreferenced nodes. Due to
the particular characteristics of the data, Appleseed achieves an outstanding
result on Stats, and the topic-sensitive analysis cannot fully achieve its tuning805

effect. Second, Appleseed series methods are local trust propagation methods,
which means they allow personal bias whereby individuals have different trust
assertions towards the same person. The ground truths used in the experiments
are generated by the community’s algorithm, which abandon the personal bias
and conflicting opinions to reach a consensus throughout the whole community.810

These official trust scores are the approximate values of the real personal trust
assertions, which can show the overall trend of user trust with some potential
discrepancies. These discrepancies might reduce the distance between the curves
of TS-Appleseed and Appleseed to some extent. For Appleseed, the performance
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on topic Stats is better than that on topics Elec and Phy, which leaves smaller815

space for TS-Appleseed to improve where a slight discrepancy would make more
impact on the results of Stats than the other topics. Generally, TS-Appleseed
obtains relatively high values in both the rank correlation and the accuracy
metrics, which shows its overall performance is positive for all the three topics.
In particular, it gains a significant improvement over Appleseed in Spearman’s820

coefficient ρ, which ensures that it can yield a highly ordered ranking.

5.5. Discussion

We can observe that the performance of TS-TrustRank is better than that of
TS-Appleseed since the topic-related data are considered twice in TS-TrustRank
including the topic-related transition matrixM∗(t) and the topic-aware flag vec-825

tor d∗(t), while there is only one consideration of topic data in TS-Appleseed,
i.e., the weight reassignment by adding γ(t). Therefore, the adjustment effect
of the topic-sensitive framework on TrustRank is more evident than that on
Appleseed. In this paper, we do not intend to compare the performance of dif-
ferent types of trust propagation methods extensively, which greatly depends830

on the characteristics of the original methods and used data. Instead, we focus
on the improvement of the methods from the same family, that is those topic-
sensitive trust approaches versus their original topic-free versions. We can see
from Tables 5 and 6 that topic-sensitive methods certainly show improvement
over the topic-insensitive methods, although sometimes the degree of improve-835

ment varies on different topics.
Generally, the topic-sensitive approach can improve the performance of topic-

insensitive trust evaluation, including global and local propagation methods in
both the ranking consistency and the classification accuracy. From the distinc-
tion of performance for different types of trust evaluation methods, we note840

that the choices of the original methods are also important. In this paper, we
select two typical trust methods to show the effect of our approach in a direct
way. However, it is worth noting that a careful selection of the fundamental
trust propagation methods according to the characteristics of the given data
can maximize the effectiveness of topic-sensitive analysis.845

Except for the proposed topic-sensitive trust approaches, topic-specific trust
models are another choice used to address the issue of context-aware trust. A
topic-specific trust model runs a trust evaluation method by only utilizing the
link and context data specific to the topic under analysis. To obtain the results
of different topics, the topic-specific trust model would run multiple times. The850

topic-specific methods are applicable only when both link data and topic data
are available. The procedures of topic-specific approaches are simpler than
those of topic-sensitive methods when both types of data are explicitly provided.
However, these data are usually not separately available as all the information
of topics and structures is mixed and hidden in user data. In the experiments,855

we use the dataset from Stack Exchange which overtly provides both kinds of
data for different categories. We mix the data from the selected categories
together to simulate the practical situation in most of the application scenarios
and use the topic-sensitive approaches to extract the topic information from the
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mixtures. In order to implement the topic-sensitive evaluation methods, we need860

to distill the topic information from the raw data and use the same mixed link
structure by introducing the topic coverage functions and matrices. However,
for topic-specific approaches, we need to extract both the data of structures and
topics for a specific topic. Therefore, when the data from different topics are
mixed and cannot be easily recognized, the topic-sensitive approaches are more865

applicable. When the topic and link data can be easily obtained and separated,
the topic-specific methods are more straightforward to implement. Generally,
topic-sensitive trust approaches are more adaptive as they do not require the
involved data fully divided according to the specific topics.

6. Conclusion and future work870

In this paper, we have proposed a topic-sensitive approach that improves the
performance of trust evaluation by recognizing different topics underlying trust,
which is mostly neglected by the existing trust evaluation methods. First, we
have built a topic-sensitive framework to systematically define the architecture
of topic-sensitive trust analysis based on traditional trust evaluation methods.875

Second, a user-topic model has been proposed to automatically extract poten-
tial topics of individuals from user-generated content using LLDA. Then, we
have designed a topic coverage function to discover the topic relevance between
users by utilizing the derived topic data. In addition, the key procedures for
extending topic-free trust methods are summarized. Two topic-insensitive trust880

propagation methods have been employed and extended to become sensitive
towards different topics among various trust scenarios.

We have conducted experiments on a real-world dataset from Stack Ex-
change. The topic extraction result shows that the user-topic model can ef-
fectively identify meaningful and representative words in each topic and rec-885

ognize the specific proportions of possible topics in documents for users. By
comparing the results of Spearman’s coefficient ρ for different topic coverage
functions, we have found the optimal function for each topic-sensitive method.
The comparison of four methods, including TS-TrustRank, TS-Appleseed, and
their topic-free versions has shown that the topic-sensitive approach improves890

the performance of trust evaluation in both the ranking consistency and the
classification accuracy for all the three topics. We consider the topic-sensitive
approach as an integral component in the trust evaluation system, which is
widely applicable in many trust methods with appropriate operations. There-
fore, it is adaptable to the majority of trust propagation methods, including895

but not limited to the two methods presented as case studies in this paper. The
topic-sensitive approach can assist in determining users’ trustworthiness on dif-
ferent topics and facilitate human decision making when they need to take user
domain knowledge into account. It can be applied in many applications, such
as recommendation systems and expert finding systems, where trustworthiness900

and context are considered as important factors. For example, recommendation
systems aim to provide accurate suggestions about different categories of prod-
ucts or services for users according to their preference. Topic-sensitive trust
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evaluation methods can boost the performance of recommendation systems by
constraining the number of users, where only those suggestions provided by905

trustworthy users from the required domains are taken into account.
Our work can be extended in three directions. First, we plan to investi-

gate other trust evaluation approaches for the proposed framework to build a
complete system for topic-sensitive trust evaluation. Second, we will investi-
gate how to choose an appropriate method to maximize the effectiveness of910

the topic-sensitive analysis according to the data characteristics. Third, trust
changes over time, which makes it necessary to take the temporal aspects into
account for future work.
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