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The main weakness of entanglement is its sensitiveness to the photon loss. In this paper, we
exploit the different transmission losses of the free-space and optical-fiber quantum channels, to
develop a novel approach for (2,3) threshold quantum secret sharing (QSS) of classical information.
To be exact, the Dealer Alice allocates W state to three participants Bob, Charlie and David in
terms of the asymmetric losses of their quantum channels, preventing any one participant from
recovering the secret alone, but allowing any two of them to recover the secret. In such a way,
Alice can flexibly choose the suitable degree of freedom (DOF) to allocate the quantum shares with
respect to the loss characteristics of different quantum channels. Our proposed scheme improves the
information capacity from three bits to (log2 m + 2) bits, where m denotes the dimension of orbital
angular momentum (OAM), and improves the security and flexibility of quantum communication,
confirming QSS as a realistic technology for safeguarding secret shares in transmission. This work
opens a convenient and favorable way to perform QSS.

PACS numbers: Valid PACS appear here

I. INTRODUCTION

Hillery et al. [1] developed the first quantum secret
sharing (QSS) scheme using Greenberger-Horne-Zeilinger
(GHZ) state [2]. In their scheme, the entangled states
are formed on the basis of a single degree of freedom
(DOF). Many subsequent papers investigated either non-
entangled [3–6] or entangled QSS schemes [7–10]. The
communication in QSS schemes is based on a quantum
entanglement of a single DOF (see [7–10]). The entan-
glement is usually limited by physical characteristics of
the quantum channel. Influence of noise, attenuation and
a need for stable polarization are the main challenges of
meeting the communications needs (based on the entan-
glement of a single DOF). Consequently, a crucial re-
search question is: How can we prepare hybrid entangled
states together with many degrees of freedom (DOFs)
(i.e., W states)?

Since Dür et al. [11] proposed W-state entanglements,
it has attracted attentions of many researchers (see for
example [12–17]). Dür et al. have proven that any
particle in the W-state exists entangled correlation. In
2004, Mikami et al. [18] applied the parametric down-
conversion, linear optical elements and commercial pho-
ton detectors to generate the three-photon and four-
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photon W-states. In 2010, Tashima et al. [19] prepared
W-states using the parametric down-conversion only. In
2014, Grä et al. [17] generate W-states involving up to
16 spatial modes. They generated W-states entangled in
different DOFs of polarization and orbital angular mo-
mentum (OAM) with a high-dimensional Hilbert space.
In 2018, Wang et al. [20] experimentally demonstrated
an 18-qubit GHZ entanglement.

W-states with multiple DOFs seem to be suitable for
practical quantum communication. This is because they
are more robust compared to the entangled states of a
single DOF. Even if one degree is lost, the other de-
grees are still available. However, the information ca-
pacity of the existing W-states (see [18, 19]) is as low
as log2 2 + log2 2 + log2 2 (i.e., three bits). On the other
hand, OAM can be used to encode multiple bits of infor-
mation in a high-dimensional state space to enhance the
information capacity. Fan et al. [15] used the paramet-
ric down-conversion and hybrid entanglement swapping
from multi-photon spin-entangled states to multi-photon
OAM entangled states. They apply a pair of polarization
photons and with the improvement of the information ca-
pacity to log2 m + log2 2 + log2 2, where m denotes the
dimension of OAM. In 2011, Chen et al. [16] developed
a new teleportation based on W-states entangled with
different degrees of freedom of spin, OAM, and path.

On the other hand, in a QSS presenting a long-distance
network linking the Dealer and the participants, it is easy
to lose one or more entangled photons in transmission
because of the presence of the atmosphere attenuation
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and background noises [21–24]. These physical limita-
tions make an improvement of QSS performance very
challenging to achieve. In fact, if a maximally entan-
gled state loses a single photon, then the entanglement
property is lost.

In the paper, a lossy quantum channel is used in our
QSS. Using a recent progress in W-state entanglement
technology (see works of Fan et al. [15] and Chen et
al. [16]), we design a (2, 3) threshold QSS scheme over a
quantum lossy channel, where (2, 3) means that any two
participants (out of three) are able to recover a shared
secret. Note that transmission losses of free-space and
optical-fiber quantum channels are different. We use this
phenomenon for the share allocation to participants. A
dealer Alice (who creates the secret sharing) allocates
W-state entangled photons to three participants Bob,
Charlie and David. Due to the lossy characteristics of
channels, any single participant is unable to recover the
shared secret. But any two participants are able to re-
cover the secret. This is to say that Alice can flexibly
choose a suitable degree of freedom (DOF) to allocate
the shares with respect to the losses of quantum chan-
nels. Moreover, our QSS has the ability to protect secrets
from Eve’s or dishonest participant’s eavesdropping.

The rest of the paper is organised as follows. Sec-
tion 2 describes our newly proposed (2,3) threshold QSS
scheme. The performance analysis and security analysis
are presented in Sections 3 and 4. Section 5 concludes

this paper.

II. HIGH-CAPACITY (2,3) THRESHOLD QSS
BASED ON ASYMMETRIC QUANTUM LOSSY

CHANNELS

This section proposes a (2,3) threshold QSS scheme
based on the asymmetric quantum lossy channels. The
dealer who sets up the scheme is Alice. She encodes the
shared classical secret into a quantum system composed
of the W states. The participants who collectively hold
the classical secret determined by a W-state are Bob,
Charlie and David. Alice allocates W-state entangled
photons to Bob, Charlie and David. Because of a lossy
character of channels, any single participant is unable to
recover the secret (i.e., classical bits). Any two partici-
pants, however, can collectively recover the secret.

Consider the following scenario. Assume that Bob uses
an OAM photon lossy quantum channel, Charlie applies
a polarization photon lossy quantum channel and David
deals with a path photon lossy quantum channel. Our
(2,3) threshold QSS scheme is illustrated in Figure 1 and
described by the following steps.
Step 1. Alice prepares W states based on the orbital
angular momentum (OAM), polarization and their paths
based on the Fan et al. work [15], which are as follows:

|ψ〉(1)1231′2′3′ = |ψ〉(3)11′ |ψ〉(2)22′ |ψ〉(1)33′
(1)

= |l1 (k+)2 H3H1′V2′V3′+
∣∣(−l)1 (k+)2 H3V1′V2′V3′

〉
+

∣∣l1 (k−)2 H3H1′H2′V3′
〉
+

∣∣(−l)1 (k−)2 H3V1′H2′V3′
〉

+
∣∣l1 (k+)2 V3H1′V2′H3′

〉
+

∣∣(−l)1 (k+)2 V3V1′V2′H3′
〉
+

∣∣l1 (k−)2 V3H1′H2′H3′
〉
+

∣∣(−l)1 (k−)2 V3V1′H2′H3′
〉

Then, going through the detectors D1 and D2, two
kinds of W states are generated with the equal probabil-
ity, which are listed as follows [15]:

|ϕ〉W1 =
∣∣l1 (k−)2 H3

〉
+

∣∣l1 (k+)2 V3

〉
+

∣∣(−l)1 (k−)2 V3

〉
(2)

|ϕ〉W2 =
∣∣l1 (k+)2 H3

〉
+ |(−l)1 (k−)2 H3〉+

∣∣(−l)1 (k+)2 V3

〉
(3)

Finally, Alice randomly transmits |ϕ〉W1 or |ϕ〉W2 to
Bob, Charlie and David over the lossy OAM, polarization
and path photon quantum channels, respectively.
Step 2. Due to the lossy OAM quantum channel, Bob
receives his entangled photon in the state

|ϕ〉Wi′ = |(k−)2 H3〉+ |(k+)2 V3〉 (4)

where i = 1, 2. Bob detects the path-polarization value
with the path-polarization analyzer.

Step 3. Due to the lossy polarization quantum channel,
the entangled photon states received by Charlie are as
follows:

|ϕ〉Wi′′ = |l1 (k+)2〉+ |(−l)1 (k−)2〉 (5)

where i = 1, 2. Charlie detects the OAM-path value with
the OAM-path analyzer.
Step 4. Due to the lossy path quantum channel, the
entangled photon states received by David are as follows:

|ϕ〉Wi′′′ = |l1H3〉+ |(−l)1V3〉 (6)

where i = 1, 2. David detects the OAM-polarization
value with the OAM-polarization analyzer.
Step 5. Any two of the participants (Bob, Charlie
and David) can use their quantum shares to recover the
state |ϕ〉W1 or |ϕ〉W2. However, before recovering the
secret, the chosen two participants have to verify each
other. To be exact, take Bob and Charlie for exam-
ple, they use c(0 < c < 1) of their received states for
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FIG. 1: Our QSS, which is based on the following components: computer generated hologram (CGH), q-plate (QP), single mode
fiber (SMF), quarter wave plate (QWP), beam splitter (BS) and polarizing beam splitter (PBS). With them, Alice prepares W
states based on orbital angular momentum (OAM), polarization and their paths based on the Fan et al. work [15]. Then, Alice
randomly transmits |ϕ〉W1 or |ϕ〉W2 detected by D1 or D2 to Bob, Charlie and David over lossy OAM, polarization and path
photon quantum channels, respectively. Here, Type-I down-conversion, means that with paths constrained to a cone centered
on the pump, the pump beam is converted into two beams. The outgoing photons have common polarization relative to the
crystal axis. While Type-II down-conversion, the pump beam is converted into two beams which each can appear either on
their respective cones or on the opposite sides of the pump beam. One of the output photons is ordinarily polarized, while the
other is extraordinary.

PC Bob and Charlie Bob and David Charlie and David

QSC

∣∣(k−)2 H3

〉
+

∣∣(k+)2 V3

〉
∣∣l1 (k+)2

〉
+

∣∣(−l)1 (k−)2
〉

∣∣(k−)2 H3

〉
+

∣∣(k+)2 V3

〉

|l1H3〉+ |(−l)1V3〉

∣∣l1 (k+)2
〉

+
∣∣(−l)1 (k−)2

〉

|l1H3〉+ |(−l)1V3〉
WPRS

∣∣l1 (k−)2 H3

〉

WPRS

∣∣l1 (k+)2 V3

〉

WPRS

∣∣(−l)1 (k−)2 V3

〉

WPRS

∣∣l1 (k+)2 H3

〉

WPRS |(−l)1 (k−)2 H3〉
WPRS

∣∣(−l)1 (k+)2 V3

〉

WPRS

∣∣(−l)1 (k+)2 V3

〉

CBPRS log2 m + 2

TABLE I: The W state recovery between Bob and Charlie, Bob and David, Charlie and David, where PC, QSC, PRS and CL
denote participant combinations, quantum share combinations and a possible recoverable state, and classical bits carried by
PRS, respectively.

identity authentication and detecting collective attacks.
Note that in our QSS scheme, there are one half com-
mon quantum information of Bob’s and Charlie’s re-
ceived states in Eqs. (4) and (5) respectively. If the
common quantum information of Bob’s and Charlie’s of

these quantum state are all the same, Bob and Char-
lie are honest. Then, they can recover the secret with
the rest of their received states. Finally, they perform
tensor product on SB = (|(k−)2 H3〉 + |(k+)2 V3〉) and
SC = (|l1 (k+)2〉+ |(−l)1 (k−)2〉) as follow:
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SB ⊗ SC =
∣∣(k−)2 H3

〉 ∣∣l1 (k+)2
〉

+
∣∣(k−)2 H3

〉 ∣∣(−l)1 (k−)2
〉

+
∣∣(k+)2 V3

〉 ∣∣l1 (k+)2
〉

+
∣∣(k+)2 V3

〉 ∣∣(−l)1 (k−)2
〉

=
∣∣l1 (k−)2 H3

〉⊗ |(k+)2〉+
∣∣l1 (k+)2 V3

〉⊗ |(k+)2〉+
∣∣(−l)1 (k−)2 V3

〉⊗ |(k+)2〉+ |(−l)1 (k−)2 H3〉 ⊗ |(k−)2〉
=(

∣∣l1 (k−)2 H3

〉
+

∣∣l1 (k+)2 V3

〉
+

∣∣(−l)1 (k−)2 V3

〉
)⊗ |(k+)2〉+ |(−l)1 (k−)2 H3〉 ⊗ |(k−)2〉

=(
∣∣l1 (k+)2 H3

〉
+ |(−l)1 (k−)2 H3〉+

∣∣(−l)1 (k+)2 V3

〉
)⊗ |(k−)2〉+ |l1 (k+)2 V3〉 ⊗ |(k+)2〉 (7)

and then inform the Dealer their measured outcomes.
If their measured outcomes are not all the same as Alice’s
matching information, Alice abandons this secret sharing
(Hence, collective attack is invalid). Otherwise, Alice
informs Bob and Charlie about which states are used
over secure classical channels. They can obtain these
values |k+〉, |k−〉, |l〉, | − l〉, |V 〉, |H〉 (see Table I) and
further obtain the corresponding classical bits. For Bob
and David, Charlie and David, the operations are all the
same.

III. PERFORMANCE ANALYSIS

This section discusses the performance including qubit
information capacity of our proposed QSS over the quan-
tum lossy channels.

A. QSS Performance over Quantum Lossy
Channels

In nature, any communication over a quantum channel
is lossy. Consequently, the deterministic QSS schemes
(see [3–8]) need to address the lossy (and destructive)
characteristic of quantum channels to ensure their cor-
rect functionality. Moreover, depending on the physical
nature of a channel (free-space or optical fiber, for ex-
ample), there are different types of photon losses. In our
secret sharing scheme, we focus on different losses in or-
der to use them in a constructive way while designing a
secure QSS. The dealer Alice adopts a suitable DOF and
allocates a secret share using a corresponding quantum
channel. For example, for an optical-fiber quantum chan-
nel, polarization and path photons are lossy [25]. For a
free-space quantum channel, OAM photons are lossy [26].

In our QSS, we use lossy quantum channels to dis-
tribute the secret shares. If we transmit W-state par-
ticles via a lossy channel, then some particles still stay
entangled, which provides some information about the
secret. In such a way, a single participant cannot obtain
the full information about the W-state. However, any
two of them can work together to recover the W-state.

Lemma 1. Perfectness of QSS. A share given to

a participant (Bob, Charlie or David) provides no infor-
mation about the secret.

Proof. In our QSS, the secret is the information en-
coded in W states. According to the dealer’s description,
every eligible participant receives the entangled states
that are partially entangled states which can be in ei-
ther W1 or W2 state with equal probability. That is, for
Bob or Charlie or David, every partially entangled state
held by him is in a fixed W state, carrying nothing useful
about the shared secret. Given one of partially entan-
gled state |ϕ〉Wi′/|ϕ〉Wi′′/|ϕ〉Wi′′′ from one of |ϕ〉Wi, its
reduced density matrix is as follows:

ρ =
1
2
|ϕ〉W1 +

1
2
|ϕ〉W2 (8)

It is in the maximal mixed state, because every par-
tially entangled state is in the same state. Therefore,
any single eligible participant with his share has no in-
formation about the secret. That is, our proposed scheme
fulfills the perfectness criteria.

Lemma 2. Recoverability. Any two of eligible par-
ticipants with their quantum shares are able to jointly
recover the secret.

Proof. In our QSS, we only consider the scenario
wherein any two of eligible participants collaborate.
There are three possible scenarios (see Table I): Bob and
Charlie, Charlie and David, Bob and David.

For Bob and Charlie, they can recover the W states
and obtain the secret with their quantum shares. They
start from their shares (see Eq. (7)).

From Eq. (7), Bob and Charlie can obtain
|ϕ〉W1 = |l1 (k−)2 H3〉 + |l1 (k+)2 V3〉 + |(−l)1 (k−)2 V3〉
and |ϕ〉W2 = |l1 (k+)2 H3〉 + |(−l)1 (k−)2 H3〉 +
|(−l)1 (k+)2 V3〉. Moreover, with the classical informa-
tion published by Alice, Bob and Charlie can further
discover Wi, i = 1, 2 and its corresponding classical
information, i.e., recovering the secret.

For Charlie and David, they can recover the W states
and obtain the secret with their quantum shares. They
start from their shares: SC = (|l1 (k+)2〉+ |(−l)1 (k−)2〉)
and SD = (|l1H3〉 + |(−l)1V3〉) and calculate the follow-
ing:
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SC ⊗ SD =
∣∣(k−)2 H3

〉 |l1H3〉+
∣∣(k−)2 H3

〉 |(−l)1V3〉+
∣∣(k+)2 V3

〉 |l1H3〉
∣∣(k+)2 V3

〉 |(−l)1V3〉
=

∣∣l1 (k−)2 H3

〉⊗ |H3〉+
∣∣(−l)1 (k−)2 V3

〉⊗ |H3〉+
∣∣l1 (k+)2 V3

〉⊗ |H3〉+ |(−l)1 (k+)2 V3〉 ⊗ |V3〉
=(

∣∣l1 (k−)2 H3

〉
+

∣∣(−l)1 (k−)2 V3

〉
+

∣∣l1 (k+)2 V3

〉
)⊗ |H3〉+ |(−l)1 (k+)2 V3〉 ⊗ |V3〉

=(
∣∣l1 (k+)2 H3

〉
+ |(−l)1 (k−)2 H3〉+

∣∣(−l)1 (k+)2 V3

〉
)⊗ |V3〉+

∣∣l1 (k−)2 H3

〉⊗ |H3〉 (9)

It can be derived that from Eq.(9), Charlie and David can
obtain |ϕ〉W1 =

∣∣l1 (k−)2 H3

〉
+

∣∣l1 (k+)2 V3

〉
+

∣∣(−l)1 (k−)2 V3

〉
and |ϕ〉W2 =

∣∣l1 (k+)2 H3

〉
+ |(−l)1 (k−)2 H3〉 +∣∣(−l)1 (k+)2 V3

〉
. Moreover, with the classical informa-

tion published by Alice, Charlie and David can further
ensure Wi, i = 1, 2 and its corresponding classical

information, i.e., recovering the secret.

For Bob and David, they can recover the W states and
obtain the secret with their quantum shares. They start
from their shares: SB = (

∣∣(k−)2 H3

〉
+

∣∣(k+)2 V3

〉
) and SD =

(|l1H3〉+ |(−l)1V3〉) and calculate the following:

SB ⊗ SD =
∣∣l1 (k+)2

〉 |l1H3〉+
∣∣l1 (k+)2

〉 |(−l)1V3〉+
∣∣(−l)1 (k−)2

〉 |l1H3〉+
∣∣(−l)1 (k−)2

〉 |(−l)1V3〉
=

∣∣l1 (k+)2 H3

〉⊗ |l1〉+
∣∣(−l)1 (k+)2 V3

〉⊗ |l1〉+
∣∣(−l)1 (k−)2 H3

〉⊗ |l1〉+ |(−l)1 (k−)2 V3〉 ⊗ |(−l)1〉
=(

∣∣l1 (k+)2 H3

〉
+

∣∣(−l)1 (k+)2 V3

〉
+

∣∣(−l)1 (k−)2 H3

〉
)⊗ |l1〉+ |(−l)1 (k−)2 V3〉 ⊗ |(−l)1〉

=(
∣∣l1 (k−)2 H3

〉
+ |l1 (k+)2 V3〉+

∣∣(−l)1 (k−)2 V3

〉
)⊗ |(−l)1〉+

∣∣l1 (k+)2 H3

〉⊗ |l1〉 (10)

From Eq.(10), Bob and David can obtain |ϕ〉W1 =∣∣l1 (k−)2 H3

〉
+

∣∣l1 (k+)2 V3

〉
+

∣∣(−l)1 (k−)2 V3

〉
and |ϕ〉W2 =∣∣l1 (k+)2 H3

〉
+ |(−l)1 (k−)2 H3〉+

∣∣(−l)1 (k+)2 V3

〉
. Moreover,

with the classical information published by Alice, Bob and
David can further ensure Wi, i = 1, 2 and its corresponding
classical information, i.e., recovering the secret.

B. Information Capacity Carried by W-state
Photon

In our QSS, we use W-states to carry classical information.
W-states are prepared using three DOFs, namely, OAM, po-
larization and path, where OAM is high-dimensional with in-
finite eigenstates exp(imφ), m ∈ (−∞, +∞). Using the char-
acteristics of photon’s OAM, W states can realize the three-
photon entanglement of high-dimensional and large-capacity
information storage. According to information theory, if a
message source generates m symbols independently and with
a uniform probability, then each symbol carries log2 m bits of
information. As every W state can assume m encodings, our
scheme carries log2 m + log2 2 + log2 2 = log2 m + 2 bits of
classical information, where log2 m denotes the bits of clas-
sical information carried by the OAM photon, log2 2 denotes
bits of classical information carried by both the polarization
and path photon.

More precisely, the information capacity is log2 m + 2
for each of the following states:

∣∣l1 (k−)2 H3

〉
,

∣∣l1 (k+)2 V3

〉
,∣∣(−l)1 (k−)2 V3

〉
,

∣∣l1 (k+)2 H3

〉
,

∣∣(−l)1 (k−)2 H3

〉
,∣∣(−l)1 (k+)2 V3

〉
. This compares favourably with the

QSS schemes from the existing works [4–6], where a photon
can carry at most 3-bits of classical information.

IV. SECURITY ANALYSIS

In our QSS, the dealer Alice prepares two states |ϕ〉W1 and
|ϕ〉W2 and assigns independently with uniform probability a
single state to each participant (Bob, Charlie and David) only
once. So, if an attacker wants to obtain the secret informa-
tion, she can only attack the transmitted partially entangled
states. On the other hand, from the type of attacker, an
internal attacker Bob/Charlie/David poses a bigger security
risk than the external attacker Eve, because Bob/Charlie/-
David himself participates in the execution of the scheme and
can obtain more information than Eve. That is, an exter-
nal eavesdropper (who can intercept any information from
quantum lossy channels) is not able to determine the validity
of the intercepted information. For any internal eavesdrop-
per including any single participant among Bob, Charlie, and
David, who can obtain part of the photons either |ϕ〉W1 or
|ϕ〉W2, he cannot determine either of the states (see Lemma
1).

An internal attacker, Bob, Charlie or David, is most likely
to perform two types of attacks. One is to obtain informa-
tion from other honest participants through eavesdropping so
that Alice’s secret is obtained without the help of others. In
the other attack, he may cheat by lying about his own infor-
mation. In the latter attack, the attacker is able to recover
the correct secret while the other honest participants recon-
struct an invalid secret. Since the partially entangled states
are transmitted only once via the quantum channel, Trojan
attacks are ineffective so Bob/Charlie/David may mainly per-
form intercept-resend attacks, photon number splitting (PNS)
attacks, entangle-measure attacks, and cheating attacks. Be-
low we present the details of our security analysis with respect
to these attacks.
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A. Intercept-Resend Attacks

In an intercept-resend attack, an eavesdropper or dishonest
participant intercepts the particles transmitted via a quantum
channel. He first makes some kind of measurement on the
intercepted particles and then according to the measurement
results, prepares new particles and sends them to the receiver.
Finally, he recovers a part or whole secret. For our proposed
protocol, the eavesdropper or dishonest participant can only
perform simple intercept-resend attacks. Below, we present
three possible cases when the attack is launched by one of the
participants Bob, Charlie, or David.

• Bob’s attack. For Bob, the entangled states received
by him are in form of |ϕ〉Wi′ =

∣∣(k−)2 H3

〉
+

∣∣(k+)2 V3

〉
,

where i = 1, 2. If Bob wants to obtain these states∣∣l1 (k−)2 H3

〉
,

∣∣l1 (k+)2 V3

〉
,

∣∣(−l)1 (k−)2 V3

〉
,∣∣l1 (k+)2 H3

〉
,

∣∣(−l)1 (k−)2 H3

〉
,

∣∣(−l)1 (k+)2 V3

〉
, he

has to eavesdrop at Charlie’s or Bob’s quantum chan-
nel. And his eavesdropping cannot be detected with a
probability 1

m
when he is using the correct basis. When,

however, he chooses a wrong basis (this happens with a
probability of m−1

m
), then according to the principle of

mutually unbiased bases, he can still avoid the detec-
tion with a probability of m−1

m
× 1

m
. So the probability

of detecting eavesdropping is equal to

PrDE =

(
1− 1

m
− m− 1

m
· 1

m

)
=

(
m− 1

m

)2

(9)

Figure 2 shows that PrDE is approaching 100% while
the dimension m increases.

• Charlie’s/David’s attack. For Charlie or
David, entangled states received are either∣∣l1 (k+)2

〉
+

∣∣(−l)1 (k−)2
〉

or |l1H3〉 + |(−l)1V3〉.
If Charlie or David wants to obtain these states∣∣l1 (k−)2 H3

〉
,

∣∣l1 (k+)2 V3

〉
,

∣∣(−l)1 (k−)2 V3

〉
,∣∣l1 (k+)2 H3

〉
,

∣∣(−l)1 (k−)2 H3

〉
,

∣∣(−l)1 (k+)2 V3

〉
,

he has to eavesdrop one of the other quantum channels
between Bob and David or between Bob and Charlie.
Any eavesdropping attempts will be detected with a
probability 1

4
(same as in the protocol BB84 [28]).

B. Photon Number Splitting (PNS) Attacks

A traditional QSS based on single states (see [3–5]) suffers
from the photon number splitting (PNS) attacks (as shown in
Figure 3), whenever the transmitted photons to the partici-
pants are lost (possibly due to background noises and atmo-
sphere attenuation) [27]. That is, after a photon is lost, Eve
(or any participant) can prepare multi-photons. She keeps one
and sends others to the participants. After the participants
publish their detected outcomes over classical channels, Eve
can obtain enough information to discover the shared secret.

However, our QSS resists the PNS attacks because of the
W states. For W states, after a loss of an entangled photon,
the entanglement of the remaining photons stays intact. If
Eve launches PNS attacks, she must know the exact OAM,
polarization and path values, which are only known by the
dealer Alice. Moreover, in our QSS, the photon loss of each
participant over the quantum channel varies, which deters
Eve’s eavesdropping. That is, the cost of eavesdropping for

Eve is increased significantly, because she must use the costly
free-space and optical-fiber quantum channels to eavesdrop
simultaneously. Therefore, our QSS is resistant against the
PNS attacks.

C. Entanglement-Measurement Attacks

Entangle-measure attacks means that there is an eaves-
dropper or dishonest participant, who is able to prepare some
ancillary particles and can entangle the prepared auxiliary
particles with the transmitting particles. Later, he can obtain
the secret by measuring these auxiliary particles. However,
this attack is invalid for our proposed scheme. Take Bob for
example, first intercepts the travel states |ϕ〉Wi′′ to Charlie,
and then entangles |ϕ〉Wi′′ with his prepared auxiliary parti-
cles by performing unitary operators. Then, Bob sends the
operated states to Charlie. After receiving them, Charlie tests
and measures the states he received. In this way, Bob tries to
obtain the shared secret by measuring the ancillary particle
in his hands. In this case, the two-particle entangled state
becomes into three-particle state

(|ϕ〉Wi′′)
′ = (α|0〉+ β|1〉)⊗ (

∣∣l1 (k+)2
〉
+

∣∣(−l)1 (k−)2
〉
) (10)

where |α|2 + |β|2 = 1.
From the Eq.(5), we can deduce

{
α = β
(|ϕ〉Wi′′)

′ = |ϕ〉Wi′′

This means that the initial states and the ancillary particle
are always product state. That is, Bob cannot obtain any
useful information about the shared secret by measuring the
ancillary particle. Therefore, our protocol is secure against
the entanglement-measurement Attacks.

D. Cheating Attacks

If one participant cheats, he will be detected. This is be-
cause there are some identical information contained in quan-
tum shares between any two participants. More precisely,
|ϕ〉Wi′ =

∣∣(k−)2 H3

〉
+

∣∣(k+)2 V3

〉
, ϕ〉Wi′′ =

∣∣l1 (k+)2
〉

+∣∣(−l)1 (k−)2
〉
, contain the same path information, |ϕ〉Wi′ =∣∣(k−)2 H3

〉
+

∣∣(k+)2 V3

〉
, |ϕ〉Wi′′′ = |l1H3〉+ |(−l)1V3〉 contain

the same polarization information, and ϕ〉Wi′′ =
∣∣l1 (k+)2

〉
+∣∣(−l)1 (k−)2

〉
, |ϕ〉Wi′′′ = |l1H3〉+ |(−l)1V3〉 contain the same

OAM information.
Before recovering the secret, the chosen two participants

have to verify each other. To be exact, take Bob and Charlie
for example, they use c(0 < c < 1) of their received states
for identity authentication and detecting collective attacks.
Note that in our QSS scheme, there are one half common
quantum information of Bob’s and Charlie’s received states
in Eqs. (4) and (5) respectively. If the common quantum
information of Bob’s and Charlie’s of these quantum state
are all the same, Bob and Charlie are honest. Then, they
can recover the secret with the rest of their received states.
Finally, they perform tensor product on |ϕ〉Wi′ and |ϕ〉Wi′′ ,
and then inform the Dealer their measured outcomes. If their
measured outcomes are not all the same as Alice’s matching
information, Alice abandons this secret sharing. Otherwise,
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FIG. 2: The PNS attacks in QSS schemes [3–5] when transmitting entangled photons over quantum lossy channels.

Alice informs Bob and Charlie about which states are used
over secure classical channels. They can obtain these values
|k+〉, |k−〉, |l〉, | − l〉, |V 〉, |H〉 (see Table I) and further
obtain the corresponding classical bits. For Bob and David,
Charlie and David, the operations are all the same. We can
conclude that our QSS allows to detect the cheating attacks.

V. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a (2,3) threshold QSS
based on asymmetric lossy quantum channels. We take ad-
vantages of W states to enable the communications of partial
information under the assumption of the loss of photons. In
our proposed QSS, the dealer Alice distributes partially en-
tangled W states to the participants Bob, Charlie and David.
Any two participants are able to recover the secret. We have
considered all the three possible scenarios of two-party collab-
oration between Bob and Charlie, and between Charlie and
David, between Bob and David.

Our QSS has the following advantages: (1) The underlying
communication techniques are easy to implement due to the
lossy characteristics of all the quantum channels in real-world
practices. (2) Our QSS is suitable for the asymmetric quan-
tum lossy channel because the W states are transmitted over
asymmetric quantum channels. (3) The information capacity
of three entangled photons equal to log2 m+2, where m is the
dimension. The information capacity of our scheme is higher
than the existing QSS schemes [4-6].

As a future research, we would like to extend our construc-
tion to the general case of (t, n) quantum secret sharing, where
t and n are arbitrary integers (t < n). Moreover, whether our
proposed QSS protocol can be extended or modified to con-
form with the requirement of semi-quantum environment or
not is also an interesting future research for us to do.
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