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Abstract—Industrial Internet of Things applications demand
trustworthiness in terms of Quality of Service (QoS), security, and
privacy, to support the smooth transmission of data. To address
these challenges, we propose a Distributed and anonymous data
Collection (DaaC) framework based on a multi-level edge com-
puting architecture. This framework distributes captured data
among multiple Level-One Edge Devices (LOEDs) to improve
the QoS and minimize packet drop and end-to-end delay. Mobile
sinks are used to collect data from LOEDs and upload to cloud
servers. Before data collection, the mobile sinks are registered
with a Level-Two Edge-Device to protect the underlying network.
The privacy of mobile sinks is preserved through group-based
signed data collection requests. Experimental results show that
our proposed framework improves QoS through distributed data
transmission. It also helps in protecting the underlying network
through a registration scheme and preserves the privacy of mobile
sinks through group-based data collection requests.

Index Terms—QoS, security, privacy, distributed, edge com-
puting.

I. INTRODUCTION

RECENT developments in computing and communication
industries have increased the productivity, efficiency, and

performance of the Industrial Internet of Things (IIoT). As
a result, the IIoT technology can now be utilized in various
industries, e.g., healthcare, surveillance, and transportation
management, to improve their overall performances. These
industries use heterogeneous sensing devices, e.g., simple
sensor nodes and Multimedia Sensor Nodes (MSNs), to gen-
erate hybrid data containing multimedia and non-multimedia
contents. The generated data may contain sensitive information
that needs to be processed in real-time. For timely decisions,
the industries expect a certain level of trustworthiness in the
networking services provided by IIoT technology to support
the safe and smooth transmission of data to the intended
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destinations. Due to recent developments in the electronics
industry, communication devices have become powerful and
can participate in end-to-end communication. However, they
cannot deal with routing, security, and privacy issues in the
underlying networks that can disturb the overall Quality of
Service (QoS). Poor routing mechanisms can cause various
networking issues, such as packet drop and end-to-end delay,
due to buffer overloading on MSNs. To deal with these issues,
mobile sinks can be utilized to collect data from MSNs and
forward to destination devices, e.g., cloud servers. However,
the involvement of mobile sinks raises potential security risks.
To avoid security risks, the mobile sinks need to be registered
with a network controlling device in an offline mode before
data collection. However, the MSNs may get access to personal
directories stored on mobile sinks during data collection,
and as a result, the privacy of mobile sinks can easily be
compromised [1]–[3].

The idea of a multi-level edge computing architecture was
proposed to provide trustworthy networking services, address
issues like packet drop and end-to-end delay, and improve the
QoS [4]. In this architecture, the underlying network, e.g.,
Wireless Multimedia Sensor Network (WMSN), is partitioned
into small clusters. A cluster may consist of a varying number
of MSNs and is represented by a Level-One Edge Device
(LOED) with the most robust computational ability and abun-
dant of buffer space. The LOEDs are responsible for tasks
like cluster management, coordination with a Level-Two Edge
Device (LTED), and data collection from member nodes. In
the past few years, various routing protocols to support end-
to-end communication in the edge computing environment
were proposed in [5]. These protocols are designed for non-
multimedia traffic and may not be able to deal with real-time
multimedia traffic. As a result, the packet drop may frequently
occur on LOEDs and MSNs due to buffer overloading, and as
a result, retransmission may be required. The retransmission
of data may not only consume network bandwidth but may
also increase end-to-end delay. Therefore, there is a need for
an efficient routing scheme to transmit data from MSNs to the
LOEDs.

In the multi-level edge computing architecture, the LTED
may face a service disruption in the network connection. In this
scenario, the LTED may still be able to control the underlying
network. However, it may not be able to upload data to the
cloud servers. On the other hand, real-time multimedia data
are continuously transmitted to the LTED from LOEDs. The
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LTED may not have enough storage space available, and
as a result, it may start dropping incoming data packets. In
this situation, the mobile sinks can be used to collect data
from LOEDs and upload to the cloud servers. However, the
involvement of mobile sinks may introduce potential security
risks [6], and as a result, the trust factor in terms of security
of the underlying network may be at risk. Without a proper
registration scheme, an attacker can use mobile sinks as secret
doors to enter the network and cause damages. Therefore, there
is a need for a scheme to register mobile sinks in an offline
mode to avoid potential security risks.

The registration of mobile sinks helps in protecting the
underlying network from intruders. However, it may disturb
the trust factor in terms of protecting the privacy of mobile
sinks [7], [8]. During data collection, the LOEDs may get
access to personal directories stored on mobile sinks, and as a
result, the privacy of mobile sinks can easily be compromised.
In recent years, researchers have started addressing this prob-
lem in situations like mobile crowdsensing, through different
privacy-preserving techniques [9]. These techniques help in
preserving privacy at the cost of computational complexity,
and may not be feasible for industries using IIoT technology
to transmit real-time data. Therefore, there is a need for a
lightweight privacy-preserving scheme to preserve the privacy
of mobile sinks during data collection in the edge computing
architecture.

In this paper, we propose a Distributed and anonymous
data Collection (DaaC) framework based on the multi-level
edge computing architecture for industries based on IIoT
technology. The main purpose of this framework is to maintain
the trustworthiness in terms of routing, security, and privacy,
to improve the overall QoS. In this framework, we use a
channel acquisition scheme to distribute data among multiple
LOEDs to minimize packet drop and end-to-end delay. A
lightweight scheme based on multiple encrypted messages is
used to register mobile sinks with the LTED. To preserve the
privacy, a mobile sink sends a signed data collection request
on behalf of its group to the LOEDs. The major contributions
of this work are summarized as follows.
• To the best of our knowledge, this is the first effort

to improve the overall QoS by minimizing issues like
packet drop and end-to-end delay and providing secure
and privacy-preserved communication in the multi-level
edge computing architecture.

• A channel acquisition scheme is proposed to enable
MSNs to utilize available transmission channels from
neighbouring LOEDs to ease the burden on their buffers.
In the traditional scenario, the MSNs forward data to their
designated LOEDs. However, if the designated LOEDs
are busy or their storage space are full, the MSNs
can forward data to neighbouring LOEDs by acquiring
transmission channels from them.

• We use a lightweight scheme to register mobile sinks
with the LTED in an offline mode. In this scheme,
multiple encrypted messages are exchanged between the
LTED and mobile sinks. This scheme uses hash functions
and random numbers to register mobile sinks. Once the
registration process is completed, the mobile sinks are

allowed to collect data from LOEDs.
• To preserve the privacy of mobile sinks, signed data

collection requests are forwarded to the LOEDs. In this
scheme, the mobile sinks are distributed into multiple
groups, based on their computational abilities. The data
collection requests are sent on behalf of groups of mobile
sinks to hide the identities (IDs) of requesting mobile
sinks.

The rest of the paper is organized as follows. In Section
II, a literature review is provided on efforts to deal with
packet drop, end-to-end delay, security, and privacy-preserving
issues. The proposed framework is explained in Section III.
Experimental setup and simulation results are discussed in
Section IV. Finally, the paper is concluded in Section V.

II. LITERATURE REVIEW

In this section, we first discuss various routing schemes
based on channel switching and assignment to minimize the
end-to-end delay. Then, we overview various authentication
schemes designed for mobile sinks. In the end, a discussion
on privacy-preserving schemes is provided.

A. Routing Schemes

A survey on latency and end-to-end delay issues in Wireless
Sensor Networks (WSNs) were presented in [10]. In this sur-
vey, various multi-channel assignment protocols are discussed
based on their channel selection and assignment policies. A
study on the robustness of multi-channel routing protocols for
WSNs was presented in [11]. In this study, routing protocols
are classified based on their channel allocation policies to
address various QoS related issues. The surveys presented in
[10], [11] discuss various multi-channel routing approaches
and highlight research challenges and future research direc-
tions. However, a discussion on multi-channel routing schemes
to support real-time multimedia communication was missing
in these surveys.

A routing mechanism for WMSNs was proposed in [12].
This mechanism uses dynamic cost calculation to estimate
transmission paths and select next hop neighbours for real-time
multimedia streaming. A distributed mechanism for multi-
channel WSNs was proposed in [13]. This mechanism uses
neighbourhood information to restore the connection, based on
channel reassignment. An energy-efficient routing mechanism
for cognitive radio sensor networks was proposed in [14]. This
mechanism uses edge devices to manage available transmis-
sion channels, based on the current network status and nodes’
energy levels. The mechanisms proposed in [12]–[14] use
multi-channel transmission strategies to support multimedia
streaming over different types of sensor networks. How-
ever, these mechanisms lack support for real-time multimedia
streaming and are not feasible for industries based on IIoT
technology.

B. Authentication Schemes

A comprehensive scheme for sensor-cloud systems was
proposed in [15]. This scheme uses various trust mechanisms
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to evaluate the trustworthiness of mobile sinks. A scheme for
cloud-centric WSNs was proposed in [16]. This scheme uses
key agreements, based on bilinear pairing and elliptic-curve
cryptography, to avoid node-capture attacks. A pairing-free
identification scheme for WSNs was proposed in [17]. This
scheme uses ID-based techniques to minimize the computa-
tional and communication costs during the registration of mo-
bile sinks. A hybrid scheme for mobile WSNs was proposed
in [18]. This scheme detects malicious nodes and collaborat-
ing imposters using the total number of false-positives in a
decentralized way. A lightweight scheme for mobile WSNs
was proposed in [19]. This scheme uses a watchdog node
first strategy to label mobile nodes and detects Sybil nodes
with high accuracy based on assigned labels. The schemes
presented in [15]–[19] are efficient to protect underlying
networks from mobile sink-based attacks. However, they are
computationally complex, and may not be feasible to support
real-time multimedia data generated by industries based on
IIoT technology.

C. Privacy-Preserving Schemes

A survey on privacy-preserving schemes for mobile crowd-
sensing was presented in [20]. This survey discusses various
factors that can be considered in implementing, designing, and
evaluating privacy-preserving mechanisms. Another survey on
different issues in mobile crowdsourcing was presented in [21].
In this survey, the characteristics of mobile crowdsourcing are
analyzed in terms of security, privacy, and trust challenges.
The studies presented in [20], [21] discuss various privacy-
preserving schemes and highlight potential research chal-
lenges. However, a discussion on the complexity of highlighted
techniques is missing in these surveys.

A k-anonymity-based method to preserve the privacy of
location information in mobile crowdsensing was proposed
in [22]. In this method, users are distributed into multiple
groups and aggregation is applied to preserve their privacy.
A scalable scheme for mobile crowdsensing was proposed
in [23]. This scheme distributes the participants into various
groups and uses leveraging Lagrange polynomial to preserve
the privacy of participants’ bids. A blockchain-based scheme
for mobile crowdsensing was proposed in [24]. This scheme
uses a cryptocurrency-based technique to protect the privacy
of participants. The schemes proposed in [22]–[24] protect the
privacy of mobile users. However, these schemes are computa-
tionally complex and may not be feasible for industries based
on IIoT technology generating real-time data.

III. DISTRIBUTED AND ANONYMOUS DATA COLLECTION
FRAMEWORK BASED ON EDGE COMPUTING

ARCHITECTURES

In this section, we explain our proposed DaaC framework
designed for industries based on IIoT technology. A block
diagram of our proposed framework is shown in Fig. 1. As
shown in this figure, the underlying network is distributed
into small clusters where each cluster is represented by an
LOED. A channel acquisition scheme is used to distribute
captured data among multiple LOEDs. As a result, packet
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Fig. 1: DaaC Framework

drop due to buffer overloading on MSNs is reduced. The
mobile sinks belong to the second group of devices. To
protect the underlying WMSN, a lightweight scheme is used
to register the mobile sinks with the LTED by exchanging
multiple encrypted messages. Once the registration process
is completed, the mobile sinks are distributed into multiple
groups, based on their computational abilities. To preserve
privacy, the mobile sinks send signed data collection requests
on behalf of their groups to LOEDs. It can be seen in Fig.
1 that the LTED plays an important role in protecting the
underlying network and preserving the privacy of mobile
sinks. In the following subsections, we explain our proposed
framework in detail.

A. Distributed Data Transmission

In this framework, a WMSN consisting of N nodes, is
partitioned into multiple clusters, each containing K nodes
where K ⊂ N . Each cluster is represented by an LOED (i.e.,
αm where m ∈ {1, 2, · · · ,M} and M ⊂ N ). The LOEDs
collect data from member nodes and forward to an LTED.
The procedure of cluster formation and LOED selection is
described in our previous works published in [25]–[27]. In
real-time scenarios, the data capturing rate of a node is always
higher than the transmission rate, as shown in the following
equation. ∑

Ick >
∑

Itk , (1)

where Ick and Itk denote the information captured by a node
and transmitted to the LOEDs, respectively.

Due to a higher Ick , the packet drop may occur due to
buffer overflow. A threshold value (i.e., Tk) is used to indicate
the buffer overflow. In the start of simulations, the buffers
are empty. In this framework, the MSNs communicate with
LOEDs using Time Division Multiple Access (TDMA) slots
allocated by LOEDs. The MSNs compare their buffer capacity
(i.e., Bk) against Tk on regular bases to determine whether
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they should wait for their TDMA slots from their LOEDs (i.e.,
αm) or initiate a channel acquisition request to a neighbouring
LOED (i.e., αm), as shown in the following equation.

∑
Ick→

{
αm, if Bk < Tk,

αm, otherwise.
(2)

Each LOED entertains a limited number of data requests
due to the limited buffer space. The capacity of a LOED (i.e.,
Icm ) can be computed using the following equation.

Icm =
K∑
k=1

d

dt
Itk . (3)

When a LOED is unable to entertain data requests from
member MSNs, the nodes need to react immediately to avoid
buffer overloading. The nodes can forward data to neighbour-
ing LOEDs by acquiring channels from them. The LOEDs
manage the data forwarded from their member and neighbour-
ing clusters’ nodes. It can be represented by modifying Eq. 3,
as shown in the following equation.

Icm =

K∑
k=1

d

dt
Itk +

L∑
l=1

d

dt
Itl , (4)

Here Itl represents the data transmitted from nodes of neigh-
bouring clusters and L is the total number of nodes sending
requests from neighbouring clusters where L ⊂ N . Symbols
Bm and Tm represent the buffer capacity and threshold value,
respectively, of an αm.

In our proposed framework, the LOEDs advertise them-
selves in their neighbourhood. This advertisement contains
their Received Signal Strength Indicator (RSSI) values. Each
node builds a table of corresponding and neighbouring LOEDs
and stores the information in a descending order based on their
RSSI values. In this table, the αm always has the highest
rank. When the αm is unable to entertain data forwarding
requests, the MSN contacts their neighbouring LOEDs by
broadcasting a channel acquisition request, i.e., Request To
Send (RTS). After transmitting the RTS, the MSN waits for
a response, i.e., Clear To Send (CTST ), where T denotes the
waiting time threshold for a CTS. After receiving the RTS,
an αm determines if a spare channel is available or not. If a
channel is available, it is allocated to the requesting MSN. If
the CTS exceeds T , the MSN sends the RTS to the next LOED
in sequence, i.e., αm+1. The channel acquisition scheme is
summarized in Algorithm 1.

B. Mobile Sink Registration

In the traditional scenario, the LOEDs are responsible for
collecting data from member MSNs and forwarding to the
LTED. After initial processing, the LTED uploads data to the
cloud servers. In our proposed framework, we assume that the
LTED is unable to upload data to the cloud servers due to
technical faults in the Internet connection. On the other hand,
data from LOEDs need to be uploaded immediately; otherwise,
the packet drop may occur due to buffer overloading. In
this scenario, mobile sinks are used to collect data from

Algorithm 1 Channel Acquisition Scheme
1: Input: (k,m,N)

2: Output: (Neighbour Channel Allocation: Yes || No)

3: LOED advertisement . Each LOED advertises itself.

4: Rm value . Used by member nodes for LOED selection.

5: Store Rm values in a table . Table that contains information of neighbouring

LOEDs.

6: Sort the table in a descending order based on Rm values

7: αm selection from the table . Corresponding LOED selection

8: Broadcast joining request to αm . Cluster formation

9: k → αm ∀k ∈ N . A node joins a LOED.

10: Ic → αm . Forwarding of information to the corresponding LOED

11: if (Bk ≥ Tk) then

12: while m ≤M do

13: RTSk → αm . Node k initiates a channel acquisition request to αm.

14: if CTST ≤ T then

15: Ic → αm . Channel acquisition successfully

16: break . Exit the loop

17: else

18: RTSk → αm+1 . Remove αm from LOEDs’ table

19: end if

20: end while

21: end if

LOEDs and upload to the cloud servers. However, mobile
sinks cannot be fully trusted. In our proposed framework, the
mobile sinks are registered with the LTED in an offline mode
before data collection. The registration process is performed
in the following five steps.

1) Registration Request: In this step, a mobile sink (i.e.,
β) sends an encrypted registration request to the LTED, as
bellow,

ωj = AES{j, (ηj ⊕ µj)}, (5)

where j is the ID of the requesting mobile sink (βj), ∀j ∈
{1, 2, · · · , J} and ωj is the encrypted registration request. µj
and ηj represent session key and random nonce, respectively.
Each of them is unique to a βj and are of 128-bits long. The
session key is used to define the duration of registration, and
the random nonce is used to secure the session between the
LTED and mobile sinks (βj). We have used AES-128 in Cipher
Block Chaining (CBC) mode for encrypting messages between
the mobile sinks and LTED. The key length of AES is 128
bit in our proposed framework. AES is resource-efficient and
incurs small computational and storage overhead on MSNs
and LOEDs. Though mobile sinks have ample of resources,
however, this is not the case with their communicating coun-
terparts, i.e., LOEDs.

2) Challenge to Request: In this step, the LTED decrypts
the encrypted registration request to retrieve the session key,
random nonce, and ID of the mobile sink. The LTED uses
them to create an encrypted challenge using the following
equation and forwards it to the mobile sink.

δj = (j || µj || ηb1), (6a)

∆j = (j || ηj || ηb1), (6b)

Ω = AES{δj ,∆j}, (6c)
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Algorithm 2 Mobile Sink Registration
1: Input: (j, ηj , µj , ηb1 , ηb2 )

2: Output: (Registration: Completed || Failed)

3: βj
ωj−−→LTED ∀j ∈ {1, 2, · · · , J} . Mobile sink sends a registration request

using Eq. 5.

4: LTED Ω−→ βj . LTED responds back with a challenge using Eq. 6c.

5: βj
ωj−−→ LTED . Mobile sink replies back to the challenge using Eq. 7.

6: if (ηb1 ) exist then

7: βj is authentic . Registration is completed.

8: LTED
Ωj−−→ βj . LTED forwards the registration certificate.

9: LTED→ βj . LTED shares the database of LOEDs.

10: else

11: βj is unauthentic . Registration failed.

12: end if

where Ω denotes the encrypted challenge and ηb1 is a 128-
bit long random nonce generated by LTED. δj denotes the
time-stamp, i.e., the total amount of time a mobile sink can
spend in the underlying network. ∆j is an authentication value
used by mobile sink to create a response to the challenge
forwarded by LTED. Both δj and ∆j are unique and specific
to the requesting mobile sink.

3) Response to Challenge: In this step, the mobile sink
decrypts the encrypted challenge and retrieves the time-stamp
and authentication value. The mobile sink stores δj in its
buffer and uses ηb1 to create an encrypted response using the
following equation and forwards it back to the LTED.

ωj = AES{δj , (ηb1 || (ηj ⊕ µj)}, (7)

Here, ωj denotes the encrypted response. The mobile sink uses
the same nonce value, i.e., ηj (the one used to generate the
registration request), to create an encrypted response.

4) Registration Certificate: In this step, the LTED decrypts
ωj and retrieves the embedded values. If ηb1 and δj are found,
it means the mobile sink is a valid device. The LTED generates
a registration certificate for requesting mobile sink using the
following equation.

Ωj = AES{ηb2 || j || (ηj ⊕ µj)}, (8)

Here, ηb2 denotes a random nonce generated by LTED and Ωj
is the registration certificate for requesting mobile sink.

5) Database Sharing: In this step, the LTED generates
two copies of the registration certificate. The first copy is
stored in the buffer of the LTED for future communication
and the second copy is sent to the requesting mobile sink as
a response to ωj . Furthermore, the LTED shares the database
of all registered LOEDs with the registered mobile sink. This
database contains IDs and location coordinates information
of registered LOEDs. It helps registered mobile sinks to
locate different LOEDs. The entire registration process is
summarized in Algorithm 2.

C. Privacy-Preserved Data Collection

In this phase, the privacy of mobile sinks is preserved
through a modified version of a scheme proposed in [28]. In

the original scheme, the mobile sinks are distributed into multi-
ple groups based on their access privileges. The registration of
mobile sinks is performed on LOEDs. This type of registration
is not only a time-consuming process but also increases the
overall communication cost. Furthermore, introducing extra
tasks, e.g., registration of mobile sinks and newly joining
MSNs and processing of data may increase the computational
overhead on LOEDs and may degrade their performance. In
our proposed framework, we make our scheme lightweight
by performing the registration on the LTED as explained
in Section III-B. Secondly, mobile sinks are distributed into
two groups based on their resources. The first group consists
of powerful devices, e.g., smartphones, tablets and laptops,
and can deal with all type of data, while the second group
consists of simple sensor nodes, e.g., titbits, and deals with
non-multimedia data only. Unlike the original scheme, our
proposed framework can deal with both multimedia and non-
multimedia data. In the following subsections, we explain the
modified group-based data collection scheme in detail.

1) Signature Creation: Let us denote e as a large prime
number. We also define G(Pe) as a group for a set of solutions,
i.e., {x, y} ∈ Pe × Pe). If Θ denotes a point at infinity, then
a generator point (i.e., Y = (xe, ye) where Y 6= Θ) is chosen
in a way that its order is another large prime number (i.e.,
o) over G(Pe). Based on this prime number, a subgroup, i.e.,
g ⊂ G(Pe), of order o is also constructed. Furthermore, two
cryptographic hash functions (i.e., H1 and H2) are selected,
where H1 : {0, 1} → Po and H2 : g × g → Po.

In our proposed framework, the LTED and mobile sinks
create a pair of private and public keys, each of 160-bits length.
The private and public keys of LTED are denoted by χ and χ,
respectively. On the other hand, the private and public keys of
mobile sinks are denoted by χβj and χβj , respectively. Here,
{χ, χβj} ∈ Po, χ = χ.Y , and χβj = χβj .Y .

During the registration process (i.e., Algorithm 2), a mobile
sink forwards its χβj along with its ID to the LTED. Upon
registration, the mobile sink informs the LTED about its
computational resources, i.e., processing power and storage
capacity. Based on computational resources, mobile sinks are
placed in the first or second group. The LTED maintains a
table of registered mobile sinks in each group. The table has
four fields, i.e., table masks, IDs, public keys, and time-stamps
of registered mobile sinks. The table mask is a 1-bit long
field, where a 0 indicates that the mobile sinks in a table
can only deal with non-multimedia data while a 1 suggests
that the mobile sinks can deal with both multimedia and non-
multimedia data. The tables are sorted based on timestamps
in descending order.

After sorting the tables, the LTED shares the tables with
LOEDs without signing. In the case of mobile sinks, the
LTED signs the tables with its χ before sharing with registered
mobile sinks. The signing of tables helps to protect the
information of mobile sinks. Upon receiving, the registered
mobile sinks use their public keys to search their groups
and group members from shared tables. To collect data from
LOEDs, a mobile sink generates a data collection request
(i.e., req). This request consists of four fields, i.e., region,
table mask, sequence number, and timestamp. The region field
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represents the coordinates of the targeted region. There can be
multiple LOEDs in the targeted region. The coordinates of the
targeted region can be determined from the database of LOEDs
shared by LTED. The table mask helps LOEDs to decide
which type of data they can share with requesting mobile sinks.
A video sequence consists of multiple frames where a unique
ID represents each frame. In distributed transmission, a video
sequence may be distributed among multiple LOEDs. The
sequence number field represents the ID of a specific video
frame. If an LOED does not have the requested video frame, it
discards the req and sends back a negative acknowledgement.
The timestamp is added to inform LOEDs how much time a
mobile sink can spend in the targeted region.

In a group, there can be a total of S mobile sinks where
S ⊂ J . To make the identity anonymous and sign the data
collection request on behalf of an entire group, a mobile
sink needs to have three values, i.e., initial, mid, and final
values. The mid-value represents the public keys of group
members. To compute the initial and final values, the mobile
sink performs the following computations.

1) A βj randomly chooses numbers (ps and pj). Here,
{s, j} ∈ {1, 2, · · · , S}, s 6= j, and {ps, pj} ∈ Pe.

2) After computing the random numbers, the βj performs
the following computations.

Zs = ps.Y, (9a)

Zj = pj .Y −
S∑
s=1

H2(H1(req)Y, Zs).χβs , (9b)

where Zs represents the initial value of the signature
and Zj is a check value to validate Eq. 9b. If for some
reason, Zj = Θ or Zj = Zs, the mobile sink needs to
choose another value for pj .

3) In this step, the final value of the signature (i.e., z) is
computed using the following equation.

z = pj +

S∑
s=1

ps + xj .H2(H1(req)Y.Zs)(mod o). (10)

4) In this step, the signature σ is created by concatenating
the computed values as shown in the following equation.

σ = {initial value, mid value, final value}, (11a)

σ = {Z1, Z2, · · · , ZS , χβ1
, χβ2

, · · · , χβS , z}. (11b)

Once the signature is created, the mobile sink creates
a message that contains the data collection request and
signature, i.e., {req, σ}, and sends to the LOEDs.

In the proposed framework, the anonymity of mobile sinks
depends on the group size, i.e., the total number of mobile
sinks participating in creating the signed data collection re-
quests. A large number of mobile sinks makes the anonymity
strong. However, it increases the size of the signature and
computational overhead. Therefore, the sizes of groups need
to be selected carefully.

2) Signature Verification: After receiving the message (i.e.,
{req, σ}), an LOED performs three checks. First, the LOED
checks the table mask to determine the type of data that

Algorithm 3 Privacy-Preserved Data Collection
1: Input: (χ, χ, χβj , χβj , e, o,H1, H2, Y )

2: Output: (Data Collection: Yes || No)

3: Generate G(Pe), ∀{x, y} ∈ Pe × Pe

4: βj

χβj−−−→LTED, ∀ χβj = χβj .Y

. βj sends a registration request to LTED.

5: LTED −→ βj

. Share signed tables, digital signature and public key certificate

6: βj chooses ps, pj , ∀ {ps, pj} ∈ Pe . Computation at βj

7: βj computes Zj

8: if (Zj==Θ||Zj==Zs) then

βj choose a value for pj

9: βj calculates z

10: βj computes σ . Digital Signature

11: βj
{req,σ}−−−−−−→ α . Data Collection Request

12: α computes hs . Hashing

13: if (σY == True) then

σ is verified . Data collection request from a legitimate βj

14: else

15: σ is unverified . Discard data collection request

16: end if

17: end if

is going to be shared. Secondly, in the case of video data,
the LOED checks the sequence number field in the data
collection request. If the LOED does not have the requested
data, the message is discarded and a negative acknowledgment
is sent back. Thirdly, the LOED checks the time-stamp field
to confirm an allowable time range for a successful delivery
of data. If the time-stamp is very short, the LOED discards
the message and sends back a negative acknowledgment. If all
checks are cleared, the LOED performs the following steps.

1) In the first step, the LOED computes a hash value (i.e.,
h) using the following equation.

hs = H2(H1(req)Y, Zs), ∀ 1 ≤ s ≤ S. (12)

2) In this step, the computed hash value is used to check the
validity of the signature using the following equation.

σY =
S∑
s=1

(Zs + hs.χβs),

= Zj + hj .χβj +
S∑
s=1

(Zs + hs.χβs),

= pj .Y + hj .χβj +
S∑
s=1

Zs.

(13)

If Eq. 13 holds, the signature is verified and the LOED
replies back with the requested data. The data collection
procedure is summarized in Algorithm 3.

IV. EXPERIMENTAL SETUP AND SIMULATION RESULTS

In this section, we discuss the experimental results of our
proposed DaaC framework. The simulations are executed in
Matlab 2018a. For data generation and transmission, we build
a WMSN consisting of 500 randomly distributed nodes. In
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each round of the simulation, only 5% nodes are selected as
LOEDs.

For performance comparison, we consider three existing
frameworks, i.e., Signature-based Authenticated Key Estab-
lishment (SAKE) [29], Heterogeneous Ring Signcryption
(HRS) [30], and Enhanced Time-stamp-based Password Au-
thentication (ETPA) [31]. All these frameworks are designed
to protect the underlying network from external threats and
preserve the privacy of end-devices. Similar to our proposed
framework, these frameworks also operate in multiple phases.
Other common features include the use of private and public
keys to encrypt and decrypt data and the support for het-
erogeneous devices. However, these frameworks operate in
different ways and are tested against specific types of attacks.
For example, the SAKE framework targets eavesdropping,
controlling of nodes, and physical damage attacks. The HRS
framework is designed to protect against adaptive chosen-
ciphertext attacks [32]. The ETPA framework is designed to
provide protection against anonymity violation attack as well
as smart card stolen attack. Except for physical damage and
smart card stolen attacks, our proposed framework covers
the remaining attacks. Our proposed framework operates in
three phases, i.e., distributed data transmission, mobile sink
registration, and privacy-preserved data collection. The per-
formance of our proposed framework is evaluated in terms
of packet drop and end-to-end delay. To further evaluate the
performance in terms of security and privacy features, we
consider computational overhead and communication cost.

In the edge computing architecture, the LOEDs are always
busy performing different tasks, e.g., communicating with the
LTED and member nodes, and authenticating and verifying
the identities of newly joining nodes. On top of these tasks,
we introduce extra tasks for LOEDs, i.e., distributed data
transmission, verification of mobile sinks, and managing data
collection requests. These additional tasks can quickly increase
the computational overhead. The computational overhead is
the total amount of time required to perform all the tasks
mentioned earlier. Unlike the SAKE, HRS, and ETPA frame-
works, the mobile sinks are registered with LTED in our
proposed framework. It can be seen in Fig. 2 that our proposed
framework shows less computational overhead as compared to
the targeted frameworks. In the start of simulations, all frame-
works show almost similar performances. However, the SAKE,
HRS, and ETPA frameworks show a higher computational
overhead as compared to our proposed framework when the
total number of nodes (i.e., mobile sinks and MSNs) increases.

A comparison based on communication cost is shown in Fig.
3. In this comparison, we consider the total number of packets
(i.e., data and control packets) transmitted in the underlying
network. In this comparison, our proposed framework shows
less communication cost as compared to the targeted frame-
works. Unlike the targeted frameworks, the registration process
in our proposed framework is performed on LTED. As a
result, the mobile sinks can directly communicate with LOEDs
without exchanging multiple control messages which reduces
the overall communication cost. Distributed data transmission
includes channel request messages which may increase the
network load. The LOEDs and mobile sinks operate in open
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Fig. 3: Communication Cost

environments with limited available bandwidth. The transmis-
sion of extra messages requires extra bandwidth and may cause
network interference, and as a result, the packet drop may
occur due to the unavailability of bandwidth.

In Fig. 4, we compare our proposed framework against the
targeted frameworks for a varying number of malicious nodes
to evaluate the authentication rate. The authentication rate, also
known as the detection rate, decreases with an increase in
the number of malicious nodes. The cluster-based operation
of the underlying network means that the LOEDs need to
manage multiple requests of member nodes all the time. An
increase in the number of malicious nodes also increases the
total number of attempts to transmit fabricated data in the
underlying network. Our proposed framework attains an aver-
age detection rate of 99.35% that shows it is highly resilient
against the presence of malicious nodes. In comparison, the
average detection rates of the targeted frameworks stand at
96.65%, 96.75% and 95.29%, respectively. This comparison
concludes that our proposed framework is highly efficient to
ensure the integrity of transmitted data.

In Fig 5, our proposed framework is compared against the
targeted frameworks in terms of packet delivery ratio in the
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Fig. 5: Packet Delivery Ratio

presence of a varying number of malicious nodes. The average
packet delivery ratio is 94.96%, 83.95%, 77.8%, and 77.3%,
for our proposed framework and the SAKE, ETPA, and HRS
frameworks, respectively. Unlike our proposed framework, the
targeted frameworks experience a significant drop in the packet
delivery ratio with an increase in the number of malicious
nodes. The packet delivery ratio is associated with the authen-
tication rate. During the authentication process, the malicious
nodes that sneak through the detection process acquire TDMA
slots from LOEDs and broadcast their fabricated data packets.
The targeted frameworks experience a significant drop in the
packet delivery ratio when the number of malicious nodes
increases beyond 20.

In Fig. 6, a comparison is made for data freshness in
the presence of 20 malicious nodes in the network. The
data freshness is significantly affected when the number of
malicious nodes exceeds beyond 20. A higher percentage of
data freshness means that a framework is robust and resilient
against replay attacks [33]. In this figure, the average data
freshness is 98.5%, 98.05%, 97.55%, and 96.93%, for our pro-
posed framework, and SAKE, ETPA, and HRS frameworks,
respectively, for 100 seconds. Unlike our proposed framework,
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Fig. 6: Data Freshness

the targeted frameworks experience a significant drop in the
data freshness after 20 seconds of the network operation. Fig 6
concludes that as the number of malicious nodes increases, the
freshness percentage of the received data gradually decreases.
An increase in the number of malicious nodes means an
increase in the number of data transmission attempts made by
these nodes. As a result, the stale and redundant data streams
are transmitted that affects the freshness parameter, and at the
same time, increases the probability of replay attacks.

Finally, we evaluate the effectiveness of our proposed
scheme based on the time complexity of individual algorithms.
In Algorithm 1, the best-case time complexity is Ω(n) and
worst-case time complexity is O(n2). In this algorithm, based
on the condition, the If statement is executed only one time,
i.e., (O(1)) and the While loop is executed n times, i.e., (O(n)).
However, sorting plays an important role in this algorithm.
In this algorithm, each member node maintains a table that
contains information about the neighbouring LOEDs. We used
insertion sort for sorting this table. The worst case complexity
of Insertion sort is O(n2) and best case complexity is Ω(n).
The time complexity of Algorithm 2 is O(1). The complexity
of this algorithm depends on the If-Else statement. In case,
the If statement is true, its body will be executed; otherwise,
the body of Else statement will be executed. In either case,
the body will be executed once only. For this algorithm, the
worst and best-case time complexities remain the same, i.e.,
Ω(1)=O(1). The time complexity of Algorithm 3 is determined
by the two If statements. These statements are executed only
once if their respective conditions are true. If the condition is
false, the Else counterparts of these If statements are executed
once. The best and worst-case time complexities for this al-
gorithm are same, i.e.,Ω(1) = O(1). A comparison of the three
algorithms is provided in Table I. The complexities of these
algorithms highlight the efficiency of our proposed scheme as
they are time-efficient and incur a lower computational cost.
These features are beneficial given the resource limitations
imposed on MSNs and LOEDs.
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TABLE I: Time Complexity of Proposed Algorithms

Algorithms Best Case Worst Case
Algorithm 1 Ω(n) O(n2)
Algorithm 2 Ω(1) O(1)
Algorithm 3 Ω(1) O(1)

V. CONCLUSION

In this paper, we have proposed a distributed and anony-
mous data collection framework, called DaaC, based on an
edge-computing architecture. In this framework, the generated
data are distributed through acquired channels among multiple
LOEDs. The distributed data transmission not only minimizes
the computational overhead and communication cost but also
sustains the freshness of data and attains a higher percentage of
packet delivery ratio. As a result, the maximum amount of data
is transmitted from LOEDs to the cloud servers through mobile
sinks. Simulation results show that our proposed framework
performs better as compared to the targeted frameworks in
terms of protecting the underlying network and preserving the
privacy of mobile sinks. Moreover, it is time-efficient with
lower complexity order. A lightweight registration technique
enables the mobile sinks to quickly approach the overloaded
LOEDs, collect time-sensitive data, and forward to the cloud
servers. Regarding future work, we plan to use our proposed
framework in the mobile edge computing environment.
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