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Location-aware Service Recommendations 
with Privacy-preservation in the Internet of 

Things  
Wenmin Lin, Xuyun Zhang, Lianyong Qi, Weimin Li*, Shancang Li, Victor S. Sheng, Surya Nepal 

Abstract—With the ever-increasing maturity and popularization of Internet of Things (IoT), tremendous business applications 
developed by distinct enterprises or organizations have been encapsulated into lightweight web services that can easily be 
accessed or invoked remotely. However, the big volume of candidate web services places a heavy burden on the users’ service 
selection decision-making process. Under the circumstance, a variety of intelligent recommendation solutions have been 
developed to reduce the high decision-making cost. Traditional resolutions usually challenge in two aspects. First, the 
recommendation parameters, i.e., the quality of services (QoS) usually relies on user/service location heavily; therefore, low-
quality recommended results may be returned to users if user/service location information is overlooked. Second, historical QoS 
data often contain partial sensitive information of users; therefore, it becomes a necessity to protect the sensitive QoS data while 
making accurate recommendation decisions. To tackle above challenges, we introduce the concepts of user/service location 
information and Locality-Sensitive Hashing (LSH) in the domain and propose a location-aware recommendation approach with 
privacy-preservation capability. A wide range of experiments are set up based on popular WS-DREAM dataset, whose results 
prove the effectiveness and efficiency of our approach.  

Index Terms—Recommender system, Quality of Service, Location, Privacy, Locality-Sensitive Hashing 
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1 INTRODUCTION
ith the gradual maturity and popularization of ser-
vices computing technology, many enterprises and 

organizations have begun to encapsulate their developed 
business applications into various web services that can be 
easily accessed or invoked remotely [1-4]. The massive can-
didates in existing service communities (e.g., programma-
bleweb.com and mashape.com) bring a big challenge for 
the service selection decision-making process. To reduce 
the users’ decision-making cost, a variety of lightweight 
recommendation solutions have been developed recently. 
Typically, through analyzing known user information, a 
recommender system could infer the approximate likes 
and dislikes of a user and further make accurate recom-
mendations to the user accordingly [5-9]. Therefore, the 
key precondition and challenge to make successful recom-

mendations is to effectively capture the valuable infor-
mation and preferences of service users. 

Fortunately, the recently emerged Internet of Things 
(IoT) has provided us an effective way to tackle the above 
challenge. In IoT age, various mobile and smart devices 
have come into people’s lives and provided rich functions 
(e.g., game and entertainment) to mobile users [10-12]. 
Typically, a mobile device is often integrated with multiple 
intelligent sensors, such as gravity sensors, velocity sen-
sors and GPS sensors. Through these built-in sensors, we 
can monitor the real-time context information (e.g., user lo-
cation) of a mobile user. In other words, the user context 
data collected by mobile devices have provided us a prom-
ising perspective to understand the situation that a user is 
in [13-14]. Moreover, these sensed context data could be 
used to build user profiles and further predict the prefer-
ences of the user. For example, if a user has run for a long 
time, he/she may prefer a bottle of water due to probable 
thirst. Therefore, the sensed context data by mobile devices 
have offered an ideal basis for service recommendations. 
Inspired by this observation, many researchers have begun 
to investigate the sensed context data-based recommenda-
tions, e.g., location-aware service recommendations. 

Location is a crucial factor for recommendation deci-
sion-makings as the quality of service (QoS) often depends 
on user locations or service locations heavily.  For example, 
a user in Australia may access a web service hosted in Aus-
tralia very quickly, but it is very slow to access a web ser-
vice hosted in China. Therefore, location is a crucial factor 
that impact the accuracy of recommended results and the 
satisfaction of user experience. Furthermore, location-
aware QoS data often contain some sensitive information 
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of users, e.g., a user’s ever-invoked service set, consumed time 
that costs a user to invoke a service hosted in a country, and so 
on. Therefore, it is a necessity as well as a challenging task 
to realize the goal of user privacy protection while per-
forming location-aware accurate recommendations. 

To cope with above challenges, in this paper, we intro-
duce the concept of user/service location information and 
Locality-Sensitive Hashing (LSH) [15] in the domain, after 
which we bring forth a less-sensitive location-aware rec-
ommendation solution, named Reclocation-LSH. Overall, the major 
contributions of our work are listed as below: 
(1) We use the LSH technique in information retrieval do-

main for location-aware recommendation problems to
protect sensitive user privacy associated with user lo-
cation or service locations.

(2) We bring forth a less-sensitive recommendation solu-
tion named Reclocation-LSH, which takes into consideration lo-
cation-aware QoS variation and LSH-based QoS data
protection simultaneously.

(3) A wide range of experiments are designed based on a
popular WS-DREAM dataset, whose results show the
advantages of the suggested Reclocation-LSH approach in terms
of effectiveness and time efficiency.
The paper structure is organized as follows. Section 2

summarizes the related work. Section 3 formulates the loca-
tion-aware service recommendation problems. Section 4 
presents the detailed steps of Reclocation-LSH approach. Experiment 
comparison analyses are presented in Section 5. Finally, Sec-
tion 6 concludes the whole paper and discusses the short-
comings and possible improvement directions. 

2 RELATED WORK 
Many researchers have carried out the study on service rec-
ommendation, which covers multiple topics such as trust 
model for recommendation [16-20], social network based 
recommendation [21-24], location-aware [25-30] recom-
mendation, as well as privacy-guaranteed recommenda-
tion [31-36], to name a few. Since our work focus on loca-
tion-aware and privacy protection issues with service rec-
ommendation, we will review existing literatures from two 
perspectives: location-aware service recommendation and 
privacy-preserving service recommendation, respectively. 

(1) Location-aware service recommendation
In [25], the location information of users and web ser-

vices were used to cluster similar users and similar services, 
respectively. The goal here was to minimize the candidate 
service space in the service recommendation decision-
making process. Furthermore, through the location-based 
similar service finding, an unavailable service incurred by 
unexpected exceptions could be replaced by another simi-
lar service nearby; this way, the recommendation robust-
ness is improved when a service exception occurs. In [26], 
user locations or service locations were taken as a coordi-
nator factor of service quality when performing service 
quality prediction and service recommendations, to make 

multi-dimensional and fine-grained recommendation de-
cisions. This work was different from other recommenda-
tion approaches in which the location information was 
only recruited to predict the missing service quality data. 
In [27], the authors first clustered users into different user 
regions based on user locations and meanwhile clustered 
the candidate services into different service regions based 
on the service quality, respectively. Afterwards, user re-
gions and service regions were introduced into the subse-
quent collaborative filtering recommendation process to 
pursue a more accurate and reasonable recommended list. 
In [28], the location information of users was regarded as a 
key evaluation basis for similar users; in other words, only 
those users who were close to a target user were utilized to 
predict the missing service quality data of the target user 
as they were located nearby and probably had a similar 
quality of experience. In [29], the authors insisted that the 
quality of a service was probably influenced by its neigh-
boring services as there was a potential correlation be-
tween the QoS of two neighboring services. Inspired by 
this observation, the neighboring users’ observed service 
quality was included in the service recommendation model 
based on the matrix factorization technique to improve the 
recommendation precision. In [30], the authors built a dy-
namically varied context for each user based on the move-
ment behaviors of the user; afterwards, a context-aware 
service recommendation approach was brought forth to re-
alize location-aware dynamic recommendations. 

To summarize, the above literature did not discuss the 
effect caused by possible disclosure of location privacy and 
sensitive QoS data, which may result in the decline of the 
user satisfaction degree due to privacy concerns.  

(2) Privacy-preserving service recommendation
A “partial release” mechanism was proposed in [5]

where each service provider only released partial QoS data 
(concretely, the optimal QoS data) of its services, while 
other QoS data were not published to the outside world; 
this way, user privacy could be protected to some extent. 
In [31], an obfuscation strategy was employed to confuse 
QoS by adding randomly generated data. Therefore, the 
new QoS was recruited to make recommendation deci-
sions, to pursue near-to-optimal recommended results. In 
[32], each QoS data was divided into multiple pieces and 
stored by multiple clients. Then each client could only 
maintain partial information of the stored QoS data, with-
out knowing all the details of the stored QoS data; this way, 
sensitive QoS data were protected. In work [8, 13, 33], var-
ious hash techniques (e.g., Locality-Sensitive Hashing, 
MinHash and SimHash) were recruited to secure the sen-
sitive information involved in recommendations. Its main 
idea was to encapsulate the QoS information into indices 
(e.g., user indices and item indices) and then to employ the 
less-sensitive indices for service recommendations. As 
hash techniques are often privacy-guaranteed and time-ef-
ficient, the service recommendation performances were 
improved in terms of privacy-preservation and efficiency. 



Figure 1. A location-aware recommendations scenario with privacy-preservation in the IoT.

Although above existing approaches secured user privacy 
to some extent while making optimal service selection de-
cisions, they did not discuss location-based QoS variations 
or fluctuation especially in the dynamic IoT or mobile en-
vironment. Sensitive QoS data including location infor-
mation were encrypted in [34-36] for secure recommenda-
tion; however, encryption is often not cost-effective. 

With the above review, we can reach a conclusion that 
existing service recommendation solutions fail to con-
sider the location-aware QoS variations and QoS data 
protection simultaneously. Therefore, in this paper, we 
introduce the LSH technique into traditional location-
aware recommendation problems to pursue secure and 
accurate recommended results. Concretely, a location-
aware recommendation solution with privacy guaran-
tees, i.e., Reclocation-LSH is brought forth, whose detailed steps 
and specifications will be clarified in the following sec-
tions. 

3   PRELIMINARY KNOWLEDGE AND PROBLEM
FORMULATION 

3.1 Preliminary Knowledge 

Locality Sensitive Hashing(LSH) is firstly proposed by In-
dyk et al. in 1998 [43]. It is one of the best known approxi-
mate nearest neighbor algorithms, and it is widely adopted 
as an indexing technique to speed up large-scale data re-
trieval. The essence of LSH is that points close to each other 
are very likely to be mapped to the same bucket by using 
locality sensitive hash functions, but points far from each 
other are probably mapped to different buckets. By map-
ping the large-scale data into hash tables, the search space 
could be reduced greatly for each data query. Due to the 
low probability that neighbor points are mapped to the 
same bucket only using one hash function, developers usu-
ally construct a large number of hash functions and hash 
tables to increase the collision probability of neighbors. By 
doing this, search accuracy could be greatly improved ac-
cordingly. 

Moreover, with locality sensitive hashing functions, 
original data is projected into another piece of information. 
As a result, the privacy information contained in original 
data could be preserved as long as operations are con-
ducted on the hashed values. In this paper, we adopt LSH  

technique to speed up efficiency of service recommenda-
tion, and persevere user’s privacy as well. 

3.2 Problem Formulation 

Next, we utilize the example in Fig.1 to motivate this work 
intuitively. As exampled in Fig.1, there are a user set U = 
{u1, …, um} and a service set WS = {ws1, …, wsn}; the QoS data 
is represented by {q1,1, …, qm,n} where qi,j (1 ≤ i ≤ m, 1 ≤ j ≤ n) 
means the running quality of wsj executed by ui in the past; 
the user location data are monitored by mobile devices and 
further be recorded in a Google platform; while the service 
location data are recorded by web service communities, 
correspondingly. Moreover, the recommender system 
needs to read the user/service location data for accurate 
recommendation decision-makings. To simplify the dis-
cussion, we assume that users executed identical ser-
vices belong to the same location. 

In the recommendation scenario presented in Fig.1, 
there are often two challenges: 

(1) The QoS data {q1,1, …, qm,n} often depends on the loca-
tion information of both users and services. Therefore, it is 
not rational and accurate to treat all the QoS data equally 
when making personalized service recommendation deci-
sions for a target user. 

(2) The QoS data {q1,1, …, qm,n} produced from past service
invocations often contain private information of users. 
Therefore, it requires challenging efforts to protect this sen-
sitive information when recommending appropriate ser-
vices to the target user.  

Considering the aforementioned two challenges, we 
analyze the shortcomings or drawbacks of traditional rec-
ommendation approaches based on Collaborative Filtering 
(CF) technique. After that, we propose the improvement 
by considering both the location-aware QoS data varia-
tions and the QoS data protection simultaneously. At last, 
we put forward a privacy-guaranteed and location-aware 
recommendation solution named Reclocation-LSH. Concrete algo-
rithms of our proposal will be introduced in the following 
sections. 

 … 

… 

Recommender system User location Service location 

{u1, …, um} 

Google platform 
Web service community {ws1, …, wsn} 

Recommended results {q1,1, …, qm,n} 

Sensitive   QoS data 



4 LOCATION-AWARE RECOMMENDATION WITH 
PRIVACY-GUARANTEE 

Next, we describe a recommendation solution based on 
LSH, i.e., Reclocation-LSH to cope with the two challenges and 
difficulties introduced in Section 3. The general idea of 
our suggested Reclocation-LSH is: first, we divide the QoS matrix 
for recommendation decision-makings into multiple 
QoS sub-matrices based on service location information; 
second, we find out the neighbors of a target user 
through a less-sensitive manner according to the QoS 
sub-matrices and the LSH technique; finally, we recom-
mend appropriate candidate services to the target user 
with the help of derived neighbors. In general, our Recloca-

tion-LSH approach includes three steps as presented in Fig.2. 

Figure 2. Three steps of our recommendation approach Reclocation-LSH 

Step 1: Decompose a user-service QoS matrix into mul-
tiple QoS sub-matrices based on service locations. 

Service QoS data left by service users are often taken as 
the evaluation basis for user preferences in traditional 
collaborative filtering recommendation approaches [37, 
44]. Therefore, it is natural and feasible to explore the 
preferences of users by analyzing the historical QoS data. 
Furthermore, service QoS data are often not static but 
vary with the location information of services and users. 
Therefore, in order to model the relationship between 
service QoS data and their location information to make 
more accurate QoS prediction, we divide the service 
QoS data into different categories according to the ser-
vice location information. 

Concretely, the historical QoS data generated from 
past user-service invocations can be represented by an 
m*n-dimensional matrix M as in equation (1). Concretely, 
m and n represent user volume and service volume, re-
spectively; qi,j (1 ≤ i ≤ m, 1 ≤ j ≤ n) means the running 
quality of wsj executed by ui  in the past: if wsj is never 
executed by ui, then qi,j = 0 holds. As each web service can 
only be deployed in a site within a country, we can clus-
ter the n services into multiple groups according to the 
countries that services are hosted in (assume there are p 
countries), i.e., WSgroup(1), …, WSgroup(p) with constraint condi-
tions in (2) and (3). Therefore, we can divide the original 
user-service QoS matrix in (1) into p sub-matrices 
{ M1, …, Mp } which satisfy the constraint conditions in 
(4)-(5). 

M = (1) 

WSgroup(1) ∪... ∪WSgroup(p) = WS (2) 

WSgroup(x) ∩WSgroup(y) = Ø (1 ≤ x, y ≤ p, x ≠ y)  (3) 

M = M1 +  … + Mp (4) 

Mx (1 ≤ x ≤ p) = M  satisfy qi,j = 0 if wsj WSgroup(x) (5)

More formally, the QoS decomposition process based 
on service locations can be specified in detail by Algo-
rithm 1.

Step 2: Build less-sensitive user indices based on loca-
tion-aware QoS sub-matrices (derived in Step 1) and 
the LSH technique. According to user indices and ser-
vice locations, determine the neighbors of the target 
user. 

Next, we build p indices for each user based on QoS 
sub-matrices M1, …, Mp derived in Step 1, respectively. 
For simplicity, we only consider sub-matrix M1 for illus-
tration. In M1, each user ui’s QoS data is modeled as an 
n-dimensional vector iu

!!"
= (qi ,1, …, qi,n); qij(1 ≤ j ≤ n) is the 

QoS of wsj, which could be projected to a value between 
[0, 1] with techniques such as Simple Additive 
Weighting(SAW) [5].Therefore, according to the LSH 
theory [16], we select a vector v

!
= (v1, …, vn)T where vj (1 

≤ j ≤ n) belongs to domain [-1, 1] randomly and vT means 
the transposition operation of vector v. Thus we calcu-
late the dot product of sub-matrix M1 and vector v

!
as in 

equation (6) to obtain the hash values of m users, i.e., 
h(u1), …, h(um). 
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Step 1: Decompose a user-service QoS matrix into 
multiple sub-matrices based on service locations. 

Step 2: Build less-sensitive user indices based on lo-
cation-aware QoS sub-matrices (derived in Step 1) 
and the LSH technique. Based on user indices and 
service locations, determine the neighbors of the tar-
get user. 

Step 3: Recommend appropriate services to the tar-
get user according to the neighbors obtained in Step 
2.



Algorithm 1: QoS_matrix_decomposition 

Inputs: (1) M: m*n-dimensional QoS matrix 
(2) U: user set
(3) WS: web service set

Output: M1, …, Mp: QoS sub-matrices 

1  x = 1  // country no. 
2  For wsj ∈ WS do 
3  countryx is the country that hosts wsj 
4  If set WSgroup(x) already exists 
5      Then put wsj into WSgroup(x)

6  Else do 
7  generate a new empty set WSgroup(x) 
8  put wsj into WSgroup(x) 
9  x++ 

10  End If 
11  End For 
12  For x = 1 to p do  // assume there are p countries 

  13 Mx = M 
14  For wsj ∈ WS do 

  15  If wsj ∉  WSgroup(x) 
16  Then qi,j = 0 (i = 1, …, m) 
17      End If 
18  End For 
19  Return Mx 
20  End For 

  With the hash value vector derived in (6), we can con-
struct an m*m user similarity matrix Sim_M as in (7) which 
satisfies the condition specified in (8). As LSH is essentially 
a probability-aware neighbor search solution, one function 
h(.) is often not sufficient; in other words, we cannot simply 
conclude that two users ui and uj are similar if si,j = 1, vice 
versa. In view of this, we employ r (r ≥ 2) hash functions 
h1(.), …, hr(.) to achieve the goal of privacy-preserving 
neighbor finding. As mentioned in Section 3.1, the higher 
value of r, the higher collision rate of hash functions, which 
means higher probability that neighbors being mapped 
into same bucket, so as to  improve service recommenda-
tion accuracy. In practice, the value of r is application de-
pendent, which requires tests to achieve trade-off between 
recommendation time cost and accuracy. We will test the 
impact of r on recommendation time cost and accuracy in 
experimental evaluation, respectively. Concretely, accord-
ing to hash functions h1(.), …, hr(.), we repeat the above user 
similarity matrix building process until we obtain r simi-
larity matrices Sim_M1, …, Sim_Mr. Next, we calculate the 
sum of the r matrices and derive a comprehensive similar-
ity matrix Sim_M* as in (9). In Sim_M*, each entry value s*

i,j 
falls into the range [0, r]. Then according to LSH theory, the 
larger   s*

i,j is,   the  more similar that ui and uj will be (if sub-
matrix M1 is considered only). 

Algorithm 2: User_indices_generation 

Inputs: (1) Mx: x-th QoS sub-matrix 
(2) U = {u1, …, um}
(3) WS = {ws1, …, wsn}

Output: h(ui): user indices 

1  For i = 1 to n do  // build hash functions 
2      vi ∈ [-1, 1] randomly 
3  End For 
4  v
!

= (v1, …, vn)T 
5  For i = 1 to m do  // calculate hash values of 

users 
6  calculate h(ui) based on Mx by (6) 
7  Return h(ui) 
8  End For 

Algorithm 3: Neighbor_finding 

Inputs: (1) M1, …, Mp: QoS sub-matrices 
(2) h(u1), …, h(um)
(3) ut: a target user 

Output: Result1, …, ResultL: neighbor sets of ut 

1  For i = 1 to m do  // calculate user similarity 
2  For j = 1 to m do 
3  If h(ui) = h(uj) 
4  Then si,j = 1 
5  Else si,j = 0 
6      End If 
7  End For 
8  End For 
9  generate user similarity matrix Sim_M 

10 Repeat lines 1-9 r times to obtain Sim_M1, …, Sim_Mr  
11  Sim_M* = Sim_M1 + … + Sim_Mr 
12  For x = 1 to p do 
13     Repeat lines 1-11 to get Sim_M*(M1), …, Sim_M*(Mp) 
14  End For 
15  If ws ∈ WSgroup(x)      
16      Then find ui with max{ s*

i,t | s*
i,t ∈ Sim_M*(Mx) } 

17                put ui into set Result
18  End If 
19  Repeat Algorithm 2 and line 1-18 of Algorithm 3 L times 
20  Return Result1, …, ResultL 



Algorithm 4: Service_recommendation 

Inputs: (1) Result1, …, ResultL 
(2) WS = {ws1, …, wsn}
(3) ut: a target user 

Output: wsoptimal: optimal service 

1  For j = 1 to n do 
2      calculate qt,j by (10) 
3  End For           
4  wsoptimal = { wsj | qt,j = optimal(qt,j)} 
5  Return wsoptimal 

As there are p location-aware QoS sub-matrices M1, …, 
Mp, we can repeat the above process to derive p user simi-
larity matrices Sim_M*(M1), …, Sim_M*(Mp) associated 
with M1, …, Mp, respectively. Thus if a target user ut plans 
to invoke a web service ws hosted in the site of x-th (1 ≤ x ≤ 
p) country, i.e., ws∈WSgroup(x), then only the user similarity
matrix Sim_M*(Mx) is used to determine the neighbors of ut.
We set an array Result to store the neighbors of ut. Con-
cretely, if the similarity between ui and ut, i.e., s*

i,t is the larg-
est in Sim_M*(Mx), then ui is a neighbor of ut and ui will be
put into set Result.

According to the LSH theory, the mapping from target 
user ut to his/her neighbor set Result forms a hash table. 
However, as a probability-aware neighbor finding solution, 
LSH probably leads to unexpected “False-negative” search 
results (i.e., a real neighbor of ut is deemed as not similar to 
ut by mistake). Therefore, in order to decrease the “False-
negative” likelihood in neighbor search, we generate L 
hash tables as well as L neighbor sets of ut, denoted by Re-
sult1, …, ResultL. Furthermore, if user ui belongs to any 
neighbor set Result1 or …or ResultL., we regard ui as a quali-
fied friend of target user ut. This way, we can obtain all the 
similar neighbors or friends of ut in a privacy-preserving 
manner. 

More formally, the user indices generation process 
based on the service locations and the LSH technique is 
specified in detail in Algorithm 2; the neighbor finding 
process based on the user indices is presented in detail in 
Algorithm 3. 

Step 3: Recommend appropriate services to the target 
user according to the neighbors obtained in Step 2.  

In Step-2, we have derived the neighbors of target 
user ut, i.e., Result1 ∪  …, ∪  ResultL. Next, with these 
neighbors, we predict the missing QoS of wsj (1 ≤ j ≤ n) 
by ut through equation (10). Here, qt,j denotes the pre-
dicted QoS value of wsj by ut. At last, we choose a candi-
date service (denoted by wsoptimal) that has optimal pre-
dicted QoS by (11) and return it to the target user ut. This 
is the end of our proposed service recommendation solu-
tion Reclocation-LSH in this paper. More formally, the details of ser-
vice recommendation process are presented in Algorithm 
4.  

qt,j =

1

,
...1

1
*

| ... |
i L

i j
u Result ResultL

q
Result Result Î È ÈÈ È

å       (10)

wsoptimal = { wsj | qt,j = optimal(qt,j)}  (11)

5 EVALUATION 
5.1 Experiment Settings 
To demonstrate the advantages of Reclocation-LSH, we conduct a 
variety of experiments based on popular WS-DREAM da-
taset [38]. This dataset includes 339 users (from 31 coun-
tries) and 5825 services (hosted in 74 countries) as well as 
the QoS data on response time and throughput dimensions. 
We randomly delete partial entries from the original QoS 
matrix and use the known QoS data to predict the un-
known ones. We compare our solution with another two 
competitive approaches, i.e., UPCC [39] and SerRecdistri-LSH [33]. 
For simplicity, we only consider a single quality criterion, 
i.e., response time, instead of multiple dimensions in other
application scenarios [40-42].

The meanings and values of each symbol are specified 
in Table 1. Experimental running environment is listed as 
below: 2.80 GHz processor with 8.0 GB memory; software 
configurations include Windows 10 and JAVA 8. We repeat 
each experiment profile 100 times (the reason that we run 
100 times will be explained and demonstrated in the next 
subsection) and finally report their average results. Con-
crete reports are presented in next subsection. 

Table 1. Specifications of symbols used in the experiments 

symbols specification value 

data sparsity percentage of missing data ([0, 1]) 0.3, 0.5, 0.7, 
0.8, 0.9 

L number of hash tables 4, 6, 8, 10 
r number of hash functions 4, 6, 8, 10 

5.2 Result Comparisons 
In this subsection, we test and compare four experiment 
profiles as below. 

Profile-1: Accuracy comparisons.
Here, we compare the accuracy (in the terms of RMSE, 

and smaller RMSE means better performance) of three 
resolutions, whose final comparison results is recorded 
and compared in Fig.3. As Fig.3 indicates, when the QoS 
matrix for recommendation decisions is not very sparse 
(e.g., data sparsity = 0.3, 0.5, 0.7), our Reclocation-LSH approach 
performs better than UPCC and SerRecdistri-LSH approaches in 
terms of recommendation accuracy (i.e., the RMSE value 
of Reclocation-LSH approach is smaller than those of the rest two 
ones). This is because our solution considers location-
aware user similarity and hence can obtain “more similar” 
users of a target user as well as resulted higher recom-
mendation accuracy. However, when the QoS matrix is 
sparse enough (e.g., data sparsity = 0.8, 0.9), the accuracy 
of our Reclocation-LSH approach drops accordingly as little valu-
able data are available for further recommendations. 



Figure 3. Recommendation accuracy comparison of three approaches 

Figure 4. Accuracy of Reclocation-LSH with respect to (L, r) pairs 

Figure 5. Recommendation efficiency of Reclocation-LSH approach 

Figure 6. Recommendation performance convergence of Reclocation-LSH 

Profile-2: Accuracy of Reclocation-LSH w.r.t. (L, r) pairs.

The RMSE values of Reclocation-LSH approach are measured with 
respect to different L and r, whose results are shown in 
Fig.4. As can be seen from Fig.4(a) (data sparsity is 30%), 
the accuracy of Reclocation-LSH approach decreases (i.e., RMSE 
rises) when the hash function volume (i.e., r) rises; the rea-
son is that a smaller r value often means a higher probabil-
ity to get the real similar friends of a user as well as a higher 
QoS prediction accuracy. However, the correlation be-
tween accuracy and L (number of hash tables) is not obvi-
ous enough. Another observation from Fig.4(b) is: recom-
mendation accuracy of our Reclocation-LSH decreases with the 
growth of data sparsity, which has already been demon-
strated by the experimental report in Fig.3. This means that 
our Reclocation-LSH approach is often more suitable for the service 
recommendation scenarios with relatively-dense known 
QoS matrix. 

Profile-3: Time cost of Reclocation-LSH w.r.t. L and r.
Next, we test the correlation between the efficiency of 

our Reclocation-LSH approach and the parameters L (hash table vol-
ume) and r (hash function volume). Here, the data sparsity 
is 30%. Experimental reports are shown in Fig.5. As shown 
in Fig.5, the efficiency of our proposal rises obviously with 
the increment of L and the decline of r. The reason is that 
more hash tables (i.e., larger L) and fewer hash functions 
(i.e., smaller r) mean more returned neighbors of a target 

(a) 

(b) 

(a) 

(b)



user, while more neighbors often lead to additional com-
putation time for missing QoS prediction and subsequent 
service recommendations. Another observation from Fig.5 
is that the efficiency of Reclocation-LSH is acceptable in common 
cases (smaller than 2s), which means that our proposed 
recommendation solution Reclocation-LSH can make recommenda-
tion decisions efficiently especially for the users requiring 
a quick response.    

Profile-4: Performance convergence of Reclocation-LSH w.r.t. re-
peated times. 

In subsection 5.1, we mentioned that each test was exe-
cuted 100 times and their average values are registered. 
The reason is that the recommendation performances of 
our Reclocation-LSH approach become convergent when we repeat 
100 times, which has been validated by the experiment re-
sults in Fig.6. Therefore, we argue that it is reasonable that 
we adopt the average experiment data of 100 executions. 

5.3 Further discussions 
The nature of the LSH technique is privacy-protection, 
since it converts original information into hashed values 
with multiple hash functions. Due to the collision re-
sistant nature of hash functions, attackers could not de-
duce the original information with hashed values. Since 
Reclocation-LSH conducts recommendation with the hashed val-
ues, it could preserve user’s privacy information during 
recommendation process. Furthermore, to enhance the 
ability of privacy-protection with Reclocation-LSH , we will con-
tinue to extend our work by referring to the privacy meas-
urement manner used in other literature, such as [3, 6]. 

There are still several shortcomings with Reclocation-LSH. First, 
in the experimental settings, we assume that the QoS data 
are all continuous values (e.g., the dimension of response 
time adopted in the experiment section), without discuss-
ing probable diversity of QoS, e.g., discrete values, binary 
values and fuzzy values, and so on. Besides, our ap-
proach also falls short in handling the multi-dimensional 
application scenarios in which the multiple dimensions 
are often with different weights showing the dimension 
importance. These limitations will be addressed in our fu-
ture work. 

6 CONCLUSIONS 
The gradual maturity of IoT and mobile computing tech-
niques has produced a considerable amount of location 
data (e.g., user locations and service locations) for various 
value-added business applications, e.g., recommender 
systems. From the perspective of a recommender system, 
how to effectively integrate these location data for im-
proving the recommendation performances is an interest-
ing but challenging task, especially when users need to 
secure the sensitive location-aware QoS information in-
volved in the recommendation process. In view of this 
challenge, we introduce the user/service location infor-
mation and the LSH technique into recommendation do-
main and propose a location-aware recommendation so-
lution with privacy-preservation capability and high rec-

ommendation accuracy, i.e., Reclocation-LSH. Extensive experi-
ments deployed on popular WS-DREAM dataset prove 
the advantages of our Reclocation-LSH. 

The major limitation of our Reclocation-LSH approach is that it 
omits the potential influences of other context factors be-
sides user-service location information, such as the time 
factor. So in the upcoming research, we will continue to op-
timize our proposal by considering more context factors 
and more complex multi-criterion recommendation appli-
cation scenarios. Besides, LSH-based service recommenda-
tion is highly depending on LSH parameters, which can 
not always achieve 100% success rate. How to improve rec-
ommendation success rate will be studied in our future 
work. Last but not least,  the quantified measurement of 
the privacy-preservation capacity of our proposal is an-
other open question that needs intensive study in the fu-
ture research. 
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