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Abstract—Node scheduling provides an effective way to pro-
long the network lifetime of Internet of Things (IoT) net-
works comprising of energy-constrained sensor nodes. Barrier
scheduling is a special type of node scheduling scheme that
targets IoT-based surveillance applications. An efficient barrier
scheduling scheme must address the key Quality of Service
(QoS) requirements of smart surveillance applications such as
coverage, connectivity, and energy efficiency. Moreover, such a
scheme must be capable of dynamically adapting its execution
strategy in the event of node failures caused due to faults arising
out of unexpected battery depletion. This paper proposes a
fault-tolerant barrier scheduling scheme that satisfies the key
QoS requirements of surveillance applications in the event of
such faults. The approach is based on a novel fully weighted
dynamic graph model. The paper suggests two novel heuristics
to guarantee fault tolerance and recovery. Extensive simulation
studies are conducted to evaluate and compare the performance
and effectiveness of this scheme with other such approaches.

Index Terms—Barrier Scheduling, Fault tolerance, IoT, Wire-
less Sensor Network

I. INTRODUCTION

Current wireless sensor technology facilitates the devel-
opment of a broad spectrum of energy-efficient smart IoT
applications, such as military tracking, industry applications,
environmental detection, and so forth [1]. Energy conservation
is an essential requirement for extending the network lifetime
of WSNs deployed for such smart surveillance applications.
This is due to the fact that the sensor nodes have limited energy
resources and may quickly run out of battery power if not
properly managed. Also, there is a difficulty in the deployment
of new sensor nodes or replacement of the exhausted batteries
of already deployed sensor nodes because of the harsh and
hazardous environment in which they may operate [2]. Due to
the dynamic nature of the occurrence of events such as phys-
ical intrusions in the surveillance field, the energy depletion
rate of the sensor nodes is also unpredictable. This may lead to
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the unexpected failures of sensor nodes due to the complete
exhaustion of their energy reserves. Furthermore, the dense
and random deployment of sensor nodes often results in a non-
uniform distribution of sensor nodes, which in turn may lead
to some sensor nodes being over-utilized and consequently
leading to failure. Hence, there is a compelling need to put in
place a fault-tolerant mechanism to extend the network lifetime
and to recover from such unexpected node failures. These
failures are a major threat to the coverage and connectivity
guarantees of the IoT-based surveillance application utilizing
WSN technology. To detect and thwart any intrusion event
requires complete coverage and connectivity at all times.
Complete coverage is the maximum coverage that can be
achieved and can be defined as the sum of the sensing areas
of all the activated sensor nodes in the area being monitored.
Better connectivity is also essential to notify a base station of
impending/ongoing intrusions.

Node scheduling is an energy conservation scheme that can
guarantee QoS requirements of an application such as energy
efficiency, coverage, and connectivity [2], [3]. These schemes
are proven to be useful in dense deployments wherein the
degree of redundancy in terms of the area sensed is very
high. A node scheduling scheme exploits this redundancy by
identifying and activating a subset of sensor nodes which
excludes all the redundant nodes. Redundant nodes are the
sensor nodes that sense the same area as the other nodes
in the subset. In contrast to the node scheduling scheme,
in a conventional approach, all sensor nodes including the
redundant ones are activated resulting in redundant sensing
of the same area, subsequently leading to increased energy
consumption and wastage.

A particular type of node scheduling scheme which is
commonly deployed to provide network coverage and con-
nectivity is barrier scheduling [2], [3]. In a barrier scheduling
scheme, the subsets of the deployed sensor nodes, also called
barriers, are chosen in such a way that their sensing range
partially overlaps with one another, thus forming a chain
of sensor nodes. The process of identification and activation
of barriers in each time slot of the communication cycle
provides a guarantee on minimum energy usage, which can be
supported at all times. By avoiding the formation of coverage
holes during the barrier construction process, such schemes
adequately meet the coverage and connectivity demands of
the surveillance applications. The coverage holes are specific
areas that are not covered by any of the sensor’s sensing range.
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Even though no coverage holes exist during the barrier creation
process, they may still surface at a later point in time, making
the barrier vulnerable to intrusions. The coverage holes may
be created due to the failure of sensor nodes in the activated
barrier. It can be challenging to predict the failure of a sensor
node due to its unpredictable energy depletion rate. In effect,
an efficient barrier scheduling strategy must be capable of
avoiding and isolating such faults that can cause the failure
of sensor nodes.

This paper addresses the issue of fault-tolerance and pro-
poses a weight balanced greedy heuristic on a fully weighted
dynamic graph to construct fault-tolerant barriers. The pro-
posed Fault-tolerant Energy-efficient Coverage and Connectiv-
ity (FEC2) approach is a non-trivial extension of our recent
work done on barrier scheduling called Energy-efficient Cov-
erage and Connectivity (EC2) approach [3]. EC2 provides an
energy-efficient communication with coverage and connectiv-
ity guarantees but did not efficiently provide fault-tolerance.
A novel motivation of this research work is to incorporate
fault-tolerance into EC2. We observed that fault-tolerance
could be achieved effectively only by dynamically tracking
the network changes caused due to energy depletion. The
network changes include the reduction in the total number of
nodes (vertices), the total number of redundant nodes (vertex
weight), and a reduction in the overlapped sensing area (edge
weight). A static graph model proposed in EC2 is inefficient
in capturing the network dynamics and hence, not suitable for
addressing fault-tolerance. Thus, we revise our proposed static
graph model in the EC2 to dynamically capture the network
changes in real-time. Two tuning parameters are introduced
in our proposed dynamic graph model, which keep track of
energy depletion (fault) in the sensor nodes and dynamically
apply the required changes caused due to this fault in vertex
weights and edge weights of the graph. Furthermore, the
greedy heuristic proposed in EC2 restricts itself to exploiting
the overlapped sensing area of sensor nodes to construct
the barrier. The FEC2 modifies and augments this greedy
heuristic by incorporating a weight balancing strategy, which
takes into account both the total number of redundant nodes
and overlapped sensing area of nodes in the construction of
a barrier. As a consequence, more barriers can be built with
the minimum number of nodes utilized in the construction of
each barrier. Thus, FEC2 is not merely an extension of EC2.
Instead, key design principles of EC2 are altered in FEC2.
The specific contributions of our paper include the following:

1) A novel fully weighted dynamic graph is used to model
the network. The proposed model represents the topological
structure of the network at low levels of granularity. It is
scalable and can efficiently track the potential changes in
network topology due to continual energy depletion. Two
unique tuning parameters are introduced in the graph model
for this purpose. To the best of our knowledge, this is the first
work on fault-tolerant barrier scheduling that works on a fully
weighted dynamic graph model.

2) A novel weight balanced greedy heuristic approach
is used to construct non-disjoint barriers. Unlike the EC2

approach, this heuristic exploits both the total number of
redundant nodes as well as overlapped sensing area of sensor

nodes to create more barriers using a minimum possible
number of nodes. This results in lowering the wastage of
energy in the network.

3) An innovative mechanism (based on energy threshold) is
introduced using which active nodes with low residual energy
can be identified, decommissioned, and replaced on the fly at
run time. This helps to prevent holes from appearing in the
barrier.

4) An efficient and optimal barrier healing strategy is
proposed to deal with sudden and unexpected failures of sensor
nodes in a barrier (Fault Recovery). The proposed strategy can
recover from node failures without reorganizing the network.

The rest of the paper is organized as follows: Section II
describes the background, application and the related work on
fault-tolerant barrier scheduling schemes. The system model
is presented in Section III. In Section IV, we formulate the
problem, and our proposed FEC2 approach is discussed in
Section V. The performance analysis of the proposed approach
and results obtained are explained in Section VI. Finally,
Section VII provides some concluding remarks.

II. BACKGROUND AND RELATED WORKS

A. Background

Figure 1. An example of 2-barrier scheduling and a coverage hole

Barrier scheduling is categorized as 1-barrier scheduling
and k -barrier scheduling [5]. The 1-barrier scheduling ap-
proach guarantees that an intrusion will be detected by at
least one sensor node in the activated barrier, whereas k-
barrier scheduling guarantees detection by at least k sensor
nodes. Note that an intrusion is defined here as an event that
penetrates the entire field of sensing. k-barrier scheduling is
more reliable when compared with 1-barrier scheduling as it
provides fault-tolerance from k−1 node failures. An example
of 2-barrier coverage is shown in Fig. 1. Previous work on
barrier scheduling is discussed in [6]–[11].

When a sensor node in an activated barrier fails, a barrier
scheduling scheme should take the necessary steps to ensure
coverage and connectivity are not compromised. During the
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Table I
COMPARISON OF GRAPH-BASED FAULT-TOLERANT BARRIER SCHEDULING APPROACHES

Ref.# Graph model Graph
type

Core
approach

Recovery
overhead

Total energy
expenditure

Scalable
model

Time
com-
plexity

FEC2 Novel fully
weighted
graph

Dynamic
graph

Novel weight
balancing
greedy
heuristic

Low (Only failed
node is substi-
tuted with neigh-
boring node)

Low
(Optimal
computation)

Yes O(n),
where n
is total
number
of
vertices

[3] Fully
weighted
fuzzy graph

Static
graph

Simple
Greedy
heuristic

High (Not ad-
dressed)

Low (Sub-
optimal
computation)

Yes O(nlogn)

[12],
[16],
[17]

Generic
Flow-graph

Static
graph

Standard
Edmond Karp
algorithm

High (Network
re-organization
needed)

High (Extra
node mobil-
ity)

No O(nlogn)

[13]
Generic
bipartite
graph

Static
graph

Standard
Hungarian
algorithm

High (Network
re-organization
by cascading
node movement)

High (Extra
node mobil-
ity)

No O(ne),
where e
is total
number
of edges

[14]
Generic ver-
tex weighted
graph

Static
graph

Standard
binary search

High (Network
re-organization
using mobile
sensor nodes)

High (Extra
node mobil-
ity)

No O(nk),
where k
is a con-
stant.

[15]
Generic edge
weighted
graph

Static
graph

Standard Di-
jkstra’s algo-
rithm

High (Network
re-organization
using mobile
sensor nodes)

High (Extra
node mobil-
ity)

No Not
given

[18]
Novel direc-
tional cover-
age graph

Static
graph

Standard Di-
jkstra’s algo-
rithm

High (Network
re-organization
needed)

High (Com-
plex compu-
tation)

No O(n2)

process, the switching energy cost should be kept minimal.
One solution is to switch only the faulty node with a new
one rather than switching over to a new barrier. Determining
an appropriate sensor node to substitute a faulty node with
minimal switching energy cost is a challenging task.

Most of the previous work on fault-tolerant barrier schedul-
ing assumes that few mobile sensor nodes are always avail-
able to readily replace faulty nodes. These approaches focus
on searching appropriate mobile sensor nodes by employing
several different complex search heuristics on a graph model
[12], [13]. In such approaches, fault-tolerance is achieved by
the complete reorganization of the network, which in turn
could result in premature energy depletion of sensor nodes
due to mobility. Furthermore, there are research results [12]–
[18] that utilize a weighted graph for fault-tolerant barrier
coverage. The weights on such a graph represent information
such as the total number of mobile sensor nodes needed to
cover the area. The structural information of the network, such
as a total number of redundant nodes (redundancy degree)
and degree of overlap in the sensing range of two adjacent
nodes (overlapping degree), is not captured by these graph
models. As a result, the search algorithm is rendered to be
ineffective to a certain degree. In our proposed weighted
graph model, we represent the structural information such as
redundancy degree and overlapping degree as vertex weight
and edge weight of the graph, respectively. We observe that our
searching algorithm is able to improve its barrier construction
efficiency by utilizing the information encoded in our proposed
graph model. Comprehensive coverage of related work on

fault-tolerant barrier scheduling approach is discussed in the
following subsection and is summarized in Table. I.

B. Related Work

The work in [12] recovers k barriers from a failure by
introducing the notion of mobility. Mobile sensor nodes are
moved to the location where the fault lies to replace the faulty
node. The approach is based on a flow graph model, and then
the Max-Flow Edmond Karp algorithm is applied to construct
the k-barriers as in [16], [17]. A similar approach utilizing
a mobile sensor node is proposed in [13]. A centralized and
distributed barrier restoring approach is proposed to recover
from the failures of sensor nodes. The problem of restoring
the barrier using redundant mobile sensor nodes is modeled as
a minimum cost bipartite graph matching problem and solved
using the Hungarian algorithm.

In [14], the aforementioned problem of using a mobile
sensor for fault recovery is addressed using a vertex weighted
graph. Initially, the network is modeled as an edge-weighted
graph in which an edge weight represents the minimum
number of mobile sensor nodes needed between any two static
sensor nodes to form a barrier. The edge-weighted graph is
then converted to a vertex weighted graph by introducing a
new vertex and by splitting each edge and assigning each edge
weight to its corresponding newly added vertex. In the process,
each edge is assigned an edge weight value of 1. A binary
search method is then employed on the transformed graph to
construct the barrier and to recover from sensor node failures.
In comparison to other approaches, this scheme exhibits high
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complexity since it carries out graph conversion and adds extra
vertices to the transformed graph.

The authors in [15] proved that the minimum number of
mobile sensor nodes required to restore a barrier is equal
to the length of the shortest path in the graph. The shortest
path is identified using Dijkstra’s algorithm. In [18], the
same Dijkstra’s algorithm is used to identify barriers on a
coverage graph. It is executed in multiple rounds to identify
multiple barriers. In this method, the success of recovery
ideally depends on the probability of the availability of a
backup node for a faulty node.

The complexity and efficacy of searching algorithms purely
depend on the underlying graph model. A suitable graph model
will help searching algorithms to find the replacement node
for a faulty one with a minimum delay (searching time) and
switching energy costs. All the existing approaches make use
of graph models that do not complement the searching process
because of its increased graph size and thereby leading to a
high searching complexity. Moreover, a few other approaches
have been proposed that target the utilization of existing sensor
nodes in the network for fault-tolerance, thus alleviating the
overhead of dynamically adding extra nodes to the network
[3], [10], [15], [18].

In summary, the graph-based approaches adopted so far to
construct the barriers and also to identify replacement sensor
nodes for faulty ones are either very complex or energy-
consuming [9], incurring high switching energy costs. The
FEC2 approach proposed in this paper adopts a simple
and novel graph-based approach to construct fault-tolerant
and energy-efficient barriers with coverage and connectivity
guarantees. The approach uses a novel fully weighted dynamic
graph model which is scalable as well as a weight balanced
greedy search heuristic to construct barriers, and the two
complement each other to fulfill the key QoS requirements
of surveillance applications. The proposed graph model is
scalable because, unlike other graph models, redundant nodes
are represented as vertex weight in the graph, which in
turn reduces the graph size and searching complexity. The
approach is a non-trivial extension work of the EC2 proposed
in [3]. There were few pitfalls in the EC2. EC2 uses a
static weighted graph which fails to monitor the unequal
energy depletion rates within sensor nodes and other changes
in the network. Furthermore, EC2 uses a greedy heuristic
that facilitates the construction of disjoint barriers because of
which some sensor nodes can be left under or over-utilized.
Finally, the EC2 is unable to recover from sensor nodes
failures in a barrier. These pitfalls are overcome in the FEC2

by implementing a weight balanced greedy heuristic on a fully
weighted dynamic graph model and also by facilitating barrier
healing by applying a barrier recovery heuristic.

C. Potential application of FEC2

One of the potential applications of FEC2 is surveillance
application such as distributed target detection [19] and traffic
flow monitoring [11]. Collaborative decision fusion is a critical
task in WSN for such application. In a collaborative decision
fusion task, multiple sensor nodes in the surveillance network

send their decision to a fusion center (FC). The FC makes
the final detection decision based on a set of fusion rules.
Developing and analyzing optimal decision fusion rules for
distributed target detection is intensively studied in [19], [22].
A threshold-based decision fusion rule that considers the log-
likelihood ratio of the individual sensor node’s decision is
discussed in [19]. Similarly, an individual likelihood approxi-
mation rule (ILA) for decision fusion is introduced in [20]. An
evidence theory-based approach is discussed in [21] for target
classification. The work in [23] describes a blind learning
approach based on the hidden Markov model for decision
fusion.

Developing an optimal decision fusion scheme is paramount
to improve detection and classification accuracy. An optimal
decision fusion scheme should result in lowering the energy
consumption and bandwidth utilization of the network [20].
In our observation, this can be achieved by combining the
decision fusion scheme, as discussed in [19]–[23] with optimal
sensor deployment and selection strategies. In this respect,
FEC2 is an efficient sensor node selection strategy that can
play a critical role in the selection of subset of sensor nodes
(without compromising QoS) for decision fusion tasks. Such
a selection would, in turn, results in lowering the energy
consumption and bandwidth utilization of the network during a
decision fusion task. Moreover, the network feature encoded in
the proposed graph model will help to understand the network
behavior and can serve as an input to derive optimal fusion
rules.

III. SYSTEM MODEL

Figure 2. Clustered network

A. Network Model

We considered a homogeneous sensor network. The term
homogeneous network refers to a network comprising of
sensor nodes having identical sensing, processing, storage,
battery, and communication capabilities. The sensor nodes
in the network are densely and randomly deployed over the
surveillance field. Due to dense and random deployment, the
network will have a high degree of redundancy in terms of the
area sensed by the sensor nodes.
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Our proposed approach operates on a clustered network. As
FEC2 is an extension of EC2 approach proposed in [3], we
adopted the clustering approach followed in [3] to cluster the
network and is shown in Fig. 2. In the chosen approach, the
network is divided into equal size grid. Initially, the sensor
node at the center of each grid is selected as the cluster head
(CH). A messaging-based handshaking scheme is utilized to
invite other sensor nodes (cluster members) to join the cluster.
When the current CH fails, the next CH is selected based on
an energy-efficient cluster head selection scheme. For a more
detailed operational description of the handshaking and cluster
head selection scheme used in the implemented clustering
approach, readers are referred to [3]. The cluster members in
a cluster are used to form the barriers and CH coordinate the
barrier formation and oversee its maintenance. A base station
is responsible for the overall management of the network. The
communication between cluster members and the base station
is via the cluster head, as described in [3]. We hypothesize a
Boolean sensing model and a free space propagation model
as in our baseline approaches [3], [16], [18]. We set the
transmission range at least twice the sensing range, which is a
mandatory condition to satisfy to guarantee efficient coverage
and connectivity [16], [24].

B. Energy Consumption Model

We consider that all the sensor nodes in the network have
an initial energy (Ei) and are active for a time period T ′. As
shown in Eq. 1, the total depleted energy E of the sensor node
is directly proportional to the transmission energy (Et), the
receiving energy (Er) of the sensor node and sensing energy
for sensing (Es). The average number of packets transmitted
per unit time is kt. The average number of packets received
per unit time is kr. The average size of a received packet is
n2 and that of a transmitted packet is n1.

E = (Et + Er + Es)× T ′. (1)

Et = kt × n1 × (Ec + Ea × dp), (2)

where dp is the path loss component, Ec and Ea are electric
circuit and amplifier energy respectively.

Er = kr × n2 × Ec. (3)

Es = nv × Ec, (4)

where nv is the number of events (or intrusions) detected.

Eres = Ei − E, (5)

where Eres is the residual energy of the sensor node after
operating for a time period T ′.

C. Fully Weighted Dynamic Graph Model

Each network cluster is modeled as a fully weighted dy-
namic graph G(V,E, α, µ). The fully weighted dynamic graph
model used in our proposed solution is defined in Definition 1
and is shown in Fig. 3(a). The sensor nodes form the vertices
of the graph, and the edge between any two vertices represents
the degree of overlap in the sensing range of two adjacent

Figure 3. Fully weighted dynamic graph model

sensors. It should be noted that that the two terms vertex and
node are used interchangeably in the paper.

Definition 1. (Fully Weighted dynamic Graph) A fully
weighted graph is a graph G(V,E, α, µ) with a vertex weight
function α : V → R+ on each vertex in non-empty set V and
a edge weight function µ:V×V→[0,1] on each edge of the
graph with value that changes over time.

Definition 2. (Redundancy degree of node i : | χ |) It is the
total number of sensor nodes (redundant nodes) that sense
the same area as the sensor node i . In other words, it is
the total number of sensor nodes with sensing range that
almost completely overlaps (µ ≥ 0.9) with the sensing range
of chosen node ni .

Definition 3. (Overlapping distance: ∆) It is the maximal
horizontal distance of the intersection (overlapping) arc of the
overlapping sensing ranges of two sensor nodes as shown in
Fig. 3(b).

Definition 4. (Reliability of a path) The reliability value Rp
of any path in a fully weighted dynamic graph is the weight of
the vertex (node) with minimum redundancy degree (weakest
node) in the path.

Definition 5. (Reliable path) A path is said to be reliable if the
reliability value Rp of the path is greater than zero, Otherwise
it is considered to be unreliable.

The fully weighted dynamic graph G(V,E, α, µ) consists
of (n+2) vertices including a virtual source vertex vs and a
virtual tail vertex vt . The virtual source and tail vertex are
defined for the purpose of anchoring each path in the graph.
Such a path from the vertex vs to the vertex vt is called
barrier path. It is worth noting that vs and vt are devoid of
vertex weights and all the outgoing edges from vs and all
incoming edges to vt always have an edge weight value of
1. Other vertices vi (1 ≤ i ≤ n) have a weight defined by
the vertex weight function α(vi). The vertex weight function
is also called a redundancy function since it gives a measure
of the redundancy degree of the corresponding sensor node.
A tuning parameter β1, as defined in Eq. 7, is used in the
redundancy function to automatically update the redundancy
degree in the event of a node failure. The definition of the
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redundancy degree and the redundancy function is given in
Definition 2 and Eq. 6, respectively. Similarly, each edge has a
weight function also called an overlapping function µ(vi, vi+1)
associated with it. The overlapping function calculates the ratio
of overlapping distance to a distance 2r where r is the sensing
radius of sensor nodes in the given homogeneous network. The
overlapping distance and the overlapping function are given in
Definition 3 and Eq. 9, respectively. A tuning parameter β2 as
defined in Eq. 10 is used in the function to reflect the reduction
in the sensing range when the sensing energy depletion rate
ESd crosses the estimated value ESt after the sensor node was
operating for a time period T ′. The rate at which the energy
gets depleted over a time period T ′ can be estimated by using
probability theory, as shown in Eq. 11. This estimation is based
on the uncertainty in the occurrence of an event occurring in
the given time period. The probability that an event e occurs
in one time slot is P (e). The probability of an event occurring
over n time slots over a given time period T ′ is P̂ (e) and is
used to estimate the depletion of corresponding sensing energy
Es. The parameters β1 and β2 tune their respective functions
so as to dynamically capture the changes in the network such
as node failures and reduction in the sensing range of nodes as
a result of unexpected battery depletion. Thus through the use
of redundancy and overlapping functions, the fully weighted
graph can adapt dynamically to the unexpected variations in
energy depletion and can maintain the activated barrier in an
equilibrium state without any coverage holes.

Given the redundancy degree | χ | and residual energy Eres,
redundancy function value is

α(V i) =

{
0, if | χ |= 0

β1× | χ |, if | χ |> 0.
(6)

β1 =

{
1, if Eres > Et

1− ( 1
|χ| ), if Eres ≤ Et.

(7)

Given the distance between two sensor nodes is d then the
overlapping distance ∆ is given as:

∆ =


2r, if d = 0

2r − d, if 0 < d < 2r

0, if d ≥ 2r.

(8)

µ(Vi, Vi+1) =


0, if ∆ = 0

β2 × ( ∆
2r ), if 0 < ∆ < 2r

1, if ∆ = 2r.

(9)

β2 =

{
(∆−1)

∆ , if ESd > ESt

1, if ESd ≤ ESt.
(10)

The calculation of estimated energy depletion rate ESt is as
follows:

P̂ (e) = 1− (1− P (e))n. (11)

ESt = P̂ (e)× Es × T ′. (12)

IV. PROBLEM FORMULATION

Given a fully weighted dynamic graph G(V,E, α, µ) the
objective is to determine weight balanced barrier paths such
that following conditions are met:
• All vertices in a barrier path have sufficient residual

energy.
• Number of vertices in a barrier path is minimized (cov-

erage degree).
• All vertices in a barrier path collectively guarantee full

coverage.
• All vertices in a barrier path collectively guarantee effi-

cient energy utilization.

Theorem 1. If the reliability value Rp of a path p is k then
a node ni(1 ≤ i ≤ np) in barrier path p is tolerant from
k number of faults and with an assumption of uniform fault
probability, the entire path is tolerant from k× np number of
faults where np is the total number of nodes in path p.

Proof. According to Definition 4, the reliability value Rp of
the path is equal to the redundancy degree of the weakest
node (node with the minimum redundancy degree) in the path.
From Definition 2, the redundancy degree (α(ni)) of a node ni
(1 ≤ i ≤ np) is the number of redundant nodes it possesses.
It should be noted when a node fails it can be immediately
replaced by any of its redundant nodes since the sensing ranges
of these nodes almost completely overlap with the sensing
range of the failed node. Thus, if the reliability value Rp (the
minimum redundancy degree) is k then this implies that at
most k number of substitute (redundant) nodes for each node
in the path can be utilized to recover from failures. In other
words, a node is tolerant from k faults with the help of these
k substitute nodes.

Recall that α(ni) represents the number of substitute (re-
dundant) nodes for an active node ni in a path p with np
number of nodes. Therefore total number of substitute nodes
in a path will be

∑
1≤i≤np

α(ni). Assuming a uniform fault
probability distribution (∀ni∈pα(ni) = k), on an average a
path can recover from k × np faults. Thus a path is tolerant
from k × np faults. �

Theorem 2. A barrier with a minimum average overlapping
degree will yield a path that has a minimum number of sensor
nodes and this, in turn, maximizes the number of barriers that
can be formed.

Proof. Given a surveillance field of area L×L. The minimum
number of active sensor nodes n needed in the barrier to cover
the surveillance field is given as L

2R where R is the sensing
radius.

n =
L

2R
. (13)

Ce = m̄−
m−1∑
i=1

µ(vi, vi+1). (14)

C =
Ce
m̄
. (15)

Nb =
N

n
. (16)
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Figure 4. Effective and overlapped coverage area

Considering that the total area covered by m nodes is m̄,
the effective area covered by m nodes in a barrier is Ce as
shown in Eq. 14 and in Fig. 4. According to Eq. 14, when
the overlapping degree increases, the effective area covered
will decrease. Consequently, more sensor nodes will now be
required to cover the given area ( L2R ).

The maximum number of barriers Nb that can be con-
structed from a total of N nodes in the graph is inversely
proportional to the number of nodes n (n < N) in the barrier
as shown in Eq. 16. Thus minimizing the number of nodes in
the barriers results in maximizing the number of barriers in
the network. �

Determining a weight balanced barrier path is paramount for
the effective utilization of nodes and in the identification of
more barrier paths. According to Definition 4, the reliability
value of the path is equal to the weight (redundancy degree)
of the vertex with the minimum weight. If there is uniform
energy depletion, then the vertices with weights greater than
the reliability value are not contributing much to improve the
reliability of the path, and as a result, its redundant nodes are
left unused when the barrier lifetime expires. These leftover
redundant nodes can be utilized to erect other barrier paths.
This can be achieved by balancing the weights of the vertices
in the path. Weight balancing also contributes towards fair
and equitable distribution of energy consumption in nodes
belonging to an active barrier in a manner that no node is
left under or over-utilized.

The network lifetime is proportional to the number of
barriers identified in the network. Given two networks Net1

and Net2 with the number of barriers identified (n1
b) in Net1

greater than the number of barriers (n2
b) identified in Net2 i.e.,

n1
b > n2

b then it follows that NL1 > NL2 where NL1 and
NL2 represent the overall network lifetime of Net1 and Net2

respectively. According to Theorem 2, minimizing the number
of nodes used for sensing (coverage degree) contributes to the
construction of more number of barriers and thereby prolongs
the network lifetime. The overall energy consumption of nodes
in the barrier can also be reduced by reducing the number of
nodes in the barrier.

The vertices in the barrier path are considered to provide
an effective coverage if and only if the effective coverage area
(Ce) given in Eq. 14 is almost equal to the total coverage

(m̄) that it can provide. This can be only be achieved if the
overlapping degree of each pair of vertices in the path is the
minimum contributing to the minimum average overlapping
degree of the path. The effective coverage ratio C (ratio of
effective coverage to total coverage) can also be improved if
the nodes with a minimum overlapping degree are chosen in
the path, as discussed in Theorem 2.

To guarantee minimum energy overhead in the barrier,
energy wastage due to redundant sensing must be avoided.
Redundant sensing can be minimized by minimizing the
average overlapping degree of the path. This results in efficient
utilization of energy in the barrier, as shown in Eq. 17.
The efficient utilization of energy helps to keep the barriers
operational for the longest period of time.

Eeff = E − Ew, (17)

where Ew is the energy wasted due to redundant sensing.
Given r̄ is the energy depleted per unit time in sensing a unit
of area, the total energy wasted Ew in a time period T ′ is
calculated as follows:

Ew = [m̄− Ce)]× r̄ × T ′, (18)

where m̄ is the total area covered by m number of sensor
nodes.

Ew = [m̄− (m̄−
m−1∑
i=1

µ(vi, vi+1))]× r̄ × T ′. (19)

Cancelling out the common terms,

Ew = [

m−1∑
i=1

µ(vi, vi+1)]× r̄ × T ′, (20)

where m̄− Ce is the total overlapped area.

V. FAULT-TOLERANT COVERAGE AND CONNECTIVITY
(FEC2) APPROACH

A. A Weight Balanced Greedy Heuristic for Fault Avoidance

The proposed fault-tolerant energy-efficient coverage and
connectivity scheduling (FEC2) approach make use of a novel
weight balanced greedy heuristic to construct multiple edge-
disjoint reliable paths from the virtual source vertex to the
tail vertex over the fully weighted dynamic graph. Each such
reliable path is considered as a fault-tolerant barrier. In weight
balanced greedy heuristic, the barriers constructed always start
from a virtual source vertex and terminates at a virtual tail
vertex. The virtual source vertex and the virtual tail vertex
indicate the vertices at the left and right boundaries of the
search area. In order to ensure that the path chosen provides
effective coverage by utilizing a minimum number of vertices,
the greedy heuristic will always greedily select an edge leading
to a neighbor with which it has a minimum degree of overlap.
After each path is constructed, the balancing of the vertex
weights is done, and excess vertices identified after weight
balancing are then utilized in the construction of subsequent
paths. The key objective is to reduce energy wastage through
weight balancing and to exploit node redundancy in the event
of a node failure.
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Figure 5. Example: Weight balanced greedy heuristic

The greedy heuristic starts at virtual source vertex vs and
it initially selects an edge that leads to a neighboring vertex
with maximum redundancy degree. After the first successor
vertex (immediate vertex of vs) is identified and selected then
each subsequent successor vertex in the path is chosen greedily
based the minimum overlapping degree of the outgoing edges.
The idea behind choosing the minimum overlapping degree
as the selection criteria is to use minimum possible number
of vertices (sensor nodes) in a barrier. This will guarantee
effective coverage and efficient energy utilization. This is
proved in Theorem 2. The path construction process continues
until the tail vertex is reached. Once a path is fully formed,
the new weight α′(vi) of vertex vi is updated based on the
reliability value of this path as shown in Eq. 21. The weight
of the weakest vertex in the path will be zero after weights
of all vertices in the path is balanced. When the weight of a
vertex turns to zero, then the Redundancy Flag RFlag for that
vertex is set to 0. This implies a vertex with zero weight is
ignored in the construction of subsequent barrier paths. This
process continues until all possible barrier paths are identified.
Thereafter, the activation of each path is scheduled in a distinct
time slot of the communication cycle. It should be noted that
the number of time slots in a communication cycle is equal to
the number of barriers paths (nb) identified.

α′(vi) = α(vi)−Rp. (21)

A detailed fault avoidance algorithm to construct the barrier
using a greedy heuristic is depicted in Algorithm 1. An
example of the path construction process is shown in Fig. 5.
The thick grey lines in the example show the barrier paths
constructed by the greedy algorithm. The paths are constructed

by greedily choosing the edge with minimum overlapping
weight. It is worth noting that the redundancy weight of
vertices A, C, and F in the barrier S-A-C-F -T get updated
after the path is fully constructed. Since the redundancy
weight of C becomes zero, the edges A-C and C-F are
implicitly removed from the graph though this is not explicitly
shown in Fig. 5(b). As a result, the algorithm avoids reusing
edges with nodes that have zero redundancy weights when
constructing subsequent barriers. The subsequent barriers that
can be constructed are S-A-D-F -T and S-B-D-G-T . The
barrier construction process eventually terminates when an
insufficient number of sensor nodes are available, and it is
no longer possible to construct a barrier to cover the given
area fully. The leftover nodes (vertices) with sufficient residual
energy can be reused at a later stage. Such nodes are called
backup nodes (vertices). In this example, vertices B, D, and E
are backup vertices (nodes). The vertex B is a backup vertex of
vertex A. Similarly, vertices D and E are the backup vertices
of vertex C and D respectively.
The time complexity of the algorithm to construct a barrier is
estimated to be O(n × k) which implies a linear complexity
of O(n) where n is the number of vertices visited to construct
the barrier and k is the total number of neighbours of each
visited node.

1) Calculation of Soft Threshold: Two energy thresholds
ξ1 and ξ2 are defined to determine when to substitute a failed
node in a barrier with a new set of replacement nodes. The
energy thresholds ξ1 and ξ2 are called soft and hard threshold
respectively. The soft threshold ξ1 triggers the substitution
of a faulty node in a barrier and the hard threshold ξ2

decommissions the faulty node in the currently active barrier
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Algorithm 1 Weight balanced Greedy Heuristic
Input: A dynamic weighted graph G(V,E, α, µ) with n ver-

tices, virtual source vertex vs and virtual terminal vertex
vt

Output: Set of barrier paths P̂vs−vt of graph G(V,E, α, µ)
1: {Step 1}Initialize k=1, ŝ={vi|vi ∈ V, 1 ≤ i ≤ n),

Emin=1, SFlag=0, RFlag(vi) = 1(∀vi ∈ V )and P̂ kvs−vt
={vs}

2: repeat
3: {Step 2} Select the immediate vertex vi of vs with

maximum redundancy degree from set ŝ and add it to
path P̂ kvs−vt .

4: {Step 3} Rmin=α(vi)
5: {Path Search}
6: while vt 6∈ neigh(vi) and neigh(vi) 6∈ ∅ do
7: for each vj ∈ neig(vi) do
8: {Selection of vx with minimum edge weight}
9: if (µ(vi, vj) < Emin) and (RFlag(vj) 6= 0)

then
10: {Step 4} Emin = µ(vi, vj)
11: {Step 5} vx = vj
12: {Step 6} SFlag=1
13: end if
14: end for
15: if SF lag == 1 then
16: {Step 7} Add vx to path P̂ kvs−vt
17: {Step 8} Set vi = vx
18: {Calculation of Rp}
19: if α(vx) < Rmin then
20: {Step 8}Set Rmin= α(vx)
21: end if
22: else
23: {Step 9}s = s−neigh(vi) and exit()
24: end if
25: end while
26: if neigh(vi) ∈ ∅ then
27: {Step 9}s = s− {vi}
28: end if
29: {Search successful when vt is visited}
30: if vt ∈ neigh(vi) then
31: {Step 12} Add vt to path P̂ kvs−vt
32: {Step 13} Set Rp=Rmin
33: {Step 14}Initialize j=1 and assign vi = P̂ kvs−vt(j)
34: {Balancing weight of identified path}
35: while vi 6= vt do
36: {Step 15}Set α′(vi) = α(vi)−Rp
37: if α(vi)==0 then
38: {Step 16}Set RFlag(vi)=0
39: end if
40: {Step 17}increment j and assign vi = P̂ kvs−vt (j)
41: end while
42: {Step 18}Add P̂ kvs−vt to P̂vs−vt
43: {Step 19}increment the value of k and set

P̂ kvs−vt={vs}
44: else
45: {Step 20} set ŝ=ŝ-{vi} and set path P̂ kvs−vt={vs}
46: end if
47: until all reliable barrier paths are explored (ŝ = ∅)

since this node is at its lowest energy levels and can no longer
remain operational. Barrier recovery time (Bs) is costs in
terms of time taken to replace a faulty node with a new or
a set of new replacement nodes. It is, in fact, a function of
these two thresholds.
The hard threshold ξ2 can be defined as follows:

ξ2 = Ei − r̄ × t2. (22)

t2 =
Ei − ξ2

r̄
, (23)

where t2 is the time to reach the threshold ξ2 and r̄ is the
energy depletion rate.
Barrier recovery time Bs is a constant and can be accurately
estimated a priori. In light of this, the time t1 to reach the soft
threshold ξ1 is calculated as follows:

t1 = t2 −Bs. (24)

The soft threshold ξ1 can then be calculated as follows:

ξ1 = Ei − r̄ × t1. (25)

Substituting Eq. 24 in Eq. 25,

ξ1 = Ei − r̄ × (t2 −Bs). (26)

B. Barrier Healing Strategy for Fault Recovery

Barrier healing or barrier recovery is initiated when any
of the following two conditions are met: a) the energy of
a sensor node is at soft threshold ξ1 b)The sensor nodes
has experienced an unexpected failure. The barrier recovery
process will be successful only if one or more nodes are
available for substituting the faulty node. The identification of
substitute nodes is the core step in the barrier healing process.

1) General Barrier Healing: Given a barrier path bi

with a faulty vertex F i in a fully weighted dynamic graph
G(V,E, α, µ), the goal is to find vertices to replace the
faulty vertex from the graph such that

∏
<i,j>∈bi

µ(i, j) > 0

after replacement. A closer inspection of the fully weighted
dynamic graph reveals that the problem to find the replacement
vertices for a failed vertex from a Backup List (Blist) of
backup vertices can be considered as a path searching problem
[25]. Backup vertices in Blist are vertices from deactivated
barriers or isolated vertices that are not part of any barriers.

As an example, consider a fully weighted dynamic graph
with activated barrier path S-A-D-F -T represented using grey
line in Fig. 6(a). When a node represented by vertex D fails,
a set of replacement vertices to substitute the faulty vertex D
will be a set of vertices from Blist that can form a path from
predecessor vertex A to successor vertex F as represented by
blue line from A to F in Fig. 6(b). Thus new path formed
after substituting faulty vertex D will be S-A-C-F -T .

2) Optimal Barrier Healing: The problem to find an op-
timal set of replacement vertices can be considered as a
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Figure 6. Barrier healing

constrained shortest path problem which is an NP-complete
problem [26, 27, 6].

minimize(
∏

∀<i,j>∈Υ∪P∪S

(f(i, j)× xij))×=k × np

subject to
∏

∀<i,j>∈Υ∪P∪S

f(i, j)× xij > 0

np ≤ n
=i > U

xij ∈ {0, 1},∀ < i, j >∈ Υ

(27)

xij =

{
1, if Eres(i) ≥ ξ1 ∧ Eres(j) ≥ ξ1

0, if Eres(i) < ξ1 ∨ Eres(j) < ξ1
(28)

uik =

{
1, if f − σ ≤ f i ≤ f + σ

0, Otherwise
(29)

=k = (−1)× f ×
∑
∀ui

k

uik. (30)

The ILP formulation of the problem is in Eq. 27. The overall
objective of the optimization problem is to guarantee effective
coverage and efficient energy utilization with extended net-
work lifetime by determining minimum number of nodes with
sufficient residual energy to replace a faulty node. This can
be achieved by minimizing the weight on the edge < i, j >
calculated by the function f(i, j). The variable xij is a binary
variable and is computed as shown in Eq. 28. The variable
determines whether the nodes corresponding to the vertices
i and j have sufficient energy to perform the required task.
The utility of a path k is defined by a utility function =k
as given in Eq. 32. The function depends on the mean vertex
weight of the path defined by function f and the sum of utility
factor uik of each vertex i of path k . As per Eq. 33, the utility
factor of a vertex is equal to 1 if the weight (f i) of the vertex
does not deviate (σ) much from the mean vertex weight (f ) of
the path. The inclusion of the utility function in the objective
function is optional and it depends on the problem at hand.
The variable np specifies the total number of vertices that can
be selected in the path from predecessor vertex to successor
vertex of a faulty node. The first constraint states that the
edge weight should be always greater than zero to guarantee

coverage and connectivity. The second constraint ensures that
the path construction process does not run indefinitely and is
constrained by a constant value n . The value provides an upper
limit on the vertices that can be in the identified path. Finally
the last inequality constraint specifies that the utility function
value of the path should be at least U where U is a constant
variable.

Definition 6. (optimal set of replacement vertices Ro) Given a
search space S of all (m) possible set of replacement vertices
Ri (1 ≤ i ≤ m) then the optimal set Ro is the one with
a minimum cardinality |Ri |, minimum edge weight, balanced
vertex weight and sufficient energy backup

Theorem 3. Given a barrier path bi with a faulty vertex F i

along with its predecessor vertex P i and successor vertex Si in
a weighted graph G(V,E, α, µ) the replacement vertices are a
set of vertices R ⊂ Υ where Υ = {Blist∩N(P i))∪ (Blist∩
N(Si)} that form a path in the sub-graph G[v′] induced by
vertices v′ = {v|v ⊂ V, (P i∪Si∪Υ) ⊃ v} where N(P i) and
N(Si) are neighbour set of P i and Si, and their neighbors,
and so on.

Proof. Let P , S, and R correspond to predecessor vertex P i,
successor vertex Si, and replacement vertex Ri of faulty vertex
F i in barrier path bi of graph G(V,E, α, µ) respectively. For
example, in Fig. 6(b), vertex A, F , and C corresponds to P ,
S, and R respectively of a faulty vertex D. The replacement
vertex R can replace F i (R ∼ F i) only if P and S can be
connected via R.
R ∼ F i =⇒

∏
∀<i,j>∈P∪S∪R µ(i, j) > 0. If no path

between P and S via R then ∃ < i, j >∈ P ∪ S ∪ R
such that µ(i, j) = 0 =⇒

∏
∀<i,j>∈P∪S∪R µ(i, j) = 0

=⇒ R � F i. �

Theorem 4. Given a barrier path bi with a faulty vertex F i

along with its predecessor vertex P i and successor vertex Si in
a weighted graph G(V,E, α, µ) the optimal set of replacement
vertices Ro are a set of vertices Ro ⊂ Υ where Υ = {Blist∩
N(P i)) ∪ (Blist ∩ N(Si)} that form a constraint shortest
path in the sub-graph G[v’] induced by vertices v′ = {v|v ⊂
V, (P i∪Si∪Υ) ⊃ v} where N(P i) and N(Si) are neighbour
set of P i and Si, and their neighbors, and so on.
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Proof. Consider that the constraint shortest path problem
is modeled using the objective function defined in Eq. 31
obtained by substituting the defined overlapping and
redundancy weight function in Eq. 27. Using theorem 3, the
set of replacement vertices Ro is a set of vertices Ro ⊂ Υ
where Υ = {Blist ∩N(P i)) ∪ (Blist ∩N(Si)} that form a
path from the predecessor vertex to the successor vertex. The
path formed by a set of replacement vertices is a constraint
shortest path if its value for the objective function defined in
Eq. 31 is minimum among all possible set Ri of replacement
vertices in set Ru (Ru ⊃ Ri) and if it satisfies all the
constraints defined. As per Definition 6, a set of replacement
vertices Ri is equivalent to an optimal set Ro (Ri ≡ Ro) if it
satisfies the following properties:
Property #1 (Minimum number of vertices):
|Ro| = |(

Ri
|Ri|)|,∀Ri ∈ Ru.

Using theorem 2,
min(|Ri|) =⇒ min(

∑
∀<vi,vi+1>∈Ri µ(vi, vi+1)).

Property #2 (balanced redundancy weight):
∀vi ∈ Ri, α(vi)− σ ≤ α(vi) ≤ α(vi) + σ.

Property #3 (Sufficient Energy backup):
∀vi ∈ Ri, Eres(i) ≥ ξ1.

minimize(
∏

∀<i,j>∈Υ∪P∪S

(µ(i, j)× xij))×=k × np

subject to
∏

∀<i,j>∈Υ∪P∪S

µ(i, j)× xij > 0

np ≤ n
=i > U

xij ∈ {0, 1},∀ < i, j >∈ Υ

uik =

{
1, if α(vi)− σ ≤ α(vi) ≤ α(vi) + σ

0, Otherwise

(31)

=k = (−1)× α(vi)×
∑
∀ui

k

uik. (32)

It is worth noting that by applying properties #1, #2 and #3,
the optimal set Ro satisfies all the constraints of the objective
function and returns the minimum value amongst all the other
candidate sets of replacement vertices. �

A simple heuristic algorithm Find Rnode is utilized to
find a sub-optimal set of replacement nodes from the list
Υ of candidate nodes. The algorithm explores the solution
space % composed of all the possible paths in the sub-
graph G[v′] and returns the shortest path from P to S
(P̂ iP−S) which is a sub-optimal solution in the solution space.
The candidate paths are identified by applying a series of
Expand(), Order(), Intersect(), CalculateWeight() func-
tions. The solution space % can be defined as follows:
% = {P̂ iP−S : P̂ iP−S ∈ G[v′], v′ ⊂ P ∪ S ∪
Υ,

∏
∀<i,j>∈P̂ i

P−S
µ(i, j) > 0, < i, j >, i 6= j}.

The quality of each solution (path) in the solution space (set
of identified paths) is evaluated using the CalculateWeight()

Algorithm 2 Find RNode

Input: P i,F i,Si of a barrier bi in a weighted graph
G(V,E, α, µ) and Blist

Output: Optimal set of replacement vertices Ro

1: {Step 1} Expand the neighborhood n() of P i and Si

n(Pi) = Expand(P i)
n(Si) = Expand(Si)

2: {Step 2}Order the neighbour vertices of P i and Si

ns(P i) = order(n(P i))
ns(Si) = order(n(Si))

3: {Step 3}Identify the candidate vertices from blist
P+ = ns(P i) ∩Blist
S+ = ns(Si) ∩Blist

4: {Step }Identify a sub-optimal set of replacement vertices Ro

5: if (P+ /∈ ∅) ∧(S+ /∈ ∅) then
6: k ← 1
7: Min←∞
8: for each m ∈ P+ do
9: for each n ∈ S+ do

10: %← SearchPath(G[v′])
11: end for
12: end for
13: repeat
14: for each P̂ kP−S ∈ % do
15: W k.weight← CalculateWeight(P̂ kP−S)

16: W k.next← StoreAdjacency(P̂ kP−S)
17: if W k.weight < Min then
18: Min←W k.weight
19: Ro ← {P̂ iP−S \ P i, Si}
20: end if
21: k ← k + 1
22: end for
23: until % ∈ ∅

24: end if
25: {Step 6} Return sub-optimal set R0 of replacement vertices

function, which calculates the weight using the objective func-
tion defined in Eq. 31. Given two solutions P̂ iP−S and P̂ jP−S ,
P̂ iP−S is better than P̂ jP−S if and only if it minimizes the
objective function better than P̂ jP−S . In other words, if P̂ iP−S
is better than P̂ jP−S , then WP̂ i

P−S
> WP̂ j

P−S
where WP̂ i

P−S

and WP̂ j
P−S

are the values returned by the objective function

for P̂ iP−S and P̂ jP−S respectively. The function Expand()
in the algorithm returns the neighbor list of a vertex passed
to the function, and order() is a function that sorts out the
neighborhood of a node based on the overlapping degree the
node has with each neighbor. The Intersect() (represented
as ∩) looks for common neighbor vertices in the sets of
vertices passed as an argument to the function. It is represented
using the symbol ∩ because it does the same operation of
intersection as the operator ∩ in set theory. The SearchPath()
function searches for paths in the graph. This function is based
on an elementary logic that there exists a path if the product of
the edge weight of each edge selected will be greater than zero,
i.e.,

∏
∀e∈P̂ i

P−S
µ(e) > 0. If such a path exists in the graph,
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this function will return the identified path. The calculated
weight and the path P̂k

P−S (1 ≤ k ≤ N) are then stored in
the adjacency list AdjW . The path with minimum weight is
then returned as a sub-optimal path for barrier recovery.

VI. SIMULATION AND PERFORMANCE ANALYSIS

A. Simulation Framework

An extensive simulation was performed on a network of
field size 500 m ×500 m using NS2 simulator. The proposed
weighted dynamic graph model is generated in Matlab using
the topological information captured in the network simulation
trace file (NS2 trace file). We implemented our proposed
FEC2 approach in Matlab. The output evaluation and per-
formance analysis was conducted using NS2 (AWK scripting)
and R.

Table II
SYSTEM SETTINGS.

System Specification
Specification Value
Processor Intel Core i7
Processor frequency 2.8 GHz
Memory 64 GB
Operating system Windows 10 and Ubuntu

18.04.4 (Dual-Boot)

The system and simulation settings used for our experiment
are detailed in Table II and Table III, respectively. It should be
noted that we use the specified system and simulation settings
as a benchmark for evaluating our approach as well as other
compared approaches. We set the initial energy of sensor nodes
to be the same and set it equal to 500 joules as in [17]. We
varied the simulation parameter such as network size (total
number of nodes) from 50 to 150, sensing radius from 20m
to 50 m, and network simulation time from 10 to 90 seconds to
evaluate the scalability of our approach in meeting the required
QoS as in [18]. The computational complexity of our approach
was analyzed and given in Table IV.

Table III
SIMULATION SETTINGS.

Simulation Parameters
Parameter Value
Sensing Field 500 m × 500 m
Number of nodes 50-150 nodes
Initial Energy 500 joules
Simulation time 10-90 Seconds
Sensing radius 20-50 m

It is worth noting that to analyze the performance of our
proposed approach in a realistic settings, we must implement
our model over an ultra-dense large-scale network with a
high redundancy degree. This was challenging as it incurs a
high implementation cost. Due to this reason, we preferred
a simulation-based approach. In doing so, we were able to
evaluate the performance of our approach (by varying different
network parameters) cost-effectively and efficiently. We are
currently in the process of setting up a real testbed. Also,
in our simulation, the sensor nodes are randomly deployed
in the field to sense the events. Sensor nodes are required
to be deployed randomly for many applications where the

application environment is inhospitable or hostile. In such
applications, deployment is carried by dispersing sensors from
aircraft or artillery ordinance.

Table IV
COMPUTATIONAL COMPLEXITY OF OUR PROPOSED APPROACH WITH

BASELINE

Time and space compexity analysis
Metrics FEC2 EC2 [3] Max-

Flow
[12]

MSPA
[18]

Time O(n) O(n logn) O(n logn) O(n2)
Space O(logn) O(n) O(n) O(n)

n: Total number of vertices in the graph

B. Performance analysis

The objective of the simulation is two-fold: 1) to evaluate
the performance of our algorithm in meeting the required QoS
levels and 2) to analyze and measure the efficacy of our algo-
rithm in constructing the barriers. We compare our approach
with two graph-based barrier construction approaches, namely
Max-Flow [12], [16]–[18] and Multi Shortest Path Approach
(MSPA) [18]. Both approaches are well known and widely
used graph-based approaches and are well suited for com-
parison purposes. To obtain accurate results, all calculations
are averaged over 50 separate runs of the algorithm. Table
V-XXIII shows the mean, standard deviation (Std.Dev.), and
confidence interval (CI) of the obtained results for all the
metrics. The performance metrics used for analysis as well
as for the validation of our model are as follows:
• Energy Consumption Metrics

The energy efficiency of an approach can be analyzed
by measuring the total energy consumption of each node
as well as the total energy consumption of the entire
network. We use the energy consumption metrics defined
in [26] to analyze the energy efficiency of our approach.
An energy-efficient approach will result in minimal and
uniform energy consumption over the lifetime of the
network without leaving any node over or under-utilized.

• Coverage Metrics
The percentage of coverage holes and the percentage of
area covered are two key performance indicators utilized
for measuring the coverage efficiency of the proposed
approach. These indicators are performance metrics and
are commonly used in coverage analysis [26], [27].
An approach is said to provide effective coverage if it
can minimize the overall percentage of coverage holes
to nearly zero and maximize the overall percentage of
coverage area to nearly 100%.

• Connectivity Metrics
Link Quality Indicator (LQI) is a widely used connec-
tivity metrics utilized to measure the quality of link
connectivity [25]. It is a function of the received signal
strength (RSSI), the total number of packets dropped,
and the total number of erroneous packets received due
to degradation in link quality. An approach is said to
guarantee a high degree of connectivity if it can bring
down the value of LQI close to zero.
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• Fault-Tolerance Metrics
We introduce two performance indicators called relia-
bility index and switching energy cost to measure the
efficiency of our approach in addressing barrier faults.
The reliability index is calculated as the ratio of the
total number of barriers identified to the expected number
of barriers. Greater reliability implies a high degree of
robustness in tolerating faults.
The reliability index is calculated as follows:

RI =
Nc
Nb

, (33)

where Nc is the total number of barriers constructed by
the proposed approach and Nb is calculated as per the
Eq. 16.
Switching energy cost Ēswitch is the average cost in-
curred when switching from a failed node to an alternate
set of replacement nodes, which may or may not belong
to any barrier. It is calculated as the average amount
of energy depleted in nodes that are switched from a
SLEEP state to an ACTIV E state during the barrier
recovery process. An efficient fault-tolerant approach
should incur minimum switching energy costs in the
event of node failures. The switching energy cost can be
minimized by curtailing the number of replacement nodes
that are required to be switched to ACTIV E state. As a
consequence, in the event of a node failure, switching to
fewer nodes is more energy-efficient than switching to a
new barrier.
The switching energy cost to switch a sensor node j to
ACTIV E state is calculated as follows:

Ēj = (Et + Er + Es)×Bs, (34)

where Bs is barrier recovery time and Et, Er, and
Es are transmission, receiving and sensing energy cost
respectively. The switching energy cost to switch a set of
nodes S̄ to ACTIV E state is calculated as follows:

Eswitch =
∑
j∈S̄

Ēj . (35)

The average switching energy cost incurred to recover
from the failure of a sensor node in each barrier bi

(Bi∈B) can be calculated as follows:

Ēswitch =

∑
bi∈B

∑
j∈S̄ Ēj

Nc
. (36)

1) Analysis of QoS Metrics:

• Energy Consumption Analysis
The energy consumption of each node in a network of
size 50 nodes is evaluated to determine over or underuti-
lized nodes if any, in the network, as shown in Fig. 7. The
X-axis represents the node IDs used to identify each node,
and Y-axis represents the energy consumption of each
node in joules. The energy consumption model utilized
for analysis is discussed in section III.

Figure 7. Per node energy consumption analysis

Table V
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF PER NODE ENERGY

CONSUMPTION AT 95% AND 99% CONFIDENCE LEVEL

Per node energy consumption analysis(joules)
Metrics FEC2 EC2 Max MSPA
Mean 4.56 4.53 4.72 4.36
Std.Dev. 0.75 0.70 1.43 1.45
CI@095 (4.77,4.34) (4.72,4.26) (5.12,4.31) (4.77,3.94)
CI@99 (4.84,4.27) (4.79,4.26) (5.26,4.17) (4.90,3.81)

Figure 8. Per network energy consumption analysis

Table VI
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF PER NETWORK ENERGY

CONSUMPTION AT 95% AND 99% CONFIDENCE LEVEL

Per network energy consumption analysis(joules)
Metrics FEC2 EC2 Max MSPA
Mean 3.85 4.18 5.21 5.11
Std.Dev. 1.24 1.73 1.63 1.73
CI@95 (4.20,3.49) (4.67,3.68) (5.66,4.73) (5.59,4.60)
CI@99 (4.31,3.38) (4.83,3.52) (5.81,4.58) (5.75,4.44)

The results obtained show that the proposed approach
(represented using a green line) has a steady increase in
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energy consumption per node when compared to other
approaches. Even though the EC2 approach exhibits a
similar increasing trend, we observe that there is still
a possibility that some nodes are either under or over-
utilized. The performance of the Max-flow approach and
MSPA approaches are quite similar with regards to nodes
being over-utilized and under-utilized.
A slightly improved performance of the FEC2 approach
in terms of total energy utilization is because the proposed
approach ensures that each node must belong to at least
one barrier. Moreover, the weight balancing strategy
adopted in the proposed greedy heuristic guarantees that
no node will be left under or over-utilized in a barrier.
The overall energy utilization of the network is analyzed
in Fig. 8. The X-axis represents the network size
(number of nodes), and Y-axis represents the overall
energy consumption of the entire network. It can be noted
that all approaches perform the same when the network
size (total number of nodes) remains less than 50. The
FEC2 approach surpasses the rest when the network
size increases beyond 50 nodes. In FEC2 approach, the
maximum energy consumption of the overall network
with 150 nodes is always less than 4.5 joules, whereas it
is always above 4.5 joules in other approaches.

• Coverage Analysis

Figure 9. Percentage of coverage holes

In the FEC2 approach, the percentage of coverage holes
is calculated to be always less than 10% on an average,
and it declines with an increase in the network size, as
shown in Fig. 9. All the other approaches also show a
similar trend with a decrease in coverage hole percentages
as the network size increases. We observed that when the
network size is 50, the percentage of coverage hole in
EC2 was up to 20%, whereas in Max-Flow and MSPA
was higher than 20%. But, in all cases, the percentage of

coverage holes in FEC2 is always on an average 10%
lower than other approaches.

Table VII
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF COVERAGE HOLES (%)

AT 95% AND 99% CONFIDENCE LEVEL

Percentage of coverage holes of a network with N=50
Metrics FEC2 EC2 Max MSPA
Mean 10.57 19.4 24 22
Std.Dev. 5.3 4.11 4.7 5.52
CI@95 (12.07,9.06) (20.56,18.23) (25.33,22.66) (23.56,20.43)
CI@99 (12.57,8.56) (20.95,17.84) (25.78,22.21) (24.09,19.90)

Table VIII
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF COVERAGE HOLES (%)

AT 95% AND 99% CONFIDENCE LEVEL

Percentage of coverage holes of a network with N=100
Metrics FEC2 EC2 Max MSPA
Mean 7.7 16 18 19
Std.Dev. 4.07 4.3 4.6 5.6
CI@95 (8.85,6.54) (17.22,14.77) (19.30,16.69) (20.59,17.40)
CI@99 (9.24,6.15) (17.62,14.37) (19.74,16.25) (21.12,16.87)

Table IX
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF COVERAGE HOLES (%)

AT 95% AND 99% CONFIDENCE LEVEL

Percentage of coverage holes of a network with N=150
Metrics FEC2 EC2 Max MSPA
Mean 5 13.75 15.74 16.75
Std.Dev. 2.4 3.4 4.6 5.5
CI@95 (5.68,4.31) (14.71,12.78) (17.05,14.44) (18.31,15.18)
CI@99 (5.90,4.09) (15.03,12.46) (17.49,14.00) (18.83,14.66)

FEC2 approach guarantees 100% coverage until the time
50 seconds. Thereafter, the percentage of area covered
gradually shrinks in size, as shown in Fig. 10. For
others, there is a significant decrease in the percentage
of coverage area with an increase in time. It can also be
observed that coverage area increases with an increase
in the network size in all the approaches but with a
significant increase to 95 % in the FEC2 approach.

Table X
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF COVERAGE AREA (%)

AT 95% AND 99% CONFIDENCE LEVEL

Percentage of coverage area of a network with N=50
Metrics FEC2 EC2 Max MSPA
Mean 94 85 82 80
Std.Dev. 10.20 22.7 22.91 23.27
CI@95 (96.89,91.10) (91.45,78.54) (88.51,75.48) (86.61,73.38)
CI@99 (97.86,90.13) (93.60,76.54) (90.68,73.31) (88.81,71.18)
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Table XI
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF COVERAGE AREA (%)

AT 95% AND 99% CONFIDENCE LEVEL

Percentage of coverage area of a network with N=100
Metrics FEC2 EC2 Max MSPA
Mean 96 87 85 83
Std.Dev. 12.68 24.86 28 24.81
CI@95 (99.60,92.39) (94.06,79.93) (92.95,77.04) (90.05,75.94)
CI@99 (100,91.19) (96.42,77.57) (95.61,74.38) (92.40,73.59)

Table XII
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF COVERAGE AREA (%)

AT 95% AND 99% CONFIDENCE LEVEL

Percentage of coverage area of a network with N=150
Metrics FEC2 EC2 Max MSPA
Mean 98 90 88 86
Std.Dev. 8.89 16.92 15.09 13.54
CI@95 (100,95.47) (94.80,85.19) (92.28,83.71) (89.84,82.15)
CI@99 (100,94.63) (96.41,83.58) (93.71,82.28) (91.13,80.86)

Figure 10. Percentage of coverage area

It is worth noting that the barrier construction and the
barrier recovery efficiency of our proposed approach
have resulted in an improved coverage efficiency due to
a reduced percentage of coverage holes and improved
percentage of coverage area.

• Connectivity Analysis
The link quality index measures the quality of network
connectivity. Fig. 11 shows the link quality index over
time. The X-axis represents the simulation time. The
simulation time is varied from 30 to 90 seconds. The
Y-axis represents the LQI values obtained when varying
the simulation time.

Table XIII
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF LQI AT 95% AND 99%

CONFIDENCE LEVEL

LQI of a network with N=50
Metrics FEC2 EC2 Max MSPA
Mean 0.26 0.57 0.62 0.61
Std.Dev. 0.10 0.07 0.07 0.07
CI@95 (0.28,0.23) (0.58,0.55) (0.63,0.60) (0.62,0.59)
CI@99 (0.29,0.22) (0.59,0.54) (0.64,0.59) (0.63,0.58)

Figure 11. Link quality indicator

Table XIV
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF LQI AT 95% AND 99%

CONFIDENCE LEVEL

LQI of a network with N=100
Metrics FEC2 EC2 Max MSPA
Mean 0.17 0.37 0.43 0.44
Std.Dev. 0.09 0.05 0.06 0.09
CI@95 (0.19,0.14) (0.38,0.35) (0.44,0.41) (0.46,0.41)
CI@99 (0.20,0.13) (0.38,0.35) (0.45,0.40) (0.47,0.40)

Table XV
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF LQI AT 95% AND 99%

CONFIDENCE LEVEL

LQI of a network with N=150
Metrics FEC2 EC2 Max MSPA
Mean 0.12 0.28 0.34 0.34
Std.Dev. 0.08 0.05 0.07 0.06
CI@95 (0.14,0.09) (0.29,0.26) (0.35,0.32) (0.35,0.32)
CI@99 (0.15,0.08) (0.29,0.26) (0.36,0.31) (0.36,0.31)

The results show that the proposed approach has a lower
LQI value with mean LQI, always less than 0.3 in all
the given cases, as shown in Fig. 11. Lower LQI values
indicate high connectivity. In all the given cases, all other
approaches are found to have higher LQI values (> 0.35)
when compared to the FEC2 approach. The lower LQI
index values of FEC2 approach is attributed to its
ability to keep track of continual and unexpected node
energy depletion rates on the basis of which it proactively
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initiates barrier recovery strategies to eliminate nodes
with extremely low residual energies. As a result, the
network remains functional without a loss of connectivity
for a longer duration.

• Reliability Analysis
The reliability index is directly proportional to the num-
ber of barriers identified. More the number of barriers,
the greater will be the ability of the network to tolerate
faults due to sensor node failures.

Figure 12. Reliability index

Table XVI
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF RELIABILITY INDEX AT

95% AND 99% CONFIDENCE LEVEL

Reliability index
Metrics FEC2 EC2 Max MSPA
Mean 0.86 0.75 0.63 0.61
Std.Dev. 0.38 0.33 0.29 0.28
CI@95 (0.96,0.75) (0.84,0.65) (0.71,0.54) (0.68,0.53)
CI@99 (1,0.71) (0.87,0.62) (0.73,0.52) (0.71,0.50)

The reliability value of the FEC2 approach was observed
to be around 0.85, which indicates that the approach
was able to construct 85% of the theoretical maximum
limit (Nb), as shown in Eq. 33. It is worth noting that
in EC2 and FEC2 approaches, the strategy to select
nodes based on minimum overlapping distance during
the barrier construction process facilitates the construc-
tion of more barriers when compared to the other two
approaches. As a result, these two approaches have a
relatively higher reliability index scores and supersede
the rest. Even though both EC2 and FEC2 approach
uses a greedy heuristic for constructing the barrier, the
weight balancing strategy adopted in FEC2 has greatly
improved its barrier construction efficiency and hence
resulted in a notable increase in reliability index when
compared with all other approaches. These results further
substantiate theorem 2.

Figure 13. Switching energy cost analysis

Table XVII
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF SWITCHING ENERGY

COST AT 95% AND 99% CONFIDENCE LEVEL

Switching energy cost (joules) analysis of a network with N=50
Metrics FEC2 EC2 Max MSPA
Mean 20.7 28.3 36.5 37.5
Std.Dev. 7.73 5.56 8.89 9.4
CI@95 (22.89,18.5) (29.88,26.71) (39.02,33.97) (37.5,9.4)
CI@99 (23.62,17.77) (30.40,26.19) (39.86,33.13) (41.06,33.93)

Table XVIII
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF SWITCHING ENERGY

COST AT 95% AND 99% CONFIDENCE LEVEL

Switching energy cost (joules) analysis of a network with N=100
Metrics FEC2 EC2 Max MSPA
Mean 16.42 23.2 27.14 28.57
Std.Dev. 3.18 3.74 6.36 5.56
CI@95 (17.32,15.51) (24.26,22.13) (17.32,15.51) (30.15,26.98)
CI@99 (17.62,15.21) (24.61,21.78) (17.62,15.21) (30.67,26.46)

In addition to the reliability index, another performance
metric to measure the fault-tolerance efficacy is switching
energy costs. As shown in Fig. 13, FEC2 approach
outperforms other approaches in terms of switching en-
ergy cost. This is because, in our approach, when a
node in an active barrier becomes faulty, the underlying
algorithm switches seamlessly from this faulty node to
a fully functioning backup node. In essence, the backup
node is activated rather than switching over to an entirely
new barrier, effectively lowering switching energy costs.
Furthermore, when compared to other approaches, the
switching energy cost in FEC2 approach declines as the
network size increases. This is because with an increase
in the network density (number of nodes) redundancy de-
gree of the node increases, and as a result, the probability
of having more nodes to substitute a faulty one increases.
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Table XIX
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF SWITCHING ENERGY

COST AT 95% AND 99% CONFIDENCE LEVEL

Switching energy cost (joules) analysis of a network with N=150
Metrics FEC2 EC2 Max MSPA
Mean 10 18.57 22.14 24.28
Std.Dev. 2.04 3.18 3.93 3.74
CI@95 (10.57,9.42) (19.47,17.66) (23.25,21.02) (25.34,23.21)
CI@99 (10.77,9.22) (19.77,17.36) (23.62,20.65) (25.67,22.86)

These results clearly indicate that FEC2 provides a better
fault-tolerance. It also supports energy-efficient commu-
nication with high coverage and connectivity guarantees.
2) Barrier construction efficiency: The barrier construc-
tion efficiency metric measures the total number of
barriers constructed by the approach. The total number
of barriers constructed is a commonly used metric to
measure the efficiency of any approach in its ability
to construct barriers [18]. We conduct simulations to
analyze the impact of network size and sensing radius on
the scheme’s ability to construct energy-efficient barriers.
To this effect, we vary both the network size and the
sensing radius from 50 to 150 nodes and 10 to 30
meters, respectively. The simulation was performed on
two sensing field sizes, 150 m × 150 m and 150 m ×
75 m. The network parameters are set as in [18].

Figure 14. Barrier construction efficiency analysis( varying network size)

Table XX
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF BARRIER

CONSTRUCTION EFFICIENCY (VARYING NETWORK SIZE N) AT 95% AND
99% CONFIDENCE LEVEL

Barrier construction efficiency over a network field of size 150X150 m
Metrics FEC2 EC2 Max MSPA
Mean 8.3 7 6.3 4
Std.Dev. 4.5 6.11 3.5 2
CI@95 (9.57,7.02) (8.73,5.26) (7.29,5.30) (4.56,3.43)
CI@99 (9.51,6.4) (9.31,4.68) (7.62,4.97) (4.75,3.24)

It is observed that the ability of the FEC2 approach
to creating a large number of barriers rapidly increases
steeply with an increase in network size and surpasses

other approaches, as shown in Fig. 14. Both MSPA and
EC2 approach show a similar upward trend for small
network sizes, but as the network size increases EC2

outperforms MSPA. In the max-flow approach too, there
is a steady increase in the number of barriers being
constructed, albeit at a rate lower than others. A similar
trend was observed when the sensing field size was
changed to 150 m × 75 m.

Figure 15. Barrier construction efficiency analysis( varying sensing radius)

Table XXI
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF BARRIER

CONSTRUCTION EFFICIENCY (VARYING NETWORK SIZE N) AT 95% AND
99% CONFIDENCE LEVEL

Barrier construction efficiency over a network field of size 150X75 m
Metrics FEC2 EC2 Max MSPA
Mean 9 7.6 4.6 6.3
Std.Dev. 4.58 4.04 4.5 3.5
CI@95 (10.30,7.69) (8.74,6.45) (5.87,3.32) (7.29,5.30)
CI@99 (10.73,7.26) (9.13,6.06) (6.30,2.89) (7.62,4.97)

A noticeable increase in overall barrier construction ef-
ficiency is seen when the sensing radius was increased
from 10 to 30 m. In both sensing field settings, the barrier
construction efficiency of FEC2 approach outperforms
other approaches as shown in Fig. 15. The increased
performance of FEC2 approach can be attributed to the
weight balancing strategy of greedy heuristic.

Table XXII
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF BARRIER

CONSTRUCTION EFFICIENCY (VARYING SENSING RADIUS R) AT 95% AND
99% CONFIDENCE LEVEL

Barrier construction efficiency over a network field of size 150X150 m
Metrics FEC2 EC2 Max MSPA
Mean 21.75 19.75 12.75 17.5
Std.Dev. 6.9 6.34 4.5 6.45
CI@95 (23.71,19.78) (21.55,17.94) (14.02,11.47) (19.33,15.66)
CI@99 (24.36,19.13) (22.15,17.34) (14.45,11.04) (19.94,15.05)
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Table XXIII
CONFIDENCE INTERVAL (CI) MEASUREMENTS OF BARRIER

CONSTRUCTION EFFICIENCY (VARYING SENSING RADIUS R) AT 95% AND
99% CONFIDENCE LEVEL

Barrier construction efficiency over a network field of size 150X75 m
Metrics FEC2 EC2 Max MSPA
Mean 27 24 18 22
Std.Dev. 7.63 7.6 7.8 7.25
CI@95 (29.16,24.83) (26.15,21.84) (20.21,15.78) (24.06,19.93)
CI@99 (29.89,24.10) (26.88,21.11) (20.95,15.04) (24.74,19.25)

VII. CONCLUSION

Fault-tolerance in barrier scheduling is an inevitable re-
quirement. Failure of sensor nodes in the barrier due to
faults can be a potential source of serious threat to cov-
erage and connectivity. This paper highlights the under-
lying fault-tolerance issues and proposes a fault-tolerant
energy-efficient barrier scheduling scheme (FEC2) that
guarantees an extended network lifetime without com-
promising coverage and connectivity requirements of IoT-
based surveillance application. The proposed scheme uses
a novel weighted graph model that uses redundancy and
overlapping degree of nodes to capture the network state
in real-time dynamically. A novel greedy heuristic that
adopts a weight balancing strategy is executed on the
weighted graph to construct multiple barriers. Sudden
and unexpected node failures in a barrier caused due to
unintentional faults such as unexpected battery depletion
are handled using an optimal barrier recovery algorithm.
The experimental results show that FEC2 approach
outperforms other graph-based approaches in its ability
to meet the required QoS metrics and in constructing the
barriers efficiently. In our future research work, we aim
to focus on the following aspects. Firstly, we intend to
extend the FEC2 approach to address intentional faults
such as active security attacks. Additionally, we aim to re-
vise our approach using a probabilistic sensing model and
deploy it over a heterogeneous sensor network platform.
Furthermore, we plan to extend the FEC2 approach to
meet the QoS requirements of the surveillance application
deployed in 3D sensor and directional sensor network
environments. Finally, we want to test the performance
of the FEC2 approach on a real testbed.
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