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a b s t r a c t 

Pipelines are the most vital energy-transportation mediums of today’s energy-intensive economies. To a level, 
pipeline integrity is tied to the continuous development and robustness of modern societies, where major failures 
may result in dire environmental, societal, and economic consequences. Therefore, pipeline safety and integrity 
are crucial for a sustainable future and responsible development. Pipeline integrity management has been a topic 
of interest for regulators, practitioners, and academicians alike. Over the past four decades, integrity management 
has evolved from prescriptive visual inspection and assessment to risk-based integrity management using real- 
time data. This paper aims to capture the evolution of risk-based methods in integrity management, focusing on 
the last two decades. The paper answers four primary questions: 

1 What is integrity management, and how has it evolved? 
2 How does the concept of risk fit in integrity management? 
3 What are the methods used to assess and manage pipeline integrity? 
4 How will integrity accommodate Industry 4.0? 

This article briefly defines the term integrity, how it has progressed and subsequently provides a structured 
review and analysis of the public domain literature. The paper focuses on risk-based methods adopted to different 
integrity management elements and applied at different stages of the pipeline’s life cycle. The paper concludes 
by evaluating the research progress, the gaps in knowledge, and their implication on adopting Industry 4.0. 
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. Introduction 

Pipelines are the safest, most cost-efficient transportation mode
or oil, gas, and petroleum products. Being an integral component in
odern energy infrastructure, millions of kilometers of transportation
ipelines stretch across the globe to supply the ever-growing energy
arket. There are 117,000 kilometers of large-diameter transportation
ipelines in Canada alone ( NRCAN, 2020 ). 

Despite the rare and decreasing frequency of containment loss and
mproving emergency response, major accidents’ environmental, soci-
tal, and economic consequences remain drastic ( Biezma et al., 2020 ).
ollowing the relatively high accident rate of pipelines during the 1970s,
he introduction and inefficacy of early prescriptive pipeline safety
uidelines in the 1980s, many countries have included performance-
ased risk and integrity management in their legislation in the past
hree decades ( Trust, 2020 ; Parker, 2004 ; European Commission and
irectorate-General Environment, 2011 ). The currently enforced in-
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egrity management policies accommodate risk-based methods to op-
imize safety and performance ( API, 2016a ; API, 2016b ). 

This review aims to describe the relation, role, and evolution of risk-
ased methods in the integrity management of oil and gas pipelines.
 scoping review approach is adopted to identify the knowledge gaps
nd understand current trends and their influence on future develop-
ent. Scoping reviews are tools for rapidly mapping fundamental con-

epts, especially when the research area is complex or not compre-
ensively reviewed before ( Arksey and O’Malley, 2005 ). Many reviews
ave focused on various aspects of integrity management, such as fault
etection methods ( Datta and Sarkar, 2016 ), pipeline failure cause in
orrosive environments ( Ossai et al., 2015b ), non-destructive evalua-
ion approaches ( Coramik and Ege, 2017 ), In-Line Inspection (ILI) tech-
iques, and application of ILI data in integrity management ( Xie and
ian, 2018 ), structural integrity and burst pressure assessment ( Amaya-
ómez et al., 2019 ), and failure prediction models ( Zakikhani et al.,
020 ). However, to the best of our knowledge, no review has attempted
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Fig. 1. Schematic view of risk-based methods in integrity management pro- 
grams. 
o review risk-based approaches in the context of pipeline integrity man-
gement. 

Identifying the patterns of research progress in this manner helps
ecognize the current trends and their implications on adopting Indus-
ry 4.0 or the Internet of Things (IoT). Since the industrial revolution in
he 18 th century, the world has witnessed two more substantial techno-
ogical leaps forward, and the fourth wave of drastic changes is on its
ay. The wide-spread development of cyber-physical systems to opti-
ize processes and streamline production is hailed as the fourth indus-

rial revolution. The information-intensive process to create a digital
ridge across the industry, from the early stages of design and produc-
ion to consumers, will become possible using big data integration and
he IoT. This concept, known as Industry 4.0, promises to make the in-
ustry more profitable through short development periods, flexibility,
ecentralization, and efficiency on the one hand, and mechanization,
igitalization, and miniaturization on the other ( Lasi et al., 2014 ). These
dvantages imply that the Oil and Gas Industry will, inevitably, set foot
n this path. This review aims to examine the effect this research may
ave on adopting this concept. 

This paper also discusses the resilience engineering concept applied
o pipeline integrity management and reviews recent publications. Re-
ilience is a paradigm of safety focusing on coping with adversities and
dapting to their effects. “Resilience is defined as the system’s ability
o absorb adverse effects of disruptive events, continue its operation in
he degraded state, and recover to anew or previous quality of operation
ith minimum support. ” ( Yarveisy et al., 2020 ). Resilience shares many
f its features with risk control and risk-based maintenance; hence the
eviewed literature is discussed alongside these subjects related to risk
ontrol. 

The work is organized into six sections. Section two, Review Frame-
ork, discusses the bibliometric and scoping review approach. Section

hree, Pipeline Integrity Management, starts with an introduction to in-
egrity management, its progress, and the role of risk-based approaches
n the structure of integrity management programs. Section four re-
olves around components of Risk Analysis; risk assessment, conse-
uence, and frequency analysis. The frequency analysis section focuses
n predictive integrity models and uses literature on corrosion growth
odeling to examine research progress and inclination towards ILI data
tilization. Section five is concerned with Risk Control; the publications
ocusing on risk-based inspection and maintenance are reviewed after
ntroducing the accepted inspection methods. Finally, Section Six con-
ludes how the risk-based methods have evolved, notes the gaps in the
nowledge, and speculates about the progress in adopting the Industry
.0 concept. 

. Review framework 

In addition to the reviewed publications, this work provides insight
nto the selected components of integrity management programs by in-
luding information from standards and recommended practices. This
omplementary information is included to lay the foundation for the re-
iew of the risk-based literature in the context of integrity management
rograms. 

This review aims to draw a map of the literature focused on risk-
ased approaches driven by bibliometrics. Bibliometrics or statistical
ibliography ( Pritchard, 1969 ) is “the study and measurement of the
ublication patterns of all forms of written communication and their
uthors ( Potter, 1981 ) ”. Among the various qualitative and quantita-
ive approaches used to understand and organize previous knowledge,
ibliometrics provides a structured framework for a transparent and
eproducible review method using the statistical measurement of Sci-
nce ( Aria and Cuccurullo, 2017 ). The bibliometric analyses are carried
ut using the Bibliometrix package ( Aria and Cuccurullo, 2017 ) for R
75 
 R Core Team, 2020 ) and the VOSviewer software ( van Eck and Walt-
an, 2010 ). 

In this work, a purely bibliometric approach is not followed. The
ffort is put into identifying the notable publications and sources us-
ng bibliometrics to conduct a scoping review. Scoping reviews examine
he extent, summarize the research, and identify the gaps in knowledge,
iming to comprehend the current work’s implications on future efforts
 Arksey and O’Malley, 2005 ). In the adopted scoping approach, notable
iterature identified based on bibliometrics are filtered after a title and
bstract review. An overall review of publications related to individual
ubjects reveals methods implemented and their requirements. The lit-
rature is further categorized based on the method, and notable works
rom each category are reviewed in detail. This review approach helps
xtract research trends. The detailed review process has been discussed
nly in risk analysis (Section Four) to avoid repetition. For reproducibil-
ty of results, the search string used for each subject is provided in re-
pective sections. 

. Pipeline integrity management 

Integrity Management Programs (IMPs) are risk management pro-
rams with provisions for activities concerned with sustainable and con-
inuous self-assessment and improvement ( API, 2019 ). The modern IMPs
re performance-based, while earlier programs were prescriptive. The
erformance-based programs let the operator manage risk and optimize
afety, reliability, and cost by considering uncertainties instead of fol-
owing strict guidelines. Risk-based methods provide this capability; the
emaining activities in IMPs are policies to ensure continuous operation
nd self-improvement rather than directly dealing with structural in-
egrity. Fig. 1 shows how the risk-based methods fit into an IMP struc-
ure. 

All risk management programs consist of two stages, Risk Analysis
nd Risk Control. Pipeline integrity management emerges from combin-
ng the structural health of the asset with risk management ( CSA, 2015 ).
ipeline Risk Analysis allows the operator to rank sections based on their
xpected frequency and consequence of failures. The information used
o conduct the risk analysis is based on periodic inspections and struc-
ural integrity assessment. The information obtained from risk analysis
s then used to decide the next inspection interval. By ranking pipeline
ections based on the obtained information, the operator can efficiently
llocate the resources to mitigate and remediate the risk. 

Over time, and due to the legislative progress towards implementing
isk-based methods in pipeline management, research in this area has
ttracted more attention. Fig. 2 shows the increasing share of research
n risk-based methods compared to the overall research related to oil
nd gas pipelines. The surge in the early 2000s is most likely associated
ith the Pipeline Safety Improvement Act of 2002 in the US, suggesting

egislator’s influence on research incentives. The general search strings
o gather information illustrated in Fig. 2 are shown in Table 1 . 
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Fig. 2. Number and percentage of risk-related publications compared to all publications concerned with oil and gas pipelines. 

Table 1 

Search strings used to collect information on publications related to oil and gas 
pipelines. 

Key words Search strings 

Pipeline (TITLE-ABS-KEY(pipeline AND (oil OR gas) AND TITLE(pipeline 

AND pipe ∗ )) AND (LIMIT-TO (DOCTYPE,"ar") OR LIMIT-TO 

(DOCTYPE,"cp")) AND (LIMIT-TO (LANGUAGE,"English"))) 

Risk-related ((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND (risk OR 

risk ∗ OR integrity OR reliability OR safety OR consequence OR 

("probability of failure" OR "Failure Probability") OR 

vulnerability OR probability OR probabilistic OR statistic ∗ OR 

statistical)) AND TITLE(pipeline AND pipe ∗ )) AND (LIMIT-TO 

(DOCTYPE,"cp") OR LIMIT-TO (DOCTYPE,"ar")) AND (LIMIT-TO 

(LANGUAGE,"English"))) 

Fig. 3. Schematic view of risk analysis components. 
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Table 2 

Search string used to gather information on research focusing on pipeline risk 
analysis. 

Key word Search strings 

Risk analysis ((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND (risk OR 

risk ∗ OR safety OR consequence OR ("probability of failure" 

OR "Failure Probability"))) AND TITLE(pipeline AND pipe ∗ )) 

AND (LIMIT-TO (DOCTYPE,"cp") OR LIMIT-TO (DOCTYPE,"ar")) 

AND (LIMIT-TO (LANGUAGE,"English"))) 

i  

c  

c  

m  

h  

a  

c  

r
 

s  

2  

p  

o  

t  

 

r  

a  

l  

f  

d  

a  

T  

a  

t  

t  

f  

a

. Risk analysis 

Risk analysis is the most significant research area in the integrity
anagement literature. Fig. 3 shows the universal elements of the risk

nalysis process. Risk is the product of the probability of a failure due to
 hazard and its associated consequences. Here, hazard identification is
riefly discussed to provide context before reviewing the literature. The
iterature is divided into three sections: risk estimation, consequence
nalysis, and frequency analysis. The last subsection focuses on works
76 
n reliability and corrosion growth modeling. The literature is further
ategorized based on the methods used. The identified method-based
ategories are decision science, logical, probabilistic, numerical, and
echanistic. Grouping the publications based on the applied method
elps recognize the data requirements and sources of uncertainty in risk
nalysis. By looking at the time of publication of the works in each sub-
ategory, it is possible to make informed assumptions about each pe-
iod’s research trends. 

The bibliometric information of works directly related to risk analy-
is is obtained from the Scopus database using the string shown in Table
 . Fig. 4 shows the significance of research related to risk analysis com-
ared to other publications focusing on risk-based methods. It is also
bservable that the trend of growth in applying risk-based methods in
he integrity management of pipelines is driven by risk analysis research.

In this section, the journal articles and conference proceedings on
isk assessment of oil and gas pipelines written in English from Scopus
nd Web of Science core collection were extracted. Firstly, records cited
ess than five times were eliminated. The year of publication is limited
rom 1980 to 2020. The dataset was further reduced by removing the
uplicate occurrences and irrelevant cases based on scanning the titles
nd keywords. The final reviewed data set was limited to 177 records.
he titles, keywords, and abstracts were reviewed to classify the records
ccording to the mentioned categories and methods. Citation count and
emporal citation chains set the detailed review criteria. To better cap-
ure the current trends, recent publications from influential sources were
avoured. Fig. 5 shows the six most notable journals based on citation
nd the number of articles published related to pipeline risk analysis. 
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Fig. 4. Research progress and share of risk assessment related literature to all risk-based publications in works concerned with oil and gas pipelines. 

Fig. 5. Most influential sources in pipeline risk analysis identified based on citation count, and the strength of citations among the sources is illustrated by line 
width. 
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.1. Hazard identification 

The first step to risk analysis in integrity management is hazard iden-
ification. Recommended practices categorize hazards into three cate-
ories ( ASME, 2018 ): 

1) Time-dependent. 
○ Require periodic inspection to monitor growth and progress, in-

cluding external and internal corrosion, environmentally assisted
corrosion, usually Stress Corrosion Cracking (SCC), and Hydro-
gen Induced Cracking (HIC) Time-dependent. 

2) Stable, time-independent, or random. 
○ These unpredictable threats may cause immediate failure or in-

flict damages impairing the system’s integrity, such as natu-
ral disasters, equipment failure, or third-party damage Time-
dependent. 

3) Potentially time-dependent. 
○ These types of threats are only considered in liquid carrying

pipelines where fatigue due to cyclic loading has a much higher
77 
impact. These threats require periodic inspection based on oper-
ator assessment ( API, 2019 ) Time-dependent. 

.2. Risk estimation 

This section focuses on literature considering the causes, proba-
ility, and consequences of pipeline failures by assessing the risk. A
ong-established approach to risk assessment of pipelines is the statis-
ical analysis of historical data to assess the causes, consequences, and
istribution of failures. An early implementation of this approach by
apadakis (1999 ) provides an account of the cause of failures, the mag-
itude of the release, and occupational consequences for oil and gas
ipelines in Europe, the US, and the Soviet Union. Restrepo et al. (2009 )
llustrates each transported liquid’s share in accidents, causes, property
amage costs, and expenses associated with spills in the US hazardous
iquid pipeline infrastructure from 2002 to 2005. Lam and Zhou (2016 )
rovide an extensive account of pipeline failures, causes, and conse-
uences processing and analyzing the US Pipelines and Hazardous Ma-
erials Safety Administration Agency (PHMSA) data from 2002 to 2013.
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amirez-Camacho et al. (2017 ) review 1063 major accident reports ac-
uired from the UK’s Health and Safety Executive database to assess the
istribution of the causes and explore the environmental, societal, and
conomic consequences of onshore pipelines failures. Bubbico (2018 )
rovides a detailed statistical analysis of the causes and consequences
f failures in the 2010 to 2015 period for crude oil, refined oil products,
nd natural gas pipelines using PHSMA accident data. This work high-
ights the contrast between the causes and consequences of failures of
uried and aboveground pipeline failures. 

Other approaches utilize historical data to conclude by implement-
ng probabilistic methods. Jo and Bum (2005 ) introduces two parame-
ers, fatal length and cumulative fatal length, for zoning of gas pipelines
sing accident data from the European gas pipeline incident database
EGIG) and BG Transco ( Mather et al., 2001 ). This concept is later used
o develop a method for calculating the individual risk of high-pressure
as transmission pipelines ( Jo and Crowl, 2008 ). Li et al. (2016 ) pro-
ose a hierarchical Bayesian network approach to risk assessment of
eak causes in submarine pipelines using historical data. Cunha (2016 )
rovides a purely statistical analysis approach to the frequency and con-
equences of gas, oil, and refined products of onshore pipelines using
ata from Brazil, Canada, Europe, the UK, and the US. In this approach,
he distribution of significant failure causes, i.e., corrosion, third party,
nd natural adversities, are associated with pipeline parameters to pro-
ide models for dependencies using straightforward regression models. 

Utilizing decision models to help the operator prioritize risk mitiga-
ion resources is a long-established integrity management approach. An
arly application of such methods is the semi-quantitative fuzzy com-
onent analysis used to examine the correlation of pipeline parameters
nd consequences of accidents by Ikejima and Frankopol (1987 ). Brito
nd de Almeida (2009 ) propose a multi-dimensional scenario-based risk
ssessment model implementing multi-attribute utility theory (MAUT)
o assist the decision-maker in aggregating multiple risk dimensions and
irect its resources to sections based on the expected consequences of
atural gas pipeline failures. Alencar and Almeida (2010 ) implement a
ulticriteria decision model and MAUT to prioritize actions in a CO 2 
ipeline based on the threat level in various zones. Shirali et al. (2012 )
mprove the previous work and suggest applying the ELECTRE TRI
ethods instead of the MAUT as the risk sorting method. Jamshidi et al.

2013 ) propose a risk assessment framework for pipelines using a fuzzy
nference system and compare it to the relative risk score framework.
harabagh et al. ( Gharabagh et al., 2009 ) suggest enhancing the quanti-

ative risk assessment (QRA) with risk ranking methods in the absence or
carcity of data. Urbina and Aoyama (2017 ) evaluate the benefits of safe
peration by assessing the expected surplus of prevented consequences
ith investments in mitigative actions using a semi-quantitative fuzzy

isk process based on accident databases. Li et al. (2020 ) propose a risk
ssessment approach to prioritize hazard mitigation using fuzzy TOPSIS
apability in discriminating among similar options. 

Logic diagram models, e.g., fault tree (FT), event tree (ET), and bow-
ie diagrams, are long-established practices in reliability, safety, and risk
ssessment. A shortcoming of these methods is their inability to adapt to
he uncertainty of the information. Considering the uncertainty involved
ith almost all aspects of risk assessment and scarcity of data, the liter-
ture implementing logical methods in risk assessment of pipelines has
onverged towards enhanced logic-based approaches to deal with this
ssue. 

Shahriar et al. (2012 ), Lu et al. (2015 ), and Shan et al. (2017 ) adopt
 mixture of bow-tie model with fuzzy mathematics to deal with uncer-
ainties and transforming linguistic information to quantitative proba-
ilities. Shahriar et al. (2012 ) capture the threats and consequences in
 common platform using the bow-tie model and deals with the uncer-
ainties and vagueness of data in the FT’s basic events and the likelihood
f outcomes ET using fuzzy mathematics. This work uniquely intro-
uces fuzzy utility value to study the probable influence of dependencies
mong parameters on the final results using the experts’ knowledge on
he subject. To inclusively capture parameters of risk from causes (haz-
78 
rds) to consequences, Lu et al. (2015 ) adopt a bow-tie analysis, propose
 fuzzy logic approach to convert linguistic expressions of experts, and
ssess the likelihood of the uncertain basic events of the FTs. The out-
omes of the ETs are then evaluated using an index system. Shan et al.
2017 ) explore Bayesian approach capacities in dealing with uncertain-
ies by mapping a fuzzy bow-tie model of causes and consequences of
eakage of gas pipelines to a Bayesian network. In a similar effort to deal
ith the vagueness of information and shift towards a more probabilis-

ic approach, Fang et al. (2019 ) maps a bow-tie model to a Bayesian
etwork for risk assessment of causes and consequences of urban gas
ipeline failures in utility tunnels. Focusing on a specific issue, Zhang
t al. (2019 ) proposes a risk assessment method of multiple pipelines
aid in the same ditch due to zoning and land limitations. The proposed
ethod models the pipelines as components of a series system using reli-

bility theory principles to illustrate the correlation of faults in this strat-
gy while using a bow-tie model to study the causes and consequences
n one platform. Liang et al. (2012 ) utilize an FT model to assess the
isk of damage to gas pipelines by the third party in detail, counting for
nitial events ranging from legislation to design, construction, manage-
ent. In this work, the authors propose a self-organizing map approach

o distinguish between cases with the same or similar risk index but dif-
erent hazard sources or occurrence frequencies to prioritize mitigation
fforts. 

A novel application of data integration in risk assessment of pipelines
s Geographical Information Systems (GIS). GIS can improve pipeline
afety by effectively highlighting the pipeline’s threats and accurately
nforming the consequence analysis. In an early application, Jo and Bum
2005 ) use GIS to assess the population density in the consequence as-
essment stage of zoning studies of a gas pipeline. Ma et al. (2013 ) com-
ine a failure risk analysis with accident consequence analysis to assess
he individual and societal risk for urban gas pipelines using GIS. Cheng
t al. (2015 ) utilize GIS spatial analysis capabilities combined with a fire
pread model to assess vulnerable areas to efficiently direct firefighting
esources and mitigative measures in case of an accident. 

.3. Consequence analysis 

In this section, works focusing on the consequences of pipeline fail-
res are studied in more detail. As mentioned, some recurring challenges
n risk analysis are the lack of information, data scarcity, or uncertain-
ies related to either the asset or hazards threatening its integrity. In
any cases, this leads to expert judgment elicitation or making do with

he little information available. The level of uncertainty leads to the
pplication of methods from decision science or Bayesian models. The
obustness of Bayesian approaches provides the possibility to make rea-
onable speculations. Implementation of Bayesian-based probabilistic
pproaches has emerged during the past decade. 

Arzaghi et al. (2018 ) propose a Bayesian approach to the fate and
ransport of oil released from subsea pipelines dealing with the uncer-
ainties of hydrocarbon releases in the marine environment. Arzaghi
t al. (2018 ) propose a Bayesian network approach to risk assessment
f oil spill consequences in the arctic region using widely accepted ex-
osure analysis and previously adopted fate and transport methods to
mprove the probabilistic approach recommended by the US Environ-
ental Protection Agency (EPA). Guo et al. (2018 ) provide a new ap-
roach to third-party risk assessment of pipelines by involving the pos-
ible consequences of third-party damages into the risk assessment pro-
ess by applying the information extracted from accident databases to
 Bayesian network. Yang et al. (2017 ) develop a fault tree and map it
o a hierarchical Bayesian network to assess the possible failure modes
f subsea pipelines affected by corrosion. In another work focusing on
isk assessment of natural gas pipelines facing natural hazards, Badida
t al. (2019 ) utilize fuzzification of expert’s linguistic feedback to assess
he probability of basic events for a fault tree analysis. 

Adopting quantitative risk analysis requires consequence analysis of
he mechanical phenomenon, such as dispersion models, and the area
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Table 3 

Keywords used to gather information on articles and proceedings related to oil 
and gas pipeline reliability, pipeline corrosion, and corrosion models. 

Key words Search strings 

Reliability ((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND (reliability 

OR integrity)) AND TITLE(pipeline AND pipe ∗ AND (reliability 

OR integrity OR integrity ∗ OR reliability ∗ ))) AND PUBYEAR > 

1979 AND PUBYEAR < 2021 AND (LIMIT-TO (DOCTYPE,"cp") 

OR LIMIT-TO (DOCTYPE,"ar")) AND (LIMIT-TO 

(LANGUAGE,"English"))) 

Pipeline 

corrosion 

((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND (corrosion)) 

AND TITLE(pipeline AND pipe ∗ AND (corrosion))) AND 

PUBYEAR > 1979 AND PUBYEAR < 2021 AND (LIMIT-TO 

(DOCTYPE,"cp") OR LIMIT-TO (DOCTYPE,"ar")) AND (LIMIT-TO 

(LANGUAGE,"English"))) 

Corrosion 

models 

((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND (corrosion 

AND (growth OR rate OR model OR predict ∗ OR maximum OR 

forecast))) AND TITLE(pipeline AND pipe ∗ AND (corrosion))) 

AND PUBYEAR > 1979 AND PUBYEAR < 2021 AND (LIMIT-TO 

(DOCTYPE,"cp") OR LIMIT-TO (DOCTYPE,"ar")) AND (LIMIT-TO 

(LANGUAGE,"English"))) 
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ffected by leaks. To assess the consequences of such events, numerical
odeling using computational fluid dynamics (CFD) or finite element

nalysis (FEA) is necessary. 
Kawsar et al. (2015 ) adopt a probabilistic and numerical approach

o assess the probability of dropped objects on subsea pipelines close to
latforms and prone to damage during installation and operation; they
odel the side-loading impact consequences using FEA. Sriskandarajah

nd Wilkins (2002 ) look into applying finite element models (FEM) for
RA to quantify potential damages to subsea pipelines in shallow wa-

ers due to anchor dragging. Hasan et al. (2018 ) propose an approach to
ptimize the design wall thickness of subsea pipelines based on various
orrosion defect shapes, possible corrosion rates, inhibitor efficiency us-
ng burst pressure failure models, and assessing the credibility of results
sing FEA. Bagheri et al. (2016 ) propose a CFD approach to assess gas
ransmission pipelines in quantitative risk assessment. Li et al. (2018 )
ut forward a CFD simulation method for release and dispersion assess-
ent of subsea gas leaks. 

.4. Frequency analysis 

Assessing the probability of failures due to identified hazards is a sig-
ificant aspect of the risk analysis process. Frequency analysis affects the
isk management process from two distinct aspects. Assessing the proba-
ility of failure using current information helps assess the risk and make
ecisions related to run, repair, or replace. On the other hand, predictive
ailure models help decide the optimum inspection interval. This section
ocuses on reliability models and the most significant time-dependent
azard, corrosion. Reviewing the literature on corrosion growth helps
nderstand the impact of ILI techniques on pipeline integrity assess-
ent. 

Table 3 shows the search strings used to obtain bibliometric infor-
ation on reliability models and pipeline corrosion. 

.4.1. Failure (reliability) models 

Even though structural integrity and reliability are mostly inter-
hangeable terms, they are distinguishable by their role in IMPs. In-
egrity assessment methods assess the asset’s current condition based on
vailable data to assist the operator in making the run, repair, or replace
ecision. The pipe section’s impaired strength due to mechanical faults,
orrosion damage, and its fatigue life can be calculated using approved
rescriptive or numerical methods. Recommend practices and standards
uch as ASME B31G ( ASME, 2012 ), RSTRENG ( Kiefner and Vieth, 1989 ),
NV-RP-F101 ( DNV, 2010 ) provide the prescriptive guidelines for cal-
ulating impaired burst pressure of pipelines in the presence of single
r multiple interacting defects. These methods are based on extensive
ull-scale tests and finite element analysis methods. 
79 
On the other hand, failure models combine structural methods with
efect growth and progression models. Reliability-based approaches
ave been proposed to predict the asset’s remaining life and probability
f failure and identify the dominant risk factors to determine inspec-
ion intervals or inform preventive maintenance efforts. In this section,
e direct the attention towards reliability-based models then review

he methods for predictive modeling of growth and progression of time-
ependent corrosion defects. 

The common theme among reliability models is applying probabilis-
ic techniques to handle uncertainties associated with predictive model-
ng. The varying aspect of reliability models is the degradation models
nd approach to integrity assessment. The focus of most literature in this
ection is the effect of corrosion or interaction of corrosion with other
hreats. The predictive reliability models are stochastic and rely on sta-
istical approaches to infer the asset’s future behavior based on historical
nd current conditions. In this section, the literature is divided into two
ubcategories. The first group of literature is those more concerned with
he method used to predict the reliability. The second category is aiming
o assess the reliability based on data obtained from inspections. 

In their proposed stochastic model, Zhang and Zhou (2013 ) utilize
 homogenous gamma process to model defect growth and implement
 Poisson square wave to deal with uncertainties involved with oper-
tional pressure. In this model, the hierarchical Bayesian model is up-
ated as data becomes available, and the probability of failure modes
ue to defect growth is assessed. Hasan et al. (2012 ), in a comparative
tudy of burst pressure assessment methods, implement a probabilis-
ic approach to generate corrosion defects and assess the pipe section’s
eliability using the First Order Second Moment and Monte Carlo Simu-
ation method. Cai et al. (2020 ) propose data-driven Dynamic Bayesian
etworks to assess the remaining life of structures affected by multi-
le adversities, i.e., corrosion, fatigue, and erosion. Qui and Cui (2018 )
dopt the concept of competing failures to reliability assessment of
ipelines. In this two-stage failure model, the degradation comprises
 new condition to defect initiation stage known as normal, and from
nitiation to failure stage known as a defective stage. A Poisson process
ecides each stage’s duration, and failures occur when the defect ex-
eeds a certain threshold or the system spends enough time in the defec-
ive stage. Dundulis et al. (2016 ) propose a deterministic-probabilistic
tructural integrity method, where the robustness of deterministic ap-
roaches are combined with the capacity of probabilistic methods in
andling uncertainties, including material, environmental, and hazards
sing the Bayesian method. Tee and Pesinis (2017 ) propose implement-
ng the Split System Approach, which allows updating the preventive
aintenance decision with the system’s current reliability. Oliviera et al.

2016 ) implement a Monte Carlo sampling approach to assess the col-
apse pressure of subsea pipeline’s time-dependent burst pressure relia-
ility in the presence of corrosion pits and based on a previously devel-
ped burst pressure calculation method. Pesinis and Tee (2017 ) combine
he statistical analysis of gas pipeline failure data with a corrosion de-
ect growth model according to the non-homogeneous Poisson process;
he reliability model’s results based on the burst pressure is then used
o optimize a maintenance program. BahooToroody et al. (2020 ) im-
lements both Hierarchical Bayesian Models and Maximum Likelihood
stimation to predict the system’s state after repairs by assessing failure
robability. Keshtgar et al. (2019 ) focus on comparing the performance
f various First Order Reliability Method (FORM) Formulas in assessing
he failure probability of corroded pipelines. 

In contrast to the mentioned methods above, the following mod-
ls are tailored to incorporate inspection data. Valor et al. (2014 ) pro-
ose an approach to reliability assessment of uninspected non-piggable
ipelines using the results of statistical analysis of data obtained from
n extensive field study of more than 16,000 excavation sites over
even years and implementing statistical analysis techniques. Sinha and
andey (2002 ) implement a probabilistic artificial neural network to as-
ess the probability of failure of aging gas pipelines using ILI data and
raining the model based on asset, mechanical, and operational charac-



F. Khan, R. Yarveisy and R. Abbassi Journal of Pipeline Science and Engineering 1 (2021) 74–87 

t  

t  

(  

c  

m  

fi  

Z  

p  

B
 

(  

c  

e  

a  

c  

c  

a  

o

4

T  

d  

W  

o  

h  

s  

t  

B  

o
 

t  

t  

a  

i  

m  

i  

i  

a  

(  

r  

i  

r  

t  

d  

t  

e  

g  

(  

i
 

i  

m  

i  

s  

(  

i  

i  

t  

t  

o  

c  

p  

s  

s  

a  

C  

c  

i  

p
c  

(  

t  

a  

f  

e  

H  

a  

p  

n  

t  

t  

s  

r  

r

eristics to report the results of the model in fuzzy numbers attempting
o show the uncertainties involved with the model. El-Abbassy et al.
2014 ) implement a neural network model to analyze and forecast the
ondition and reliability of offshore gas pipelines affected by asset di-
ensions, degradation, corrosion mitigative and preventive measure ef-
ciency, and operational parameters using inspection data. Al-Amin and
hou (2014 ) adopt a Bayesian approach to assess the reliability of gas
ipelines in the presence of multiple corrosion pits, using ILI data and a
ayesian updating scheme to predict the failure modes. 

Looking into the threat caused by more than one hazard, Cunha et al.
2014 ) implement a one-dimensional finite element approach and stress
oncentration factors to assess corroded pipelines’ fatigue life. Arzaghi
t al. (2018 ) utilize a Dynamic Bayesian Network to integrate the met-
llurgic, operational, and environmental factors in the degradation pro-
ess and assess the remaining life in the presence of pitting corrosion and
orrosion-fatigue. Chen et al. (2018 ) propose a combined remaining life
ssessment method using stress-strain data to calculate the fatigue life
f subsea pipelines in the presence of corrosion defects. 

.4.2. Degradation (corrosion) models. 

he leading cause of failure in oil and gas pipelines after third-party
amage is degradation through corrosion or corrosion-induced cracking.
ith the significant risk of corrosion damage to the integrity of pipelines

n the one hand and its complexity on the other, a great deal of effort
as been involved with accurate modeling of corrosion progress. Fig. 6
hows how applying corrosion models in reliability assessment has led
o a significant increase in publications focusing on this phenomenon.
ased on the ratio of publications focusing on growth modeling, it is
bvious that a far greater deal of attention is spent on this aspect. 

In this section, notable works focusing on predictive modeling of
ime-dependent corrosion defects are reviewed. Corrosion is defined as
he deteriorating chemical or electrochemical reaction between metals
nd the environment ( Van Delinder, 1984 ). Hence, the factors affect-
ng corrosion rate depend on the metallurgical characteristics of the
aterial and environmental parameters such as temperature, humid-

ty, the chemical composition of the soil, and salinity. In the case of
nternal corrosion of pipelines, operational parameters, composition,
nd the transported media phase are also affecting the corrosion rates
 Bhandari et al., 2015 ). Accurate and credible modeling of corrosion
ates has proven difficult due to the complexity and dynamic relation of
nvolved parameters. Corrosion models are numerous, and an inclusive
eview exceeds the scope of the present work. Here, the models aiming
Fig. 6. Reasearch progress and share of publications focusing on modeling cor

80 
o predict corrosion in pipelines are reviewed. The majority of models
eveloped for application in oil and gas pipelines are categorized into
wo types, mechanistic and probabilistic. Many electrochemical mod-
ls study depth growth, initiation, and progression of corrosion pits in
eneral, which do not fall into this review’s scope. Papavinasam et al.
2006 ) provides an in-depth review of methods utilizing electrochem-
stry to describe corrosion. 

Mechanistic or corrosion science models assume the factors affect-
ng the corrosion rates, hypothesize about their effect based on experi-
ental or field data and develop a model depicting the result of those

nteracting factors. De Waard et al. (1991 ) develop a model for the as-
essment of sweet (CO 2 ) corrosion based on De Waard and Milliams
 De Waard and Milliams, 1975 ) on carbonic acid corrosion of steel us-
ng extensive experimental and field data. In the proposed model for
nternal corrosion of wet natural gas pipelines, flow velocity, tempera-
ure, and the forming of protective films, and other operational parame-
ers have been studied. In a model for predicting CO 2 corrosion relying
n extensive experimental data, Song (2010 ) provides a framework to
alculate the corrosion rates for deaerated, aerated, and cathodically
rotected steel. Papavinasam et al. (2010 ) put forward a comprehen-
ive model, using extensive experimental data developed based on as-
et characteristics, i.e., diameter, wall thickness, inclination, and oper-
tional parameters, e.g., temperature, pressure, the partial pressure of
O 2 and H 2 S, among others. Dayalan et al. (1998 ) look into the electro-
hemical reactions, chemical equilibrium reactions, and mass transfer
n addition to the operational, asset-specific parameters, and chemical
arameters. This model studies the difference in corrosion rates of CO 2 
orrosion in the absence and presence of iron carbonate scale. Ossai et al.
2015a ) put effort into developing a predictive model by correlating
he maximum pit depths obtained from field data with operational and
sset-specific parameters using Monte Carlo simulation in a probabilistic
ramework. Although most mechanistic corrosion models focus on the
ffect of CO 2 , Obanijesu (2009 ) provides insights into the influence of
 2 S as the corroding agent. As mentioned, mechanistic models require
ssumptions on the parameters affecting the rates. Considering the com-
lexity of parameters affecting the external corrosion rates, most mecha-
istic models focus on internal corrosion as isolating the influencing fac-
ors is more feasible. Melchers (2003 ) provides a four-phase mechanis-
ic model for marine corrosion of mild steel by depicting marine corro-
ion as a microbiologically stimulated process and relating the corrosion
ates to the abundance of marine micro-organisms and availability of
esources. 
rosion relative to literature concerned with oil and gas pipeline corrosion. 
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Fig. 7. Schematic view of risk control elements 
There are also mechanistic models for specific corrosion phenom-
na. Although identified in the early 1990s, top of the line corrosion
TLC) has only recently been identified as a threat to pipeline integrity
 Singer, 2017 ). In corrosion under dewing conditions or TLC, water car-
ying corrosive gases such as CO 2 or acid vapors condensates on top
f the pipe and causes localized general corrosion. This is a significant
hreat as corrosion mitigative measures cannot reach these areas. Mech-
nistic models focusing on TLC uniformly take into account the conden-
ation physics and flow mechanics in addition to the effect of corrosive
aterials ( Zhang et al., 2007 ; Nyborg and Dugstad, 2007 ). The publica-

ions’ varying parameter is the test conditions and the corrosive mate-
ial, such as the inclusion of glycol and organic acids ( Svenningsen and
yborg, 2014 ) or varying concentrations of CO 2 and H 2 S ( Nyborg et al.,
009 ). 

The probabilistic and stochastic approaches aim to infer the most
robable defect progress based on inspection information. Mohd et al.
2014 ) use data from multiple MFL runs of a subsea gas pipeline; the
odel predicts the time-dependent pit depth by fitting the data to a

hree-parameter Weibull distribution. Velázquez et al. (2009 ) analyze
n extensive field data set, including asset and soil characteristics; the
esulting model uses regression analysis of asset and soil parameters
o project probable maximum pit depth. Velázquez et al. (2014 ) study
ynthetically produced data using gamma process for pit depth growth
nd Poisson process for pit initiation. The produced data is then ana-
yzed following Extreme Value Analysis approaches of Block Maxima
BM) and Peaks Over Threshold (POT). The resulting study suggests
he POT can forecast maximum pit depths sufficiently. Seghier et al.
2020 ) implement Support Vector Regression to extrapolate and predict
he maximum pit depth using field data various optimization algorithms
o achieve higher accuracy levels. 

In contrast to the models that rely on a statistical analysis of the
ata to assess future trends, some methods implement probabilistic ap-
roaches to handle insufficient data or infer the influence of specific
arameters on the defect growth rates. Qin et al. (2015 ) utilize widely
ccepted probabilistic models for defect growth and initiation in a hi-
rarchical Bayesian framework, where the prior probabilities of param-
ters of the probabilistic models are calculated using ILI data. Markov
hain Monte Carlo (MCMC) Simulations and Data augmentation tech-
iques deal with ILI data’s systematic errors in this work. Ossai et al.
2015a ) adopt a Markov chain modeling approach to infer the corro-
ion rates, initiation, and repassivation, taking into account operational
arameters. Zhang and Zhou (2014b ) implement a Bayesian dynamic
inear model that considers the inherent errors involved with ILI tech-
iques and uses the MCMC technique to infer the posterior distribu-
ions based on the data. Zhang et al. (2014 ) in another approach to deal
ith ILI data uncertainties, utilize a non-homogenous gamma process

o model the growth rate in a Bayesian hierarchical model where the
rowth parameters are updated by MCMC. Ren et al. (2012 ) utilize a
eural network to assess the corrosion rates in individual pipe sections
sing asset specific characteristics, i.e., mileage, elevation, pipe inclina-
ion, pressure, and Reynolds number. Biezda et al. (2018 ) put forward
 simplified external corrosion rate predictive model based on inspec-
ion data and soil characteristics utilizing the capacities of fuzzy logic
n dealing with uncertainties of complex relations. 

Probabilistic approaches can also be utilized to assess the growth
ate of corrosion defects in un-piggable pipelines. Pipelines that are
ot designed to accommodate smart pigs due to having sharp curves
r smaller diameter than required can be inspected using direct assess-
ent or pressure testing. The limitation in inspection techniques leads

o requirements for minimizing inspection costs on the one hand and
eliable integrity assessment on the other. Caleyo et al. (2015 ) show-
ase a Bayesian Data Analysis method’s capabilities to assess corrosion
efects’ statistical distribution parameters using a limited data set from
andom excavations. Alfonso et al. (2009 ) use a Monte Carlo simula-
ion in tandem with sampling from ILI and synthetic data to assess the
ptimum required inspection and excavation area. After reaching sta-
81 
ility regarding the area, it is shown that Extreme Value Theory can
ufficiently predict the future depths. 

Another aspect of corrosion models in the oil and gas industry is the
icrobiologically Influenced Corrosion (MIC) risk and its influence on

he corrosion rates. Due to the complexity of MIC mechanisms on the one
and, and the difficulties in identifying active MIC in the system is both
hallenging and overlooked. Most available MIC models tend to assess
IC occurrence risk qualitatively rather than predict the corrosion rates.
ere a few of those models aiming to provide a quantitative assessment
re discussed. 

Pots et al. (2002 ) improve on the mentioned De Waard-Milliams
odel by including MIC-related factors to facilitate understanding the

ffect of Sulfate Reducing Bacteria (SRB) in tandem with parame-
ers such as availability of nutritions, velocity, and pigging frequency,
mong others. Maxwell (2006 ) and Maxwell and Campbell (2006 ) fol-
ow the same general approach with minor differences. both models
onnect MIC activity with the existence of biofilm and individual lev-
ls of H 2 S as the resource for SRBs; the latter considers fluid velocity
s a parameter while the latter is limited to deposits, oxygen ingress,
nd pigging frequency. Skovhus et al. (2012 ) and Sørensen et al. (2012 )
ssess the risk of MIC occurrence based on the operational conditions
nd utilize Molecular Microbiological Methods (MMM) to approximate
he corrosion rates as influenced by Sulfate Reducing Procaryotes and
ethanogens. 

. Risk control 

The risk control aspect of integrity management is involved with
wo main tasks. Inspections provide the information required to carry
ut risk analysis and directing mitigation and remediation efforts based
n section prioritization provided by risk analysis. Fig. 7 shows the com-
onents of risk control in integrity management programs. This section
tarts with a review of accepted inspection techniques, discusses how
hey fit in integrity management programs, then reviews the notable
iterature focusing on risk-based inspection and maintenance methods. 

.1. Inspection techniques 

Three types of hazards, i.e., time-independent (random events), time-
ependent, and potentially time-dependent, were discussed. The extent
f damage due to time-dependent threats should be assessed by peri-
dic inspection and monitoring. An essential component of integrity
anagement is integrity assessment using information obtained from

nspections to carry out remediation activities or to calculate reassess-
ent intervals ( API, 2019 ). 

Inspection techniques are divided into ILI, in-service hydrostatic test-
ng, and Direct Assessment (DA). Although ILI instruments are univer-
ally accepted best available technologies (BAT) ( NEB, 2016 ), applica-
ion of other inspection methods in non-piggable pipelines and as re-
uired by standards is still viable. This section looks into accepted prac-
ices in pipeline inspection, mentions the technologies available, and
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eviews some notable works focused on dealing with data acquired by
hese technologies. 

.1.1. ILI 

Inline Inspection techniques are the most prevalent methods to as-
ess pipeline structural integrity and monitor the progression of time-
ependent threats. Inline inspection of pipelines is conducted using in-
elligent pigs. Intelligent pigs are platforms carrying instruments and
quipment necessary for their operation moved along the pipeline by
he flow. 

Intelligent pigs usually carry one or a combination of ILI instruments,
ncluding Magnetic Flux Leakage (MFL), Ultrasonic Technology (UT),
lectromagnetic Acoustic Transponder (EMAT), caliper interior mea-
urement, and profile measurement and mapping. 

FL. Magnetic Flux Leakage tools emit a magnetic field generated by
trong magnets located at the instrument’s center. MFL tools record the
isruption or leakage of the emitted magnetic field to assess the defect’s
epth and shape. MFL tools are the most common types of ILI instru-
ents; although they are widely used for metal loss inspections, they

an identify mechanical faults, cracks, wrinkles, and buckles. The likely
irection of defect decides whether to use MFL instruments with longi-
udinal, circumferential, or both orientations. Four types of MFL instru-
ents are axial, circumferential, helical, and residual. The accuracy and
robability of detecting MFL tools may be improved by using larger mag-
etic sensors with smaller spacing leading to high-resolution, in contrast
ith standard (low resolution) tools. Kopp and Willems (2013 ) study the

ffect of various high-resolution MFL tools and conclude that although
etectability of internal pinhole corrosion defects is considerably im-
roved, such effect is not observed for external pinholes. It is also con-
luded that high-resolution techniques improve the quality of internal
efects compared to external defects due to pipe wall thickness. 

T. Ultrasonic tools generate high-frequency ultrasonic pulses. The
mission and echo times are utilized to detect defects, assess their di-
ensions, and measure wall-thickness. Ultrasonic tools can detect crack-

ike defects, metal loss, and SCC. Although UT techniques are more reli-
ble and accurate than MFL ( Caleyo et al., 2007 ), they require acoustic
oupling between the tool and pipe to produce shear waves, limiting
heir application to liquid carrying pipelines. Although it is possible to
ssess gas pipelines using UT by creating a pig train and trapping gaso-
ine between two sealing pigs, EMAT techniques can carry out tasks
imilar to UT in gas pipelines. Another challenge involved with UT in-
truments is the noisy echoed signal, which requires noise filtering tech-
iques, including Artificial Neural Networks (ANN) ( Ravanbod, 2005 ;
argrave et al., 1999 ), Fast Fourier Transforms (FFT), and Wavelet
ransform ( Angrisani and Daponte, 1997 ; Song and Que, 2006 ). There
re three types of Ultrasonic tools, Normal Beam for wall thickness as-
essment, Angle Beam Shear Wave, and EMAT UT, both for crack detec-
ion. 

MAT. Electromagnetic Acoustic Transducer is an acoustic technology
hat detects defects by electromagnetically vibrating the pipe wall and
nalyzing the difference in produced sounds. Although EMAT can de-
ect the same anomalies and defects as UT, the results are affected with
ignificant false positives and non-existing detected defects. It should
e noted that EMAT is a relatively new technology in constant devel-
pment ( Tappert et al., 2008 ), and in the absence of better options, the
est available technique for inline inspection of gas pipelines. 

eometry tools (calipers and high-resolution geometry tools). Geometry
ools are in-line inspection instruments for detecting and measuring de-
ects such as dents or conditions such as ovality, wrinkles, or bend an-
les. Caliper tools are divided into two categories, gaging pig and stan-
ard calipers. Due to its low resolution, the gaging pig is only suited
o detect extreme deformations in the pipe cross-section. The standard
82 
aliper, a higher resolution standard tool, can evaluate the severity of
amage and provide an idea about the defect’s overall shape. 

Each ILI tool has advantages and disadvantages, making it applicable
or efficient detection of specific threats. Standard MFL, High-Resolution
FL, Ultrasonic Compression Wave tool, Ultrasonic Shear Wave tool,

nd Transverse Flux tool are BATs for detecting internal and external
orrosion. Ultra Shear Wave tool and Transverse Flux tool are appro-
riate for crack detection. Damages leading to deformation are best de-
ected with geometry tools. 

The risk-based literature in this area is mostly concerned with the
rror reduction of ILI tools. ILI tools, like other instruments, suffer from
easurements error. These errors are the instrument’s systematic error,
oise due to the environment, and random errors. Caleyo et al. (2007 )
ropose the general criteria for performance assessment and calibra-
ion of ILI tools by comparing the data with direct inspections. Wang
t al. (2015 ) develop a Bayesian approach to UT device calibration by
stimating the random and systematic error, including soil environment
nfluence. 

Keeping in mind the scope of this review, a more detailed account of
he technological aspect of ILI inspection tools is provided by Mohitpour
t al. (2010 ). Xie and Tian (2018 ) present an in-depth review of ILI
echnologies and the application of ILI data. 

.1.2. Hydrostatic testing 

Pressure testing of pipelines might be carried out using various
aseous and liquid materials. Since water is the most common medium,
his inspection technique is known as hydro-testing. In-service hydro-
tatic testing comprises emptying and cleaning, searching for leaks, de-
ressurization, displacement, disposal of the test medium, and drying
he pipe section. 

There are three types of pressure tests, spike test, strength test, and
eak test ( API, 2018 ). In the spike test, the pressure is usually increased
o more than 125% of the intended maximum operating pressure for
ypically less than one hour. The strength test is carried out to estab-
ish a pipeline’s operating pressure limit at pressures 125% of the max-
mum operating pressure for more than four hours. The leak tests are
onducted in smaller pressure ratios where the pressure is sustained for
wo hours or longer. The testing pressure and duration may defer based
n applicable codes and regulations. 

The spike test is successful if no ruptures occur. The acceptance crite-
ia for strength tests are the occurrence of no ruptures or leaks. The leak
est is deemed successful if all pressure fluctuations can be explained. 

.1.3. DA 

Direct Assessment is a multi-step pipeline inspection approach to as-
ess the existence or the extent of damage due to stress corrosion crack-
ng (SCCDA), internal corrosion (ICDA), or external corrosion (ECDA).
A may be implemented where using other inspection methods are not

easible. DA is a viable option to enhance the collected data on seg-
ents that have already been inspected with other methods or to pro-

ide information on areas prone to the development of corrosion defects
 NACE, 2010 ; NACE, 2008 ; NACE, 2006 ). DA is a structured approach
hat allows the operator to integrate the historical knowledge of the
ipeline’s physical and operational state with inspection results to form a
omprehensive understanding of the asset’s current state ( ASME, 2018 ).

ECDA comprises pre-assessment, inspections, examination and eval-
ations, and post-assessment. The pre-assessment step aims to study
he DA’s viability for the pipeline, choose feasible tools for inspections,
nd identify regions for examination and evaluation. Indirect inspection
s conducted to determine regions with diminished coating, faults, or
rone to corrosion. The examination step includes defect indicator pri-
ritization, excavation, coating faults, and defects measurement, eval-
ation of remaining strength, and the analysis of conditions uncovered
n the process. Post-assessment is carried out to decide the inspection
ntervals based on defect progress predictions and whether the defect
ndicators must be reprioritized. The only significant difference in the
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Fig. 8. The ratio of risk-based pipeline inspection and maintenance published works to overall publications in inspection and maintenance of oil and gas pipelines. 

Table 4 

Search strings used to illustrate risk-based inspection and maintenance in pub- 
lications. 

Key words Search strings 

Inspection ((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND (Inspection)) 

AND TITLE(pipeline AND pipe ∗ )) AND PUBYEAR > 1979 AND 

PUBYEAR < 2021 AND (LIMIT-TO (DOCTYPE,"cp") OR LIMIT-TO 

(DOCTYPE,"ar")) AND (LIMIT-TO (LANGUAGE,"English"))) 

Maintenance ((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND 

(maintenance OR repair OR replace ∗ OR maintain OR 

remediation OR remedy)) AND TITLE(pipeline AND pipe ∗ AND 

(repair OR replace ∗ OR maintenance OR maintain))) AND 

PUBYEAR > 1979 AND PUBYEAR < 2021 AND (LIMIT-TO 

(DOCTYPE,"cp") OR LIMIT-TO (DOCTYPE,"ar")) AND (LIMIT-TO 

(LANGUAGE,"English"))) 

Risk-based 

inspection 

((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND (inspection) 

AND (risk OR risk ∗ OR reliability ∗ OR integrity ∗ OR 

performance ∗ )) AND TITLE(pipeline AND pipe ∗ AND 

(inspection OR inspection ∗ ))) AND PUBYEAR > 1979 AND 

PUBYEAR < 2021 AND (LIMIT-TO (DOCTYPE,"cp") OR LIMIT-TO 

(DOCTYPE,"ar")) AND (LIMIT-TO (LANGUAGE,"English"))) 

Risk-based 

maintenance 

((TITLE-ABS-KEY(pipeline AND (oil OR gas) AND 

(maintenance OR repair OR replace ∗ OR maintain OR 

remediation OR remedy) AND (risk OR risk ∗ OR reliability ∗ 

OR integrity ∗ OR performance ∗ )) AND TITLE(pipeline AND 

pipe ∗ AND (repair OR replace ∗ OR maintenance OR 

maintain))) AND PUBYEAR > 1979 AND PUBYEAR < 2021 

AND (LIMIT-TO (DOCTYPE,"cp") OR LIMIT-TO (DOCTYPE,"ar")) 

AND (LIMIT-TO (LANGUAGE,"English"))) 
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rocess of ICDA for natural gas pipelines and ECDA is the examined
egion, where the focus is directed towards areas of possible moisture
ccumulation. 

.2. Maintenance methods 

Considering the close link between inspection and maintenance ac-
ivities, both subjects are discussed in one place. Fig. 8 illustrates
he number of publications related to inspection and maintenance of
ipelines compared to risk-based methods in this field. The bibliographic
ata used to show research progress is obtained from Scopus using the
earch strings shown in Table 4 . 

The literature in this section is divided into three categories, works
ocusing on risk-based maintenance, publications on approaches to de-
ide inspection intervals, and those with a holistic point of view aim-
ng to devise frameworks for optimizing the risk control process (risk-
ased maintenance and inspection) for performance or cost. As men-
ioned, the evolution from the utilization of techniques developed in
ecision science to exploit expert knowledge to data-driven probabilis-
ic approaches is a common trend in risk-based methods. The same ten-
ency is observed in the literature reviewed in risk control measures of
ipeline integrity management. 

Cagno et al. (2000 ) implement a Bayesian approach to obtain infor-
ation on a priori distribution of parameters suspected to affect failures
83 
n urban gas pipeline distribution networks. This is achieved to support
he decision-maker on the replacement policy by combining historical
ata and expert elicitation. Historical data on the effect of such param-
ters is not available. Al-Khalil et al. (2005 ) implement the Analytic Hi-
rarchy Process (AHP) to rank the hazards (structural, geological, and
perational) contributing to the failure of cross-country pipelines and
ollar value associated with the consequences, to prioritize mitigation
fforts. Parvizsedghy et al. (2015 ) rely on Life Cycle Cost analysis and
cenario-based maintenance operations to support decision-makers in
heir choice of maintenance strategy. Zhang et al. (2018 ) implement the
oncept of tolerable risk and As Low As Reasonably Practicable (ALARP)
nd optimization theory of optimizing the maintenance costs of an urban
as pipeline. Liu et al. (2018 ) implement a Markov chain to model ex-
ernal corrosion degradation of gas pipelines. By implementing a multi-
evel optimization algorithm on maintenance states, time, and the num-
er of maintenances, they assess the optimum maintenance strategy to
inimize cost. Mora et al. (2002 ) consider the systematic error of ILI

nstruments and subsequent growth of corrosion defects to evaluate the
ailure probability due to identified defects and prioritize mitigative ac-
ions. In another application of multi-level optimization, BahooToroody
t al. (2019 ) propose a maintenance schedule optimization approach
ccounting for the influence of process variables and divergence from
ormal operational conditions on degradation process using Dynamic
ayesian Networks. 

Dey et al. (2004 ) identify offshore oil and gas pipeline failure causes,
heir associated consequence, evaluate and rank the risk factors involved
sing AHP and expert judgment to provide guidelines for optimized in-
pection intervals and applicable inspection techniques. Dey (2003 ) pro-
oses a framework using AHP for risk assessment of pipelines to plan
nspection intervals, mitigate risk, and help maintenance programs for
ross-country pipelines. Singh and Markeset (2009 ) use fuzzy logic’s
bility to handle uncertainties to bypass the complexities of the risk
ssessment process and provide a simplified approach to risk-based in-
pection of pipelines for operators. Chandima Ratnayake and Markeset
2010 ) suggest a framework using AHP to minimize the minimum re-
uired offshore flowline inspection points. Kuniewski et al. (2009 ) pro-
ose a time-dependent degradation model and a sampling inspection
pproach to assess the asset’s overall state and determine the time to
ailure using partial inspections. This method may be used to decide the
nspection intervals of pipelines with pitting corrosion. Seo et al. (2015 )
ollow a probabilistic approach to modeling the time-dependent im-
aired burst pressure of subsea pipelines due to corrosion pits to assess
he consequence of associated failures and evaluate the required inspec-
ion intervals. Abubakirov et al. (2020 ) implement a dynamic Bayesian
odel for risk and consequence assessment of corrosion failures and as-

ess the optimum inspection intervals by optimizing the consequences
nd inspection costs. Castanier and Rausand (2006 ) put forward a sim-
lified maintenance optimization for subsea pipelines in the presence of
nternal corrosion and erosion. The optimization is based on the mini-
um average cost per unit time obtained by balancing the inspection

osts with failure consequences. In a purely stochastic and cost-based



F. Khan, R. Yarveisy and R. Abbassi Journal of Pipeline Science and Engineering 1 (2021) 74–87 

a  

s  

b  

u
 

i  

i  

r  

t  

i  

p  

s  

a  

b
 

c  

e  

B  

t  

o  

p  

s
 

t  

t  

u  

e  

t  

m  

t  

e  

m  

(  

e  

t  

t  

q  

t  

f  

i  

p  

m
 

r  

a  

d  

t  

s  

i  

s  

a  

a  

R  

s  

o  

b

6

 

r  

p  

t  

o  

a

 

m  

l  

o  

a  

b  

t  

i  

m  

i  

p  

w  

2  

r
 

l  

a  

s  

m  

s
 

p  

f  

2  

a  

s  

d
 

f  

m  

l  

c  

s  

a  

a
 

m  

p  

r  

j  

o  

m  

m
 

a  

n  

n  

t  

v  

u  

t  

q  

t  

n  

l  

o
 

t  

d  

i  

a  

d  

t  

d  

t  

o  
pproach, Zhang and Zhou (2014a ) model the growth of external corro-
ion pits on gas pipelines and assess the optimal maintenance strategies
ased on inspection costs, mitigative actions, and consequences of fail-
re. 

Looking into interacting hazards, Yang et al. (2017 ) look into the
mpact of sudden shocks, e.g., environmental phenomena on degrading
nfrastructures such as pipelines due to time-dependent adversities cor-
osion and fatigue. The author puts forward a probabilistic approach
o evaluating the optimal preventive maintenance interval, inspection
nterval, and the number of inspections to minimize cost using the
robability of dependent failures. In similar work, Yang et al. (2018 )
uggest implementing age-based maintenance, condition monitoring,
nd condition-based maintenance in tandem and optimizing these three
ased on associated costs as a hybrid preventive maintenance strategy. 

An aspect of the resilience engineering (RE) concept, the absorptive
apacity, reduces adverse events. The absorptive capacity is an inher-
nt feature of systems, implying it should be integrated into the design.
etter absorptive capacities mitigate consequences by avoiding catas-
rophic failures. However, the equally vital restorative capacity is an
perational subject tied to readiness and proactive maintenance. The
ublished work on pipeline resilience may focus on either as the re-
ilience capacities are interlinked. 

Prasad and Park (2004 ) implement a genetic algorithm to improve
he design of water distribution networks. The authors view the sys-
em from a reliability versus cost point of view and optimize the design
sing network resilience as an index for operational quality. Farmani
t al. (2005 ) include a resilience index to reliability versus cost op-
imization problems to improve a water distribution system’s perfor-
ance. Cimellaro et al. (2015 ) propose a resilient performance index

o study the disruption of a municipal gas distribution network due to
arthquakes and use simulated system disruptions to suggest design and
itigative measures to improve the post-disaster resilience. He et al.

2018 ) suggest a multi-level resilience improving strategy for integrated
lectricity and natural gas distribution systems against natural disas-
ers. Farahmandfar et al. (2017 ) propose a simplified resilience evalua-
ion method to optimize water supply network resilience against earth-
uakes. Allouche and Bowman (2006 ) propose an AHP based approach
o resilience assessment of buried pipelines to prioritize the maintenance
ollowing an earthquake. Wang et al. (2017 ) assess the vulnerability of
ntegrated gas-electric distribution networks to identify vulnerable com-
onents and suggest remediation actions to improve resilience against
alicious actions. 

Carvalho et al. (2014 ) consider the possibility of gas shortage in Eu-
ope following disasters or unrest in regions providing gas to Europe
nd suggest a strategy to remediate European vulnerability to energy
isruptions. Although the body of work on resilience-related applica-
ions is limited, applications from design to operation and maintenance
how the diversity of the concept and its potential to enhance the ex-
sting methods. The capacity of resilience in dealing with complicated
ocio-technical systems could improve pipelines’ operational and safety
spects from various aspects. Resilient design and operation improve the
vailability of the system and satisfy customers through flow-assurance.
eadiness as a component of resilience systems enhances emergency re-
ponse policies and optimizes repair and maintenance costs. The concept
f adversity absorption mitigates the risk by minimizing consequences
y avoiding catastrophic failures. 

. Conclusions and the way forward 

This review is conducted to help understand integrity management,
ecognize the role of risk-based methods in IMPs, identify methods ap-
lied in risk management, and observe the research evolution. This sec-
ion sums up the information gathered to hypothesize the trends, extrap-
lates how the current trends affect adopting the Industry 4.0 concept
nd point out the knowledge gaps. 
84 
Examining the trend of publications revolving around risk assess-
ent, most papers apply probabilistic, stochastic, decision models, and

ogic diagrams. Due to its versatility and importance, statistical analysis
f accident data has been of interest for more than three decades. The
bility to infer more than simple information from the accident records
y applying more advanced probabilistic methods in the literature clus-
ered around the mid-2000s shows improved data collection and report-
ng guidelines. Majority of publications taking advantage of decision
odels and relying on expert elicitation appear in the late 2000s, show-

ng the tendency to move towards semi-quantitative methods. The ap-
lication of logic diagrams combined with fuzzy mathematics to deal
ith uncertainties and take advantage of expert elicitation in the early
010s can be construed as another step toward adopting quantitative
isk assessment. 

The consequence analysis of released hydrocarbons has remained
argely prescriptive until the appearance of probabilistic models such
s dynamic Bayesian networks or the application of numeric methods
uch as CFD or FEA after 2015. The decades-long application of these
ethods in the industry suggests this trend may be due to commercial

oftware or greater computing power availability to more researchers. 
Most of the reviewed literature on the reliability assessment of

ipelines appears after 2010. The inclination to use field and ILI data
or reliability assessment appears in publications clustered in the mid-
010s. On the other hand, most of the papers implementing relatively
dvanced probabilistic models are published after 2015. These trends
uggest a change in the availability of data and requirements for data-
riven structural reliability models. 

Literature focusing on the mechanistic corrosion models is observed
or the four decades in the review’s scope, mostly relying on experi-
ental data and mostly improving previous works. On the other hand,

iterature implementing probabilistic and statistical analysis to model
orrosion growth are mostly observed after 2010. Much like the trend
een in reliability modeling papers, this implies a change in data avail-
bility and emerging requirements for models adapted to industrial data
nd supported by field observations rather than experiments. 

The published work revolving around risk-based inspection and
aintenance is quite limited compared to the risk-based articles in
ipeline integrity management and other industries. Nonetheless, the
eviewed works suggest the same trends as the other subjects, the ma-
ority of these articles are published after 2010. The detailed review
f risk-based maintenance inspection and maintenance reveals require-
ents for detailed data collection, as well as comparatively advanced
athematical concepts. 

Overall, it is observed that in the past four decades, integrity man-
gement has gradually evolved to take advantage of emerging tech-
ologies. This has led to the wide-spread use of ILI technologies and
on-destructive testing, resulting in an abundance of data on degrada-
ion processes. Risk management has developed accordingly to take ad-
antage of the new resources. The prescriptive approaches have grad-
ally given way to performance-based methods, where feasible quanti-
ative and data-driven approaches are replacing qualitative and semi-
uantitative methods, and the application of expert judgment and his-
orical data in risk assessment is declining. It is also evident that the
umber of publications focusing on dealing with uncertainties due to a
ack of field data has been decreasing gradually, which is an influence
f the increasing use of ILI inspection technology. 

The reviewed literature indicates that the oil and gas pipeline sec-
or has been gradually moving towards automation, applying data-
riven methods and digitization from the early stages of incorporat-
ng performance-based integrity management. Academic research in the
rea has also adapted to industry requirements by moving towards data-
riven approaches and incorporating industrial data. This implies that
he research is evolving to accommodate necessary changes to integrate
ata-driven methods in its framework and adopt Industry 4.0 concepts
o achieve higher safety levels. A few instances of advanced utilization
f information are the application of Geographic Information Systems
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GIS) in risk analysis and consequence assessment of pipelines for zoning
nd land use purposes. Other applications include processing ILI data
sing machine learning approaches, online leak detection, instrument
rror reduction, and continuous reliability assessment. 

This review has revealed two new research trends and gaps in knowl-
dge. First is the emergence of new hazards as primary threats to
ipelines, an industrial concern overlooked in the literature. As the in-
egrity management programs become more competent in dealing with
ommon hazards, the lesser noticed hazards will inevitably be respon-
ible for a more significant portion of accidents. These types of hazards
nclude TLC, MIC, SCC, and HIC. It is observed that more publications
re attending to these issues in the past decade. The other is a notice-
ble gap in knowledge, a lack of interest in studying the effect of in-
eracting hazards. In a referenced report ( Munoz and Rosenfeld, 2016 ),
HMSA suggests studies into complex hazard interactions may be re-
uired. These interacting hazards may decrease the remaining life or
hange its failure mode, affecting risk assessment credibility. 

Finally, A lagging aspect of integrity management is the develop-
ent of risk-based inspection and maintenance plans. It is known that

isk-based inspection and maintenance problems boil down to complex
athematical optimization problems with multiple variables. An issue

ffecting this field’s development may be the lack of essential parameters
equired to carry out the optimization problem. This may be improved
y goal-oriented data collection policies by the industry. On the other
and, the limited work on resilience shows the diversity of the concept
nd its potential to enhance the safety, reliability, and availability of
ipelines. Considering the simpler approach of resilience assessment and
esign, it may be a feasible alternative to more complicated risk-based
aintenance and inspection methods. 
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